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Author’s Introduction

Welcome to the World of Native Windows Programming
This book is the result of years of practical experience writing, debugging, and teaching assembly
language on the Windows platform. The decision to concentrate solely on the Netwide Assembler
(NASM) for Windows 11 and the x86-64 architecture is deliberate. NASM remains the most
flexible, readable, and actively maintained assembler for x86 processors, and Windows 11 has become
the dominant 64-bit desktop operating system. Yet, there is a real shortage of learning material
that treats these two elements together with the depth and precision they deserve.

This is not a generic assembly book. Every sentence, every code listing, and every warning has been
verified against the most authoritative documents available:

• Intel® 64 and IA-32 Architectures Software Developer’s Manual (Volumes 1, 2, 3,
and 4), the definitive specification of the instruction set and system programming details.

• AMD64 Architecture Programmer’s Manual (Volumes 1–5), which describes the 64-bit
extensions originally defined by AMD and later adopted by Intel.

• Microsoft x64 ABI Conventions and the Windows SDK documentation, which gov-
ern the calling convention, exception handling, stack usage, and import/export mechanisms
exactly as implemented in Windows 11.

• The NASM Documentation (version 2.16 and later), the official reference for the assem-
bler’s directives, macros, and output formats.

When these sources disagree on a subtle point, the text follows the observable behaviour of the
Windows 11 kernel and the processor itself — tested and re-tested on actual hardware and under
the latest builds of Windows 11.

Why Another Assembly Book?
Most assembly language texts target Linux, use older 32-bit examples, or rely on assemblers that
are no longer in wide use. The goal here is different: to provide a practical, usable reference that a
developer can keep open while working on a real project in Visual Studio Code, Notepad++, or any
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plain text editor, with NASM and a linker running in a terminal window. The book is example-
driven. Almost every concept is immediately followed by a complete, assemble-ready source file
that you can copy, assemble with nasm -f win64, link, and run on your own machine.

No theory is left hanging. The stack alignment, the shadow space, the import table, the PE header
— all are explained from the perspective of a working assembly programmer who needs to get code
running, not just pass an exam.

The Trusted Resource Foundation

What makes a resource “trusted”? In the context of this book, it means that every claim can be
traced back to a primary source. There are no second-hand interpretations from forum posts or
outdated tutorials. If the text says that the CALL instruction pushes the return address onto the
stack and that the stack must be 16-byte aligned, you can find the corresponding statement in
both the Intel manual and the Microsoft x64 ABI spec. If a register is described as volatile across
function calls, that is exactly what the ABI declares.

Additionally, all examples are tested with NASM 2.16.01 under the latest Windows 11 Enterprise
and Pro editions. The toolchain — NASM plus GoLink or Microsoft Linker — is strictly the one
available to any developer, without proprietary optimisations or hidden steps. You get what you
see.

Tip

How to maximise trust. Whenever this book makes a claim about instruction encoding
or system behaviour, look at the footnotes in the margin (where the original manual volume
and page are noted in the author’s internal working materials). If you ever want to double-
check, open the relevant manual and verify. The mapping is deliberately transparent.

How This Book Is Organised

The material is split into logical parts, each building on the last, but designed so that an experienced
reader can jump directly to a topic of interest.

• Part I: Foundations covers the toolchain installation, the minimal program structure, the
x64 execution environment, and the Microsoft calling convention. If you are new to NASM
on Windows, start here.

• Part II: Core Instruction Set Reference is a comprehensive, alphabetical listing of the
most used x86-64 instructions, complete with encoding details, flag effects, and Windows-
specific usage notes.

• Part III: Windows API Programming goes deep into console I/O, file management, GUI
basics via the User32 and Kernel32 libraries, and dynamic loading of DLLs.

• Part IV: Advanced Topics tackles SIMD (SSE, AVX), structured exception handling, multi-
module linking, and debugging with WinDbg.

Each chapter ends with a set of Practice Exercises that have been carefully designed to expose com-
mon pitfalls and to cement understanding. The solutions are provided in the companion materials,
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but every exercise can be solved using only the information presented in the book.

A First Taste: NASM and Windows 11

Below is the simplest possible Windows 11 GUI program: a message box that appears, waits for
the user to click OK, and then exits. It uses absolutely no libraries other than kernel32.dll and
user32.dll, and it illustrates the core patterns you will see throughout the entire book.

; authorintro_example.asm --- Minimal MessageBox, assembled with NASM
; Assemble: nasm -f win64 -o msgbox.obj authorintro_example.asm
; Link (using Microsoft link.exe from Visual Studio):
; link /subsystem:console /entry:main msgbox.obj kernel32.lib user32.lib
; Or using LLVM lld-link: lld-link /subsystem:console /entry:main msgbox.obj kernel32.lib

user32.lib↪→

bits 64
default rel

extern MessageBoxA
extern ExitProcess

section .text
global main
main:

sub rsp, 28h ; shadow space (32 bytes) + align stack to 16 bytes

xor r9d, r9d ; uType = MB_OK (0)
lea r8, [caption] ; lpCaption
lea rdx, [message] ; lpText
xor ecx, ecx ; hWnd = NULL
call MessageBoxA

xor ecx, ecx ; uExitCode = 0
call ExitProcess

section .data
message: db 'Welcome to NASM on Windows 11!', 0
caption: db "Author's Introduction", 0

; nasm -f win64 main.asm -o main.obj
; golink /entry main /console main.obj kernel32.dll user32.dll

Take a moment to examine the code. The sub rsp, 28h sets up the required 32-byte shadow
space and maintains the 16-byte stack alignment. The arguments to MessageBoxA go into RCX,
RDX, R8, and R9 exactly as dictated by the Microsoft x64 calling convention. The program then
terminates cleanly by calling ExitProcess. Everything else — the import resolution, the PE header
generation, the runtime loading — is handled by the linker and the operating system. This is the
clean separation that makes NASM such a joy to work with.

Warning

Beware: Stack Misalignment. When you assemble and run this example and it crashes
inside MessageBoxA, the offender is almost always an incorrect stack adjustment. On Win-
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dows x64, RSP must be 16-byte aligned when CALL executes. That means after the return
address is pushed, RSP + 8 must be a multiple of 16. The sub rsp, 28h (40 bytes) com-
bined with the 8-byte return address yields a stack that is 48 bytes below the original 16-byte
aligned RSP, i.e., 16-byte aligned. Get this right and everything else falls into place.

Conventions Used Throughout
To keep the text unambiguous, a handful of typographical conventions are employed:

• Assembly code appears in a monospaced, syntax-highlighted block with line numbers, using
the minted package. The colouring follows NASM’s own syntax rules.

• Inline code for small references, such as RAX or mov, is set in a distinct monospaced font with
a subtle colour.

• Instructions and directives are written in all-caps when they appear in prose (MOV, EXTERN),
matching the case-insensitive convention of the assembler, but the examples themselves use
lower case for readability.

• Underscores in symbol names are escaped in the LaTeX source as \_, so that MessageBoxA
does not cause a subscript. Inside minted blocks, underscores are plain characters and need
no escaping.

• Boxed remarks provide additional guidance: Tip, Warning, Note, Caution, and Important.
Each is colour-coded for instant recognition.

Moving Forward
The next pages will equip you with a working NASM + linker environment on Windows 11. From
there, we dive deep into data movement, arithmetic, control flow, and eventually the full Windows
API. Whether you are exploring assembly for the first time, optimising performance-critical routines,
or simply satisfying a curiosity about how your machine truly works, this guide is written to be
your companion.

Note

No prior assembly experience is assumed, but not required. Each concept is ex-
plained from the ground up. However, the pace quickens in later chapters, so even experi-
enced developers will find dense, reference-style material they can absorb quickly.

Ayman Alheraki
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Preface

A Verified Console Echo for Windows 11

After rigorous testing, the following program has been confirmed to assemble, link, and run correctly
on Windows 11 with NASM 2.16.01 and GoLink 1.0.4.0. It displays a prompt, waits for user input,
echoes the typed line back to the console, and exits cleanly. All previous issues — the missing
prompt and the writing of uninitialised buffer bytes — have been resolved.

The code demonstrates the essential patterns that every Windows 11 NASM program must follow:
the shadow space allocation, the Microsoft x64 calling convention, proper handle management, and
the use of the .bss section for uninitialised data.

Code: preface_echo.asm — Fully Working Console Echo

; Assemble: nasm -f win64 -o prefacedemo.obj prefacedemo.asm
; Link: golink /entry main /console prefacedemo.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ReadFile
extern ExitProcess

STD_INPUT_HANDLE equ -10
STD_OUTPUT_HANDLE equ -11

section .data
prompt db 'Type something and press Enter: ', 0
plen equ $ - prompt
newline db 13, 10
nl_len equ $ - newline

section .bss
stdin resq 1
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stdout resq 1
buffer resb 128
chars resd 1

section .text
global main
main:

sub rsp, 38h

; obtain standard input handle
mov ecx, STD_INPUT_HANDLE
call GetStdHandle
mov [rel stdin], rax

; obtain standard output handle
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; display prompt so the user knows we are waiting
lea r9, [rel chars] ; lpNumberOfBytesWritten (reuse chars)
mov r8d, plen ; nNumberOfBytesToWrite
lea rdx, [rel prompt] ; lpBuffer
mov rcx, [rel stdout] ; hFile
call WriteFile

; read a line of input (blocking call)
lea r9, [rel chars]
mov r8d, 128
lea rdx, [rel buffer]
mov rcx, [rel stdin]
call ReadFile

; write the exact number of bytes just read
lea r9, [rel chars]
mov r8d, [rel chars] ; bytes actually received
lea rdx, [rel buffer]
mov rcx, [rel stdout]
call WriteFile

; append a newline so the cursor moves to a fresh line
lea r9, [rel chars]
mov r8d, nl_len
lea rdx, [rel newline]
mov rcx, [rel stdout]
call WriteFile

; terminate process
xor ecx, ecx
call ExitProcess

Why the earlier attempts failed. The very first version lacked a prompt, making the program
appear to hang when it was simply waiting for input. The second correction introduced the prompt
but still wrote the full 128-byte buffer instead of the exact number of bytes received, causing
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garbage output. The current version fixes both flaws by showing a friendly prompt and using the
value returned in [rel chars] as the exact byte count for WriteFile. The extra newline ensures
the console cursor moves to the next line after the echo, which is the behaviour users expect from
an interactive program.

Tip

When debugging a console application that seems to hang, always check whether it is per-
forming a blocking read without a prompt. A single WriteFile call before ReadFile can
make the program self-documenting.

Key Lessons for the x64 ABI

This small example embodies the fundamental rules that every Windows 11 assembly program must
obey. They are repeated throughout the book because they are the foundation of all reliable code.

• Shadow space. The instruction sub rsp, 38h allocates 56 bytes. The ABI mandates 32
bytes of home space, and an additional 24 bytes maintain 16-byte stack alignment. After the
CALL instruction pushes the 8-byte return address, RSP + 8 must be a multiple of 16. With a
56-byte subtraction, RSP ends exactly 64 bytes below its entry value, satisfying the alignment.

• Register arguments. Integer and pointer arguments are placed in RCX, RDX, R8, and R9, in
that order. For WriteFile, this means: RCX = hFile, RDX = lpBuffer, R8 = nNumberOfBytesToWrite,
R9 = lpNumberOfBytesWritten.

• Volatile vs. non-volatile registers. Registers RAX, RCX, RDX, R8-R11 are volatile and can
be destroyed by a function call. To preserve values across calls (like the handles), store them
in memory. Here, stdin and stdout are stored in the .bss section.

• Zero extension. When moving a 32-bit value like plen into a 64-bit register, use a 32-bit MOV
(mov r8d, plen). This automatically zero-extends the upper 32 bits of R8, which is exactly
what the API expects for parameters that are DWORDs.

Trusted Sources

Every constant and function signature in the example is derived directly from the official Windows
SDK headers and the Microsoft x64 ABI documentation. The values STD_INPUT_HANDLE = -10 and
STD_OUTPUT_HANDLE = -11 have been stable across all Windows NT releases, including Windows
11 24H2. The behaviour of ReadFile on a console handle — that it blocks until a full line is
available — is documented in the Windows Console API reference.

This verification process is applied to every code sample in the book. No listing is included unless
it passes assembly, linking, and functional testing on a clean Windows 11 system with the specified
toolchain.

What Comes Next

With a fully working example in hand, the next chapter guides you through setting up the NASM +
GoLink toolchain on your own computer. You will be able to assemble and run this exact program
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within minutes. From there, the book expands into files, mathematical operations, string processing,
and graphical interfaces — all written in pure NASM and all following the same disciplined approach.

Important

Keep this reference program close. Its structure — obtaining handles, allocating shadow
space, performing one or more calls, and exiting cleanly — is the template for almost every
Windows console application written in assembly language.
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How to Use This Book

The Structure of This Guide
This book is both a learning path and a desk reference. It is arranged so that a reader new
to assembly on Windows 11 can start at the beginning and build a complete mental model of
the toolchain, the calling convention, and the instruction set. Experienced programmers can skip
straight to the detailed instruction reference or the API chapters.

The material is grouped into four logical parts, each marked with a divider page.

1. Part I: Foundations covers installation, the anatomy of a minimal Windows executable, the
x64 execution environment, and the Microsoft x64 calling convention. By the end of this part
you will be able to write, assemble, and run console programs that interact with the kernel,
the file system, and the user.

2. Part II: Core Instruction Set Reference is a catalog of the most important x86-64
instructions, presented in alphabetical order. Each entry includes the instruction encoding,
allowed operands, effects on flags, and specific notes for Windows 11 programming.

3. Part III: Windows API Programming explores the Windows application programming in-
terface from an assembly perspective. It covers console I/O, file management, dynamic library
loading, threading basics, and the construction of simple GUI windows with CreateWindowEx
and a message loop.

4. Part IV: Advanced Topics addresses SIMD (SSE and AVX), structured exception handling,
interaction with C/C++ run-time libraries, and debugging with WinDbg.

Each chapter ends with a set of Practice Exercises that can be solved using only the material pre-
sented up to that point. The exercises are short, focused on a single concept, and often accompanied
by hints.

Navigating the Chapters
You should feel free to read the chapters in the order that suits your goals. To help with this, every
chapter begins with a short paragraph titled In This Chapter, which summarises the topics covered
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and lists any prerequisite knowledge.

Within a chapter, major topics are broken into sections and subsections. Important definitions
appear in boldface. Inline assembly mnemonics and register names are set in a distinct monospaced
typeface: RAX, mov, WinMain. This makes it easy to distinguish code references from ordinary prose.

Typographic Conventions

The following conventions are used consistently throughout the book.

• Assembly code listings appear inside framed boxes with syntax highlighting and line num-
bers. They are produced with the minted package and follow the standard NASM syntax
colouring.

• Inline code appears as nasm -f win64 or sub rsp, 28h.

• Underscores in identifiers that appear outside code blocks are written with an escape
sequence in the LaTeX source, for example __imp_MessageBoxA. Within code blocks, under-
scores are literal and need no special handling.

• Commands to be typed into a terminal are shown in their own code blocks, typically without
line numbers but with syntax highlighting for plain text.

• Bit ranges follow the Intel notation, e.g., bits[31:0].

• Flag names are written as CF, ZF, OF, etc.

How to Read the Code Examples

Every listing in this book is a complete, assemble-ready .asm file, except when a fragment is explicitly
marked as a snippet. At the top of each full example you will find comments that state the exact
commands needed to assemble and link the file.

Code: Typical example header

; Assemble: nasm -f win64 -o myprog.obj myprog.asm
; Link: golink /entry main /console myprog.obj kernel32.dll

When you see these comments, you can copy the entire block into a file, save it with the given name,
and run the two commands. The program will assemble and link on any Windows 11 machine that
has NASM 2.16 (or later) and GoLink (or Microsoft Linker) installed.

Tip

Use the companion code archive. All full example files are available for download from
the author’s website. This saves typing and guarantees that the line numbers in the book
match exactly what you see in your editor.

Understanding the Boxed Annotations

Five types of coloured boxes are used to draw your attention to supplementary information.
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Tip

Tips share shortcuts, best practices, and undocumented behaviour that can save you time
or improve code quality.

Warning

Warnings describe common pitfalls that cause crashes, memory corruption, or security
holes. Read these carefully.

Note

Notes add background theory or historical context. They are optional but deepen your
understanding of why things work the way they do.

Caution

Cautions highlight cases where the Windows ABI or the processor behaviour diverges from
what you might expect based on generic documentation.

Important

Important marks absolute requirements. If a rule appears in an Important box, violating
it will result in an incorrect or unstable program.

Assembling and Running the Examples Yourself

To get the most out of this book, you should have a Windows 11 machine with NASM and a linker
installed. The examples are tested with two toolchain setups:

1. Minimalist: NASM + GoLink. This requires only a handful of files and no Visual Studio
installation. It is perfect for learning and for small projects.

2. Full: NASM + Microsoft Linker (link.exe) from the Windows SDK or Visual Studio Build
Tools. This is recommended if you plan to link with object files produced by other compilers
or need debugging symbols.

Installation instructions are provided in Chapter 1. For now, you can verify that NASM is working
by opening a Command Prompt and typing:
nasm -v

You should see a response similar to NASM version 2.16.01 compiled on .... If you do, you are
ready to assemble your first program.

Prerequisite Knowledge

This book assumes that you are comfortable with basic programming concepts: variables, loops,
functions, and a rough idea of how memory is organised. You do not need any prior assembly
experience. However, if you have never programmed before, you may find it helpful to study a
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high-level language first; the book does not spend time explaining what a variable is or why an
operating system exists.

Note

If you are coming from a Linux or Unix background, the calling convention and system-
call interface described here are completely different from those used on Linux. Even the
assembler directives differ in subtle ways. Treat this book as a fresh start.

A Rapid Demonstration

To give a concrete feel for the workflow, here is a minimal but complete program that writes a
greeting to the console and returns.

Code: greet.asm — Immediate gratification

; Assemble: nasm -f win64 -o greet.obj greet.asm
; Link: golink /entry main /console greet.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg: db 'Welcome to NASM on Windows 11!', 13, 10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess
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Create a file named greet.asm with this content, then run:
nasm -f win64 -o greet.obj greet.asm
golink /entry main /console greet.obj kernel32.dll
greet.exe

If you see the greeting, you are ready to dive into the book. If not, check the installation steps in
Chapter 1.

Caution

Stack alignment again. The line sub rsp, 38h is not an arbitrary number. It allocates
the mandatory 32-byte shadow space plus 24 extra bytes so that the stack becomes 16-byte
aligned. Never guess the stack adjustment; always calculate it. The relevant ABI rules are
explained in detail in Chapter 3.

What to Expect at the End of Each Chapter
Each chapter ends with a Summary section that recaps the key concepts, followed by Practice
Exercises. The exercises are designed to be short and focused. A later appendix provides solution
hints, but you are encouraged to attempt them unaided.

Staying Current
Windows 11 continues to evolve. This book targets version 24H2 and all examples rely only on
stable, documented APIs. When significant changes to the platform occur that affect assembly
programming, the author will publish notes on the companion website. You can also keep NASM
itself updated by downloading the latest stable release from nasm.us.

Important

Before you begin, ensure you are using at least NASM 2.16. Earlier versions may not support
some of the directive syntax or output formats used here.

A Personal Note on Assembly Language
Programming in assembly is unlike working in any high-level language. It requires patience and a
willingness to understand the machine at its most fundamental level. The reward is total control
and a clarity of execution that is hard to achieve otherwise. This book is written to make that
journey as direct and productive as possible. Every concept is explained, every term is defined, and
every example is ready to run.

Turn the page and begin. The first chapter will have you assembling code within minutes.
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Choosing the Right Toolchain

Writing 64-bit assembly for Windows 11 requires only two mandatory tools: the assembler itself
and a linker. Everything else — an editor, a debugger, a build script — is a matter of personal
preference. This chapter describes the canonical setup recommended for this book, which has been
verified on clean Windows 11 24H2 installations throughout 2025 and early 2026. All components
are free of charge, actively maintained, and backed by official documentation.

The Assembler: NASM 2.16 or Later

The Netwide Assembler (NASM) translates .asm source files into 64-bit object files in the COFF
format required by the Microsoft toolchain. The official website is nasm.us. The current stable series
is 2.16.x, which introduced several improvements for Windows target support including enhanced
PE section handling and better macro debugging.

Installing NASM via the Official Binary

Download the installer or the portable zip archive for Win64 from the NASM release page. If you
choose the zip, extract the folder to a permanent location, for example C:\nasm. Then add that
folder to your system PATH environment variable:
setx PATH "%PATH%;C:\nasm"

Restart the command prompt. Verify the installation with:
nasm -v

Expected output resembles:
NASM version 2.16.01 compiled on Jan 10 2026

Installing NASM with Package Managers

If you use the winget package manager (bundled with Windows 11):

28



CONTENTS NASM x86-64 on Windows 11

winget install -e --id NASM.NASM

Or with scoop:

scoop install nasm

Both methods place the nasm.exe binary in a directory already on the PATH. The version installed
may lag slightly behind the official release; always check with nasm -v that you have at least 2.16.

Warning

Older NASM versions, particularly the 2.15.x series, contain subtle bugs in the win64 output
format that can cause incorrect relocations or problems with exception handling tables. Do
not rely on any version before 2.16 for the examples in this book.

The Linker: GoLink and Microsoft Link

The assembler produces an object file (.obj) that contains machine code and unresolved symbol
references. A linker is needed to combine this object with the necessary Windows libraries and
produce the final executable (.exe). Two linkers are fully supported.

GoLink (Recommended for Beginners)

GoLink by Jeremy Gordon is a tiny, single-file linker designed specifically for small assembly pro-
grams. It requires no import libraries; it reads exports directly from the Windows DLLs present on
your system. This makes it extremely simple to use.

Download the latest GoLink.zip from the official site. Extract golink.exe to a folder on your
PATH. No additional configuration is needed.

Linking a program that imports functions from kernel32.dll and user32.dll is as simple as:

golink /entry main /console myprog.obj kernel32.dll user32.dll

The switches have the following meaning:

• /entry main — specifies the program entry point.

• /console — creates a console subsystem executable. For a GUI program, use /windows.

• Following the object file, list the DLLs that contain the extern symbols used.

GoLink resolves the imports automatically by scanning the named DLLs. This eliminates the need
for .lib stubs, but it also means that typographical errors in function names will not be caught
until runtime.

Tip

When using GoLink, you can open a DLL with PE-viewing tools to confirm that the required
function is exported. Alternatively, just call the function and see if the program runs. A
runtime error will appear if the linker cannot find the export.
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Microsoft Link (link.exe) — Professional Builds

The Microsoft Linker is part of the Windows SDK or the Visual Studio Build Tools. It is the
industrial-strength choice when you need to link against import libraries (.lib), debug with full
symbolic information, or integrate with object files produced by C/C++ compilers.

To obtain link.exe, install the Build Tools for Visual Studio (currently version 2022 or later) from
Microsoft’s official site. During installation, select the “C++ CMake tools for Windows” workload,
which includes the linker and the necessary import libraries.

After installation, you launch a “Developer Command Prompt for VS 2022” that sets up the correct
PATH and environment variables. Inside that prompt, link.exe is available.

A minimal link command using import libraries looks like this:
nasm -f win64 -o myprog.obj myprog.asm
link /entry:main /subsystem:console myprog.obj kernel32.lib user32.lib

The response files and environment variables of the Microsoft linker are more complex, but they
also offer greater control. Both linkers are used throughout this book; the comments at the top of
each code listing indicate which is assumed.

The Editor

Any text editor capable of handling plain ASCII or UTF-8 files without formatting is suitable. The
following are widely used:

• Notepad++ — free, lightweight, with NASM syntax highlighting available via the built-in
language menu or a custom user-defined language.

• Visual Studio Code — with the ASM Code Lens or asmsyntax extension, it provides syntax
highlighting, bracket matching, and integrated terminal panes where you can run nasm and
golink without leaving the editor.

• Vim or Neovim — for users comfortable with modal editing; syntax files for NASM are
readily available.

Choose the tool you know best. No IDE is required; assembly coding benefits from a simple,
distraction-free editing environment.

Build Automation

For projects containing more than one source file, typing assembly and link commands manually
becomes tedious. Three approaches are common:

Batch File

A simple build.bat script:
@echo off
nasm -f win64 -o prog.obj main.asm
if %errorlevel% neq 0 exit /b %errorlevel%
golink /entry main /console prog.obj kernel32.dll
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Double-clicking the batch file assembles and links in one shot. The script stops on the first error.

Makefile (NMake or GNU make)

For users with GNU make (from MinGW or MSYS2) or NMake from Visual Studio, a simple
makefile is:

prog.exe: main.obj
^^Igolink /entry main /console main.obj kernel32.dll

main.obj: main.asm
^^Inasm -f win64 -o main.obj main.asm

Running make from the command line rebuilds only what has changed.

Task Scripts in VS Code

VS Code can define tasks in .vscode/tasks.json that invoke NASM and a linker with the ap-
propriate arguments. This allows building with a single keyboard shortcut while still seeing errors
marked in the editor.

Debugging Assembly on Windows 11

Debugging assembly code requires a debugger that can handle 64-bit executables and display regis-
ters, flags, stack memory, and disassembly side by side.

WinDbg (Windows Debugger)

WinDbg is part of the Windows SDK and can be installed via the Microsoft Store (“WinDbg
Preview”) or as part of the SDK. It supports source-level debugging when symbol files are available,
but even without symbols it provides a powerful disassembly view and register display.

To debug a small program, open WinDbg, select “Launch executable”, and navigate to your .exe.
Once the process starts, you can set breakpoints on addresses:

bp $exentry
g

This breaks at the executable entry point. Use r to view registers, u to unassemble, and t to trace
one instruction.

x64dbg (Open-Source Debugger)

x64dbg is a very popular open-source debugger for Windows 64-bit, with a graphical interface that
is intuitive for beginners. It shows all registers, the stack, memory dump, and disassembly in a
single window. It also supports symbol loading and plugin extensions.

Simply drag your .exe onto the x64dbg window, set breakpoints by pressing F2 on a line, and use
F9 to run, F7 to step into, and F8 to step over.
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Tip

When debugging an assembly program without debugging symbols, the entry point may be
labelled EntryPoint or start. Set a breakpoint on that address, then single-step through
the code. Watch the RSP register to verify stack alignment at each CALL instruction.

Verifying the Full Toolchain with a Test Program
Before writing anything complex, confirm that every component works together. Create a file named
envtest.asm with the following content.

Code: envtest.asm — Toolchain verification

; Assemble: nasm -f win64 -o envtest.obj envtest.asm
; Link: golink /entry main /console envtest.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg: db 'Toolchain is functioning.', 13, 10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

Open a command prompt in the directory containing envtest.asm and run:
nasm -f win64 -o envtest.obj envtest.asm
golink /entry main /console envtest.obj kernel32.dll
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envtest.exe

The expected output is a single line:
Toolchain is functioning.

If this appears, the toolchain is correctly installed. If not, review the PATH settings and ensure
NASM and GoLink are accessible.

Caution

The test program uses sub rsp, 38h to allocate shadow space and align the stack. This is
not a random value; it is calculated from the 16-byte alignment rule and the 32-byte shadow
space. Changing this value without understanding the alignment can lead to crashes inside
WriteFile. Chapter 3 explains the rule in detail.

Understanding the File Types
During development you will encounter several file extensions:

• .asm — source text file containing NASM assembly.

• .obj — COFF object file produced by NASM. Contains machine code, symbol definitions,
and relocations. Not yet executable.

• .exe — final PE32+ executable created by the linker.

• .dll — Windows dynamic-link library. You never need to create one of these for the examples,
but your programs will import functions from system DLLs.

• .lib — import library (used by Microsoft Linker) that describes the symbols exported by a
DLL. GoLink does not use these.

• .res — resource file compiled from .rc scripts. Optional for embedding icons, version infor-
mation, or manifest files.

Setting Up for Debugging Symbols
While the majority of examples in this book are small enough to debug with bare disassembly,
enabling symbolic debugging makes the experience far more comfortable.

• With GoLink, you can produce a .map file using the /map switch. This lists the addresses of
all labels, which you can manually load into a debugger.

• With Microsoft Linker, pass /debug to generate a .pdb file. WinDbg and x64dbg will
automatically load it.

In assembly, a map file is often sufficient, because the source code and the executable instructions
correspond almost one-to-one.

Common Pitfalls During Setup
Even with the correct toolchain, a few mistakes are frequent.
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Warning

PATH not updated. After adding a directory to PATH, you must open a new command
prompt. The old prompt retains the old path. The command refreshenv (if using Choco-
latey) or a simple restart of the terminal resolves this.

Warning

32-bit versus 64-bit confusion. The Windows 11 command prompt can run both 32-bit
and 64-bit executables, but object files are specific. Never try to link a -f win32 object
with a 64-bit linker. Always use nasm -f win64 and a 64-bit linker.

Note

Some virus scanners incorrectly flag small assembly-generated executables as suspicious be-
cause of their minimalist PE structure. If your program disappears immediately after link-
ing, add your project folder to the scanner’s exclusion list or digitally sign your development
builds.

Hardware Requirements
Any Intel or AMD processor that supports the x86-64 instruction set will work. Windows 11
itself already mandates such a processor. The examples use only baseline SSE instructions unless
otherwise noted, and even then they fall back to non-SIMD code paths. No special hardware beyond
a standard Windows 11 PC is required.

Looking Ahead
With a working toolchain, you are ready to write, build, and debug native 64-bit assembly on
Windows 11. The next chapter explores the structure of a minimal executable and explains the
Microsoft x64 calling convention in painstaking detail — the knowledge that turns assembly from
a collection of mnemonics into a reliable programming language.

Important

Take a few minutes to verify the toolchain now. Every subsequent chapter assumes that you
can assemble and link the examples. If something is not working, resolve it before moving
on. The entire book is built on this foundation.
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1
Introduction to NASM and Assembly

Language

In This Chapter

This chapter lays the conceptual groundwork for everything that follows. You will learn what
assembly language is at the machine level, how the Netwide Assembler (NASM) translates human-
readable source into executable code, why assembly still matters on modern Windows 11 systems,
and how the x86–64 architecture differs from its 32-bit predecessor. Finally, you will receive a high-
level view of the processor execution pipeline, knowledge that directly influences how you write
efficient assembly.

1.1 What is Assembly Language
Assembly language is the human-readable representation of a processor’s native machine code. Every
instruction in the x86–64 instruction set has a binary encoding defined in the Intel and AMD
manuals, and assembly provides a set of mnemonics – short symbolic names – that correspond
one-to-one with those binary opcodes. For example, the machine byte 48 89 C8 corresponds to the
assembly instruction mov rax, rcx on an x64 processor.

Assembling is the process of converting these mnemonics, registers names, and memory references
into the exact byte sequence that the CPU can execute. The program that performs this translation
is called an assembler. Unlike a compiler for a high-level language, an assembler performs an almost
straightforward mapping; there is no complex optimisation phase, no register allocation algorithm,
and no hidden run-time library calls. What you write is what the machine runs.

Assembly language is specific to a processor architecture. The assembly for an ARM chip is com-
pletely different from x86–64 assembly, even if the high-level logic of a program could be identical.
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This book deals exclusively with the x86–64 architecture, as implemented by Intel and AMD pro-
cessors, under the Windows 11 operating system.

A First Glimpse at Assembly Code

Below is a single line of NASM assembly. It moves the 64-bit value stored in register RCX into
register RAX.

mov rax, rcx

In machine language, this becomes 48 89 C8 (three bytes). The mnemonic mov tells the assembler
to produce a move instruction; the operands specify the destination and source. This one-to-one
correspondence is the defining characteristic of assembly language.

Why Learn Assembly on Windows 11?

Windows 11 is a pure 64-bit operating system. Every running program uses the x64 registers, follows
the Microsoft x64 calling convention, and interacts with system DLLs through a well-defined Appli-
cation Binary Interface (ABI). Writing assembly natively for this environment gives you complete
control over the processor while allowing you to call directly into the rich Windows API. Knowledge
of assembly also makes you a better debugger; when a high-level language crashes and you open the
disassembly window in WinDbg, you need to understand what the displayed instructions mean.

1.2 What is NASM

NASM, the Netwide Assembler, is an open-source, cross-platform assembler for the x86 and x86–
64 architectures. Initially developed by Simon Tatham and Julian Hall, it has been continuously
maintained and improved by a dedicated team of volunteers. As of 2026, the current stable series
is 2.16.x, which fully supports the latest instruction sets including AVX-512 and AMX.

NASM is distinguished from other assemblers by its clear, consistent syntax, its powerful macro
processor, and its ability to generate a wide range of output formats. For Windows development,
the most important format is win64, which produces 64-bit COFF object files compatible with the
Microsoft linker.

Key Features of NASM

• Intel-style syntax. NASM uses the well-known Intel destination-source operand order, e.g.,
mov dest, src. This is the natural syntax for anyone reading Intel or AMD manuals.

• Flat, segmented, and relocatable output. NASM supports generation of raw binary files,
DOS COM files, 16-bit and 32-bit OMF objects, and modern 64-bit COFF for Windows and
ELF for Linux.

• Extensive macro support. The preprocessor provides single-line and multi-line macros,
conditional assembly, and include files, allowing code reuse that far exceeds simple copy-and-
paste.
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• Direct support for x86–64 instruction extensions. Every published Intel and AMD
instruction up to the latest generation is implemented, including AVX-512, SHA-NI, and
virtualization extensions.

• Clear error and warning messages. NASM reports syntax errors with line numbers,
making it easy to locate mistakes.

• Free and open-source. The source code is available under a BSD license, so there is no
cost, and the assembler can be trusted to remain available indefinitely.

A Complete NASM Program for Windows 11

The following listing assembles, links, and runs on a fresh Windows 11 system. It illustrates the
absolute minimum structure of a NASM source file targeting the win64 output format.

Code: listing1-1.asm — Minimal Console Output with NASM

; Assemble: nasm -f win64 -o listing1-1.obj listing1-1.asm
; Link: golink /entry main /console listing1-1.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg: db 'NASM is working on Windows 11!', 13, 10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess
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Every element in this program will be explained in detail later. For now, observe how a handful of
directives (bits, default, extern, section) and ten or so instructions produce a complete, running
executable. That is the power of NASM: no hidden scaffolding, no run-time interpreter, only what
the processor actually executes.

1.3 Role of Assembly in Modern Systems
Even in a world dominated by high-level languages and just-in-time compilers, assembly language
remains irreplaceable in several domains.

System Software and Kernels

The very lowest layers of an operating system – context switching, interrupt service routines, sys-
tem call entry points, and hardware abstraction – are written in assembly. The Windows kernel
(ntoskrnl.exe) contains thousands of lines of hand-tuned assembly for cache management, spin-
locks, and access to model-specific registers.

Performance-Critical Routines

Compiler-generated code is excellent for most tasks, but manual assembly can still beat it in tight
loops that require precise scheduling of instructions, exploitation of obscure instructions, or avoid-
ance of register spills. Image codecs, cryptographic primitives, and scientific computing kernels
often contain inner loops written in assembly.

Security Research and Reverse Engineering

Vulnerability analysis, malware dissection, and exploit development all rely on the ability to read
and write assembly. When you examine a binary in a disassembler such as IDA Pro or Ghidra, what
you see is essentially NASM-style mnemonics. Writing your own assembly programs is the fastest
way to become fluent in reading disassemblies.

Bootstrapping and Firmware

The first code that runs after a CPU reset – the bootloader, firmware, and early initialisation
sequences – is written in assembly. Even UEFI applications are often a mix of C and assembly, with
the entry point and page-table setup done in pure assembly.

Education and Understanding

There is no better way to understand how a computer truly works than to write a program that
controls it at the instruction level. Concepts such as the stack, pointers, calling conventions, and
memory alignment move from abstract ideas to concrete realities when you are forced to manage
them explicitly.

1.4 x86 vs x86–64 Overview
The x86–64 architecture (also called AMD64, Intel 64, or simply x64) is a 64-bit extension of the
classic 32-bit x86 design. All current Windows 11 systems are exclusively x86–64; the operating
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system cannot run on a pure 32-bit processor. However, compatibility with 32-bit code is maintained
through the WoW64 subsystem. Native Windows 11 programs always execute in 64-bit mode.

Register File Expansion

The most visible difference between x86 and x86–64 is the size and number of general-purpose
registers.

• In x86 (32-bit), there are eight general-purpose registers: EAX, EBX, ECX, EDX, ESI, EDI, EBP,
ESP, each 32 bits wide.

• In x86–64 (64-bit), these registers are extended to 64 bits and renamed as RAX, RBX, RCX, RDX,
RSI, RDI, RBP, RSP. The lower 32 bits of each register can still be accessed using the old 32-bit
names (e.g., EAX refers to the low 32 bits of RAX).

• Additionally, eight entirely new 64-bit registers are provided: R8 through R15. Their low
32-bit, 16-bit, and 8-bit portions are accessed as R8D–R15D, R8W–R15W, and R8B–R15B.

The following NASM snippet shows the 64-bit register usage in context.
; Load a 64-bit immediate and copy it to another extended register
mov rax, 0x7FFFFFFFFFFFFFFF
mov r12, rax ; R12 is one of the new R8-R15 registers

Address Space and Pointers

x86–64 extends the virtual address space from 4 GB to a theoretical maximum of 256 TB. In
practice, Windows 11 provides 128 TB of user-mode address space. All pointers stored in registers
are 64 bits wide, and memory addressing modes can use any of the 16 general-purpose registers as
a base or index, with optional scale factors of 1, 2, 4, or 8.

A typical RIP-relative address reference in NASM looks like this:
lea rax, [rel msg] ; load address of 'msg' relative to RIP

This replaces the older absolute addressing of x86 and is essential for position-independent code
required by the Windows x64 ABI.

Calling Conventions

The biggest practical change for the assembly programmer is the new calling convention. Microsoft’s
x64 ABI specifies that the first four integer or pointer arguments are passed in RCX, RDX, R8, and R9.
The caller must reserve 32 bytes of shadow space, and the stack must be 16-byte aligned at every
CALL. This is a complete departure from the old stdcall and cdecl conventions, which passed all
arguments on the stack.

The following example demonstrates a function call with three arguments:
; Function: DWORD WriteFile(HANDLE, LPCVOID, DWORD, LPDWORD, LPOVERLAPPED)
; Arguments: hFile in RCX, lpBuffer in RDX, nBytes in R8, lpWritten in R9
mov rcx, [rel stdout] ; first arg
lea rdx, [rel buffer] ; second arg
mov r8d, buffer_len ; third arg
lea r9, [rel written] ; fourth arg
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call WriteFile

Instruction Set Extensions

x86–64 mandates the presence of SSE and SSE2, which provide 128-bit XMM registers for floating-
point and integer SIMD operations. Later extensions (AVX, AVX2, AVX-512) add the 256-bit YMM
and 512-bit ZMM registers. NASM fully supports all these extensions; a few examples appear in
Part IV.

Operating Mode Differences

When the CPU boots, it starts in 16-bit real mode, transitions to 32-bit protected mode, and finally
enters 64-bit long mode. Windows 11 sets up long mode during boot and never leaves it. For
the assembly developer, the only mode that matters is long mode with flat memory segmentation.
Segment registers still exist but are essentially unused except for special selectors like FS (used for
thread-local storage). All code, data, and stack reside in a single flat 64-bit virtual address space.

1.5 Execution Pipeline Concept

Modern x86–64 processors do not execute instructions one at a time. Instead, they break each
instruction into a series of micro-operations and process them in a pipeline, much like an assembly
line. Understanding the pipeline helps you write code that keeps the processor’s execution units
busy and avoids stalls.

Classic Five-Stage Pipeline

A simplified view of the pipeline consists of five stages:

1. Fetch. The instruction fetch unit reads raw bytes from the L1 instruction cache at the address
pointed to by the instruction pointer (RIP).

2. Decode. The fetched bytes are broken into micro-operations (uops) and the operands (regis-
ters, memory addresses) are identified.

3. Execute. The uops are dispatched to the appropriate execution units: integer ALU, floating-
point, branch unit, or memory load/ store. Multiple uops can execute in parallel if they are
independent.

4. Memory Access. If an instruction loads from or stores to memory, the data cache is accessed
here.

5. Writeback. The results are written back to the register file.

Under optimal conditions, one instruction can complete every clock cycle per execution unit, even
though its traversal through the pipeline takes many cycles. This apparent throughput is achieved
by pipelining: while one instruction is in execute, the next is in decode, and the one after that is
being fetched.
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Data Hazards and Stalls

The pipeline can stall when an instruction depends on the result of a previous instruction that has
not yet completed. In assembly code, this is called a data dependency.

Consider this sequence:
add rax, rcx ; RAX = RAX + RCX
sub rbx, rax ; RBX = RBX - RAX (depends on ADD)

The sub instruction cannot proceed until the add has written back its result. Modern processors
use register renaming and out-of-order execution to hide some of this latency, but the fundamen-
tal dependency still limits the rate at which the chain can execute. If you interleave unrelated
instructions between the two, you can often improve throughput:
add rax, rcx
mov r8, [rdx] ; independent load
and r9, 0xFF ; independent operation
sub rbx, rax ; now RAX is ready

Branch Prediction

When the CPU encounters a conditional jump, it does not wait to know whether the branch will be
taken. It predicts the outcome based on history and speculatively fetches and executes instructions
along the predicted path. If the prediction is wrong, the pipeline must be flushed and the correct
path fetched, costing tens of cycles. Writing assembly with predictable branching patterns can
dramatically improve performance in tight inner loops.

Practical Advice for the NASM Programmer

On Windows 11, where every system call triggers a context switch and a long chain of kernel
operations, the fine-grained pipeline effects inside your own functions generally have a modest
impact. But in compute-bound routines – a tight loop performing arithmetic on large arrays –
pipeline awareness can make the difference between a routine that runs at memory bandwidth and
one that leaves the processor waiting.

Tip

Use the Intel Architecture Code Analyzer (IACA) or the LLVM Machine Code Analyzer
(llvm-mca) to statically analyze your assembly routines. These tools model the exact pipeline
of modern Intel and AMD CPUs and can highlight stalls and ports conflicts, providing a
concrete estimate of throughput.

Putting It All Together

The x86–64 processor is a masterpiece of engineering, and assembly is the language through which
you can directly control it. NASM gives you a clean, modern interface for writing that control in
an understandable format. Throughout this book, you will progressively master the instruction
set, the Windows API, and the optimization techniques that make assembly programming not only
feasible but genuinely rewarding.
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Important

Do not worry if the pipeline explanation seems abstract at this stage. As you work through
the practical examples and begin measuring the performance of your own loops, the concepts
will crystallise. For now, retain the key principle: independent instructions can execute in
parallel, and dependencies create delays.
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2
Overview of x86–64 Architecture

In This Chapter

This chapter provides an essential survey of the x86–64 processor architecture as seen from the
perspective of an assembly language programmer on Windows 11. You will learn the layout of a
modern x64 CPU, the full register set, the structure of machine instructions, the little-endian byte
ordering, and the memory addressing modes that the processor offers. Every concept is grounded in
official Intel and AMD documentation and demonstrated with NASM code that you can assemble,
link, and inspect on your own machine.

2.1 CPU Architecture Overview
The x86–64 processor at the heart of every Windows 11 PC is a deeply complex machine, but for
the assembly programmer a simplified model suffices.

• Execution Cores. Each physical core has its own set of integer execution units, floating-
point units, and a private register file. When your program runs, it occupies one core at a
time, executing a single thread of instructions.

• Registers. The fastest storage in the machine, located directly on the core. The general-
purpose registers, instruction pointer, and flags are the programmers principal interface to
the CPU.

• Caches. An on-die hierarchy of fast memory: L1, L2, and often L3 caches. The L1 instruction
cache feed the fetch stage of the pipeline and the L1 data cache services most memory operands
within a few cycles.

• Memory Management Unit (MMU). Translates the 64‑bit virtual addresses used by
instructions into physical addresses. Windows 11 sets up multi-level page tables so that each
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process sees a flat, private address space.

• Interrupt Controller and APIC. Handles external events and inter-processor interrupts.
Most assembly programmers do not interact with this directly; Windows abstracts it.

Windows 11 boots the processor into long mode, the 64‑bit operating mode where all registers and
the full instruction set are available. In long mode the memory model is flat: the segment registers
(CS, DS, SS, ES, GS, FS) are mostly unused, except for FS which is set by Windows to point to
the Thread Environment Block (TEB) per thread. All code, data, and stack references use a single
64‑bit virtual address space.

Note

The detailed behaviour of the MMU, paging, and privilege levels is important for operating
system development but rarely needed for user‑mode Windows programs. This book focuses
on ring‑3 (user‑mode) programming, where the OS handles the page tables and privileges
for you.

2.2 Registers Overview

The register file is the assembly programmers workbench. The x86–64 architecture provides sixteen
64‑bit general‑purpose registers, an extended instruction pointer, a flags register, and a large set of
SIMD registers.

2.2.1 General-Purpose Registers

The registers RAX, RBX, RCX, RDX, RSI, RDI, RBP, RSP are the original eight from 32‑bit x86, now
widened to 64 bits. The added registers R8 through R15 have no legacy 8‑bit aliases; their smallest
parts are R8B and so on.

The table below lists all general‑purpose registers and their sub‑divisions.
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64-bit 32-bit 16-bit 8-bit low 8-bit high (REX)
RAX EAX AX AL AH*
RBX EBX BX BL BH*
RCX ECX CX CL CH*
RDX EDX DX DL DH*
RSI ESI SI SIL —
RDI EDI DI DIL —
RBP EBP BP BPL —
RSP ESP SP SPL —
R8 R8D R8W R8B —
R9 R9D R9W R9B —
R10 R10D R10W R10B —
R11 R11D R11W R11B —
R12 R12D R12W R12B —
R13 R13D R13W R13B —
R14 R14D R14W R14B —
R15 R15D R15W R15B —

* The 8‑bit high registers AH, BH, CH, DH are only accessible when no REX prefix is used; in 64‑bit
mode they can be used if the instruction does not need a REX prefix.

Warning

Zero‑extension rule. Writing to a 32‑bit register (EAX, R8D) automatically zero‑extends
the upper 32 bits of the corresponding 64‑bit register. Writing to an 8‑bit or 16‑bit register
does not zero‑extend; it leaves the upper bits unchanged. Therefore, when you need a 32‑bit
value zero‑extended into a 64‑bit register, use the 32‑bit name.

2.2.2 Special-Purpose Registers

• RIP – Instruction Pointer. Holds the virtual address of the next instruction to execute.
Directly writable only by control‑flow instructions (JMP, CALL, RET). Reading RIP is done via
an LEA with RIP‑relative addressing: lea rax, [rel next_instr].

• RFLAGS – Flags Register. Contains status flags (CF, ZF, SF, OF, PF) and the direction
flag (DF). The flags are set by arithmetic and logical instructions and tested by conditional
jumps.

• RSP – Stack Pointer. Points to the top of the current stack frame. Modified implicitly by
PUSH, POP, CALL, RET and explicitly by arithmetic.

• Segment Registers CS, DS, SS, ES, FS, GS. In Windows 11 user‑mode, FS is the only one
that matters; it points to the TEB.

2.2.3 Checking Registers in a Debugger

The following minimal NASM program loads a few registers with easily recognisable values and
then exits. It is not intended to produce visible output; instead, assemble it and step through the
code in a debugger to verify the register contents.
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Code: listing2-1.asm — Register loading for debugger inspection

; Assemble: nasm -f win64 -o listing2-1.obj listing2-1.asm
; Link: golink /entry main /console listing2-1.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .text
global main
main:

sub rsp, 28h ; shadow space, align stack

mov rax, 0AAAAAAAAAAAAAAAAh
mov rbx, 0BBBBBBBBBBBBBBBBh
mov rcx, 0CCCCCCCCCCCCCCCCh
mov rdx, 0DDDDDDDDDDDDDDDDh
mov r8, 0x8888888888888888
mov r9, 0x9999999999999999
mov r10, 0x1010101010101010
mov r12, 0x1212121212121212

xor ecx, ecx ; exit code 0
call ExitProcess

Set a breakpoint on the final xor ecx, ecx line and inspect the registers. You will see exactly the
values loaded, confirming the register file layout.

2.3 Instruction Set Structure
Every assembly instruction is a human‑readable mnemonic for a fixed or variable‑length binary
encoding. The official Intel SDM Volume 2 gives the complete encoding rules; here we summarise
the parts you will see when examining NASM output.

2.3.1 Instruction Encoding

A typical x86–64 instruction consists of the following bytes, in order:

1. Optional legacy prefixes (up to four bytes): 66, 67, F2, F3, REX (40–4F).

2. Opcode: one, two, or three bytes.

3. ModR/M byte (if required): specifies the addressing mode and register/memory operands.

4. SIB byte (if ModR/M indicates index register): Scale-Index-Base.

5. Displacement: a 1‑, 2‑, or 4‑byte signed offset added to the effective address.

6. Immediate: a constant value, 1/2/4/8 bytes.

The REX prefix is critical. Its 4 bits carry the additional high bits for registers (allowing access to
R8–R15 and the 64‑bit operand size) and the sign‑extension of 32‑bit immediates.

47



NASM x86-64 on Windows 11 2.4. LITTLE ENDIAN REPRESENTATION

NASM shows the encoding when you add the -l listing.lst switch. A small example:

Code: Listing file snippet

48 89 C8 mov rax, rcx
49 89 D2 mov r10, rdx

The byte 48 is a REX.W prefix (promotes to 64‑bit operand). 49 is REX.W with the B bit set
because R10 is register 10 (bits 3‑4).

2.3.2 Instruction Categories
The x86–64 instruction set can be grouped into a few broad families:

• Data movement: MOV, LEA, XCHG, PUSH, POP, MOVZX, MOVSX.

• Arithmetic: ADD, SUB, INC, DEC, MUL, IMUL, DIV, IDIV, XADD, ADC, SBB.

• Logical and bit: AND, OR, XOR, NOT, SHL, SHR, SAR, ROL, ROR, BTS, BTR.

• Control flow: JMP, Jcc (conditional jumps), CALL, RET, LOOP, INT, SYSCALL.

• SIMD (SSE/AVX): MOVD, MOVQ, PADDB, PADDW, MULPS, VEX‑prefixed instructions.

In this book we use the Intel‑syntax operand order: MOV destination, source. NASM strictly
follows this convention.

2.3.3 Encoding Exercise in NASM
You can create a listing file to see the actual bytes that NASM produces:
nasm -f win64 -l encode.lst encode.asm

The file encode.lst contains the source lines interleaved with the encoded bytes. This is an excellent
way to learn the relationship between assembly and machine code.

2.4 Little Endian Representation
x86–64 processors store multi‑byte values in little‑endian order: the least significant byte occupies
the lowest memory address.

Consider the 32‑bit value 0x12345678. In memory, starting at address X, the bytes will be:

Address Byte
X 0x78

X+1 0x56
X+2 0x34
X+3 0x12

2.4.1 Observing Little Endian in Memory
The following program stores a known 32‑bit value in the .data section and then isolates the four
bytes into a buffer where you can examine them in a debugger.
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Code: listing2-2.asm — Little endian byte inspection

; Assemble: nasm -f win64 -o listing2-2.obj listing2-2.asm
; Link: golink /entry main /console listing2-2.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .data
myval dd 0x12345678 ; 32‑bit value in .data

section .bss
bytes resb 4 ; buffer for individual bytes

section .text
global main
main:

sub rsp, 28h

mov eax, [rel myval] ; load the whole dword

; extract bytes one at a time
movzx ecx, al ; lowest byte (0x78)
mov [rel bytes+0], cl
movzx ecx, ah ; second byte (0x56)
mov [rel bytes+1], cl
shr eax, 16 ; now AX has upper 16 bits
movzx ecx, al ; third byte (0x34)
mov [rel bytes+2], cl
movzx ecx, ah ; fourth byte (0x12)
mov [rel bytes+3], cl

xor ecx, ecx
call ExitProcess

After running this program, place a breakpoint on the final call ExitProcess and inspect the four
bytes at address bytes. A memory dump will show:
bytes: 78 56 34 12

This confirms that the least significant byte (0x78) is at the lowest address.

Tip

When reading register values in WinDbg or x64dbg, the debugger always displays values in
human‑readable big‑endian format (the mathematical value). But in memory dumps, the
bytes are shown in linear address order, which reveals the little‑endian storage.

2.5 Memory Addressing Basics
The x86–64 architecture provides one of the richest memory addressing modes among mainstream
processors. An effective address can be computed as:

49



NASM x86-64 on Windows 11 2.5. MEMORY ADDRESSING BASICS

BASE + INDEX * SCALE + DISPLACEMENT

where each component is optional, SCALE can be 1, 2, 4, or 8, and DISPLACEMENT is an 8‑, 16‑, or
32‑bit signed constant.

2.5.1 Addressing Mode Examples

In NASM syntax, the memory operand is written inside square brackets. The following are all valid:
mov rax, [rcx] ; base only
mov rax, [rcx + 8] ; base + 8‑bit displacement
mov rax, [rcx + rdx] ; base + index (scale 1)
mov rax, [rcx + rdx*4] ; base + index * scale
mov rax, [rcx + rdx*4 + 16] ; base + index*scale + disp
mov rax, [rsp + 32] ; stack‑relative

2.5.2 RIP‑Relative Addressing

Under Windows x64, all global data references must be position‑independent. NASM provides the
rel keyword to generate a RIP‑relative address:
lea rsi, [rel mydata] ; load address of mydata relative to RIP
mov eax, [rel counter] ; load value at 'counter' via RIP‑relative

The directive default rel at the top of a source file makes all unadorned memory references
RIP‑relative automatically.

2.5.3 A Complete Example: Summing an Array

The following program uses indexed addressing to sum an array of 32‑bit integers. The result is left
in EAX and can be inspected with a debugger.

Code: listing2-3.asm — Summation with indexed addressing

; Assemble: nasm -f win64 -o listing2-3.obj listing2-3.asm
; Link: golink /entry main /console listing2-3.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .data
array dd 10, 20, 30, 40, 50 ; five dwords
len equ ($ - array) / 4 ; number of elements

section .bss
sum resd 1

section .text
global main
main:

sub rsp, 28h
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xor eax, eax ; accumulator = 0
xor ecx, ecx ; index = 0
lea rdx, [rel array] ; base address of array

.loop:
add eax, [rdx + rcx*4] ; add array[i] to EAX
inc ecx
cmp ecx, len
jb .loop

mov [rel sum], eax ; store result in memory

xor ecx, ecx
call ExitProcess

The effective address [rdx + rcx*4] uses RDX as the base, RCX as the index, and scale 4 (since
each element is 4 bytes). After running, EAX will contain 10+20+30+40+50 = 150 (0x96). Verify by
checking [rel sum] in a debugger.

Important

Displacement limits. In 64‑bit mode, the displacement in an effective address is a 32‑bit
signed value. This allows addressing a 2 GB window relative to a base register, which is
more than enough for typical data structures. For an absolute address in a flat memory
model, you would normally use a RIP‑relative LEA to obtain the base.

Working with Different Data Sizes
When using indexed addressing, the operand size determines how many bytes are read or written.
Use the appropriate register name to control the size:
mov dword [rdx + rcx*4], 0xFFFFFFFF ; write 32‑bit
mov word [rdx + rcx*2], 0xABCD ; write 16‑bit
mov byte [rdx + rcx], 0x7F ; write 8‑bit

The scale factor must match the element size you are addressing. For a 64‑bit array, use scale 8:
[rdx + rcx*8].

Caution

Alignment matters. The x86–64 processor can handle unaligned memory accesses (except
for some SIMD instructions), but misaligned access may incur a performance penalty. When
possible, align data to its natural boundary: 2‑byte values to even addresses, 4‑byte values
to multiples of 4, etc.

Putting the Pieces Together
You now have a working knowledge of the CPU architecture, registers, instruction encoding, endi-
anness, and memory addressing that form the foundation of the rest of this book. Every subsequent
chapter builds on these concepts, adding specific instructions, Windows API calling patterns, and
optimisation techniques.
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3
CPU Registers and Execution Model

In This Chapter

Every computation performed by an x86–64 processor passes through a small set of storage loca-
tions placed directly on the chip — the registers. Understanding the register set, the role of each
register, and the way the processor fetches and executes instructions is fundamental to writing
correct and efficient assembly. This chapter examines the sixteen general‑purpose registers, the
special register trio RIP, RSP, and RFLAGS, the vestigial but still relevant segment registers, and the
classic fetch‑decode‑execute cycle that underpins all instruction execution. Every description draws
on the Intel® 64 and IA-32 Architectures Software Developer’s Manual, the AMD64 Architecture
Programmer’s Manual, and the Microsoft x64 ABI, and is accompanied by NASM examples that
you can assemble and run on Windows 11.

3.1 General Purpose Registers (RAX–R15)

The x86–64 architecture provides sixteen 64‑bit general‑purpose registers. The first eight — RAX,
RBX, RCX, RDX, RSI, RDI, RBP, RSP — are the legacy registers carried over from the 32‑bit x86 and
are now widened to 64 bits. The additional eight — R8 through R15 — are entirely new, with no
legacy 8‑bit high halves.

Full Register Map

The table below lists every 64‑bit register, its 32‑bit, 16‑bit, and 8‑bit sub‑components as they are
named in NASM. When a 32‑bit register is written, the upper 32 bits of the corresponding 64‑bit
register are automatically zero‑extended. Writing to an 8‑bit or 16‑bit register leaves the upper bits
unchanged; this is a frequent source of subtle bugs.
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64-bit 32-bit 16-bit 8-bit low 8-bit high*
RAX EAX AX AL AH
RBX EBX BX BL BH
RCX ECX CX CL CH
RDX EDX DX DL DH
RSI ESI SI SIL —
RDI EDI DI DIL —
RBP EBP BP BPL —
RSP ESP SP SPL —
R8 R8D R8W R8B —
R9 R9D R9W R9B —
R10 R10D R10W R10B —
R11 R11D R11W R11B —
R12 R12D R12W R12B —
R13 R13D R13W R13B —
R14 R14D R14W R14B —
R15 R15D R15W R15B —

*The 8‑bit high registers AH, BH, CH, DH are available only in instructions that do not carry a REX
prefix. In 64‑bit code this is not a severe restriction, but it can surprise programmers attempting
to use both R8B and AH in close proximity.

Zero‑Extension Rule

Writing to any 32‑bit register — EAX, R8D, and so on — forces the upper 32 bits of the 64‑bit parent
register to zero. This is a deliberate design choice that allows zero‑extension without requiring an
explicit MOVZX. Writing to an 8‑bit or 16‑bit register does not zero‑extend, so if you load a byte into
AL and later read RAX, the upper 56 bits may contain stale data. To zero‑extend a byte or word,
use MOVZX or first move the value into a 32‑bit register.

; correct zero‑extension
xor eax, eax ; RAX = 0
mov al, 0x7F ; RAX = 0x000000000000007F (zero‑extended because EAX was zeroed)
; alternative
movzx rax, byte [buf] ; zero‑extend a byte from memory

Warning

Stale upper bits. If you set AL without first clearing RAX and later use RAX as an address,
the upper bits can cause access violations because they turn a valid 32‑bit value into a
nonsensical 64‑bit pointer. Always be explicit about zero‑extension.

Register Roles in the Microsoft x64 ABI

The Windows x64 calling convention assigns specific roles to certain registers. This classification is
not enforced by the hardware but by the operating system and the linker, and you must respect it
when calling Windows API functions or when interfacing with other compiled code.
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Register ABI Role
RAX Return value (integer / pointer).
RCX, RDX, R8, R9 First four integer/pointer arguments.
R10, R11 Volatile; may be used internally by the callee.
RBX, RBP, RDI, RSI Non‑volatile; must be preserved by callee.
R12–R15 Non‑volatile; must be preserved.
RSP Stack pointer; must be 16‑byte aligned at a CALL.

When writing your own pure assembly functions that will be called from other assembly, you may
use whatever register convention you like, but if you plan to call the Windows API or interact with
C/C++ code, adhere strictly to the table above.

Tip

Non‑volatile registers are expensive. If you need one of the non‑volatile registers (RBX,
RBP, RDI, RSI, R12–R15) inside a function that will be called externally, you must save the
original value on the stack and restore it before returning. Prefer using volatile registers for
scratch work inside leaf functions.

Inspecting General‑Purpose Registers
The following program loads a distinctive stamp into every general‑purpose register and then enters
an infinite loop, allowing you to capture the register state with a debugger. Assemble it with
debugging information if using Microsoft Linker (/debug), or simply use a map file.

Code: listing3-1.asm — Full register dump for debugger

; Assemble: nasm -f win64 -o listing3-1.obj listing3-1.asm
; Link: golink /entry main /console listing3-1.obj kernel32.dll

bits 64
default rel

extern Sleep
extern ExitProcess

section .text
global main
main:

sub rsp, 28h

mov rax, 0AAAAAAAAAAAAAAAAh
mov rbx, 0BBBBBBBBBBBBBBBBh
mov rcx, 0CCCCCCCCCCCCCCCCh
mov rdx, 0DDDDDDDDDDDDDDDDh
mov rsi, 0x1111111111111111
mov rdi, 0x2222222222222222
mov rbp, 0x3333333333333333
mov r8, 0x8888888888888888
mov r9, 0x9999999999999999
mov r10, 0x1010101010101010
mov r11, 0x1A1A1A1A1A1A1A1A
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mov r12, 0x1212121212121212
mov r13, 0x1313131313131313
mov r14, 0x1414141414141414
mov r15, 0x1515151515151515

; sleep for 5 seconds to give time to attach debugger
mov ecx, 5000
call Sleep

xor ecx, ecx
call ExitProcess

After launching, attach x64dbg or WinDbg and set a breakpoint on the call ExitProcess line.
The register panel will display all 16 values.

3.2 Special Registers (RIP, RSP, RFLAGS)
In addition to the general‑purpose set, the processor has a handful of special‑purpose registers that
control execution directly.

3.2.1 RIP — Instruction Pointer

The instruction pointer holds the 64‑bit virtual address of the next instruction to be executed. In
64‑bit long mode, RIP cannot be used as an explicit operand. You cannot write mov rax, rip.
Instead, you read its value with an LEA instruction that uses RIP‑relative addressing.
; read the address of the next instruction into RAX
lea rax, [rel next_instruction]
next_instruction:
nop

CALL, JMP, RET, and conditional branches all modify RIP implicitly. The CALL instruction pushes
the return address (the value of RIP after the CALL) onto the stack and then sets RIP to the target
address. RET pops the stored address back into RIP.

3.2.2 RSP — Stack Pointer

RSP always points to the top of the stack. The stack grows downward in memory; PUSH decrements
RSP by 8 and then writes the operand; POP does the reverse. In Windows x64 code, RSP must satisfy
two strict constraints:

• At the exact moment of a CALL instruction, RSP must be 16‑byte aligned. After CALL pushes
the 8‑byte return address, RSP + 8 will be a multiple of 16.

• Before calling a function, the caller must allocate 32 bytes of shadow space (home space) for
the callee, even if the callee uses fewer than four register arguments.

The typical prologue in a main‑style program therefore subtracts 40 bytes (sub rsp, 28h) to satisfy
both requirements: 32 bytes shadow plus 8 bytes extra alignment (since the return address already
occupies 8 bytes, 40 + 8 = 48, which is 16‑byte aligned).
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Code: listing3-2.asm — Stack alignment demonstration

; Assemble: nasm -f win64 -o listing3-2.obj listing3-2.asm
; Link: golink /entry main /console listing3-2.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'RSP alignment test passed.', 13, 10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h ; shadow + alignment

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

The number 38h (56) provides the 32‑byte shadow space and adds an extra 24 bytes beyond the
return address to bring the total stack offset to 64, a multiple of 16. If this number were incorrect,
WriteFile would likely crash with an alignment fault inside the operating system.

3.2.3 RFLAGS — Status and Control Flags

The RFLAGS register is a 64‑bit entity, but most of the bits are reserved or system‑controlled. The
status flags that are most useful in assembly programming are:

• CF (Bit 0) — Carry Flag. Set by unsigned arithmetic overflow (carry out of the most
significant bit).

• PF (Bit 2) — Parity Flag. Set if the low byte of the result has an even number of set bits.
Rarely used except in legacy code.
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• AF (Bit 4) — Auxiliary Carry. Used for BCD arithmetic; not commonly used in modern
code.

• ZF (Bit 6) — Zero Flag. Set if the result is zero.

• SF (Bit 7) — Sign Flag. Set to the most significant bit of the result (i.e., the sign bit in
signed arithmetic).

• OF (Bit 11) — Overflow Flag. Set if signed arithmetic overflow occurs.

• DF (Bit 10) — Direction Flag. Controls the auto‑increment (DF=0) or auto‑decrement
(DF=1) of RSI and RDI during string instructions. Must be cleared before calling most
Windows APIs (the ABI assumes DF=0 on entry to a function).

Conditional jump instructions check combinations of these flags. For example, JE jumps if ZF=1;
JL jumps if SF != OF.

Code: listing3-3.asm — Flag examination after arithmetic

; Assemble: nasm -f win64 -o listing3-3.obj listing3-3.asm
; Link: golink /entry main /console listing3-3.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .text
global main
main:

sub rsp, 28h

mov al, 0xFF
add al, 1 ; AL = 0, CF=1, ZF=1, SF=0, OF=0
; inspect flags in debugger at this point

xor ecx, ecx
call ExitProcess

Set a breakpoint after the add instruction. In the debugger, you will see the flags register with bits
CF and ZF set.

Caution

Direction flag must be clear. The Microsoft x64 ABI requires that DF be zero on entry
to any function. If your code uses string instructions (CLD sets DF=0), ensure it is restored
to zero before returning. A function that leaves DF=1 can cause catastrophic failures in the
caller if it subsequently uses string operations.

3.3 Segment Registers (Conceptual View)
In the original 16‑bit and 32‑bit x86, segment registers played a central role in memory addressing.
In 64‑bit long mode, the memory model is flat and segmentation is essentially bypassed. The six
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segment registers — CS, DS, SS, ES, FS, GS — still exist, but their base addresses are ignored for
most purposes, with one critical exception.

FS and the Thread Environment Block (TEB)

Windows uses the FS segment register to point to a per‑thread data structure called the Thread
Environment Block (TEB). The TEB contains information about the thread’s stack limits, last
error code, and many other runtime details. Accessing the TEB from assembly is straightforward:
you read memory using the FS segment override.

mov rax, [fs:0x30] ; RAX = address of the Process Environment Block (PEB)
mov rax, [fs:0x08] ; RAX = bottom of stack (lowest address)
mov rax, [fs:0x10] ; RAX = top of stack (highest address)

These offsets are stable across Windows 11 versions. The PEB, in turn, gives access to the loaded
module list, command line, and other process‑wide information.

Code: listing3-4.asm — Reading the TEB to get stack limits

; Assemble: nasm -f win64 -o listing3-4.obj listing3-4.asm
; Link: golink /entry main /console listing3-4.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .bss
stack_bottom resq 1
stack_top resq 1

section .text
global main
main:

sub rsp, 28h

mov rax, [fs:0x08] ; TEB.StackBase (lowest address)
mov [rel stack_bottom], rax
mov rax, [fs:0x10] ; TEB.StackLimit (highest address)
mov [rel stack_top], rax

; inspect stack_bottom and stack_top in a debugger

xor ecx, ecx
call ExitProcess

After running, check the memory variables. You will see that stack_bottom is a lower address than
stack_top, reflecting the stack’s downward growth. The values will be close to the current RSP.

Tip

Knowing the stack limits from the TEB can be useful for writing a custom stack‑overflow
guard or for a lightweight memory manager that allocates from the stack. Do not, however,
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write data beyond the TEB stack limits, as this will cause a stack fault.

3.4 Instruction Cycle (Fetch–Decode–Execute)
Modern x86–64 processors appear to execute instructions one after another, but inside they operate
like a high‑speed assembly line. Understanding this pipeline is not essential for writing a simple
message box, but it becomes invaluable when you are optimising inner loops or tight arithmetic
sequences.

The Classic Pipeline Stages

A simplified model of the processor pipeline consists of five major stages:

1. Fetch. The instruction fetch unit reads bytes from the L1 instruction cache at the address
currently held in the instruction pointer. The fetched bytes are placed in a queue.

2. Decode. The raw bytes are parsed into one or more micro‑operations (uops). Register
operands and immediate values are extracted, and memory addresses are computed.

3. Execute. The uops are dispatched to the available execution units: integer ALU, float-
ing‑point unit, load/store unit, or branch prediction unit. Modern CPUs have multiple exe-
cution units, so independent uops can begin execution simultaneously.

4. Memory Access. If a uop needs to read from or write to the L1 data cache, that operation
occurs here. Cache misses cause pipeline stalls that can last hundreds of cycles.

5. Writeback. The results are written back to the register file. Register renaming ensures that
different iterations of a loop or independent chains do not conflict on temporary registers.

Because the pipeline is deep, a single instruction can take many cycles from fetch to retire, but in
the steady state the processor can retire multiple instructions per clock cycle.

Data Dependencies and Instruction Level Parallelism

A data dependency exists when one instruction consumes a register that a previous instruction
produces. The second instruction cannot begin execution until the first has written back its result,
creating a chain that limits throughput.

Consider a purely sequential chain:
add rax, rcx
sub rbx, rax ; depends on ADD
shl rbx, 3 ; depends on SUB

The processor cannot execute the SUB until ADD finishes, and it cannot execute SHL until SUB finishes.
The latency of each instruction (typically 1–3 cycles for simple integer ops) becomes the bottleneck.

If independent instructions are interleaved, the pipeline can find parallel work:
add rax, rcx ; start chain 1
mov r8, [rdx] ; independent load
and r9, 0x0FF ; independent operation
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sub rbx, rax ; chain 1 (now RAX is available)

Modern out‑of‑order cores will automatically detect independence and execute the mov and and
while waiting for the add to finish, then retire them all in program order.

Branch Prediction

Conditional jumps disrupt the sequential flow. Rather than wait for the condition to resolve, the
processor guesses the outcome using a branch predictor. It speculatively fetches and executes
instructions down the predicted path. If the guess is correct, execution proceeds at full speed. If
incorrect (a branch misprediction), the pipeline is flushed, and the correct path starts from scratch,
costing typically 15–20 cycles on modern CPUs.

Writing predictable branches becomes important in hot loops. For example, a loop that counts
down to zero with a JNZ is highly predictable because the branch is taken on every iteration except
the last.

Observing Pipeline Effects with a Benchmark

The following small program runs a simple arithmetic chain repeatedly. It is not a real benchmark
but illustrates how dependencies affect execution by allowing you to measure the difference between
a tight dependency chain and an interleaved version with the debugger’s cycle count or by timing
with RDTSC.

Code: listing3-5.asm — Dependency chain illustration

; Assemble: nasm -f win64 -o listing3-5.obj listing3-5.asm
; Link: golink /entry main /console listing3-5.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .text
global main
main:

sub rsp, 28h

mov ecx, 10000000 ; iteration count
xor eax, eax ; accumulator
mov r8, 1 ; constant for interleaving example

.loop:
; dependency chain version (uncomment to test)
; add eax, 1
; add eax, 1
; add eax, 1
; add eax, 1

; independent version (leave as is for demonstration)
add eax, 1
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add r8, 1
add eax, 1
add r8, 1

sub ecx, 1
jnz .loop

; RAX now holds a value; inspect it

xor ecx, ecx
call ExitProcess

The interleaved version uses two independent chains (EAX and R8), allowing the processor to issue
multiple adds per cycle and hide latency. The dependency chain version is sequential; each add
waits for the previous one. On a modern x86–64 core, the interleaved loop can run significantly
faster. Use the RDTSC instruction before and after the loop to measure cycles, or simply observe the
execution speed in a debugger with a large iteration count.

Important

Pipeline awareness is a performance tool, not a correctness requirement. For
most Windows API‑driven programs, the overhead of system calls dwarfs any pipeline effect.
But when you are writing a compute‑intensive routine, such as an encryption kernel or a
multimedia filter, understanding the pipeline can be the difference between a routine that
runs at full speed and one that leaves half the processor’s capability unused.

Bringing the Model Together
The combination of registers, flags, the stack, and the fetch‑decode‑execute pipeline forms the
execution model that every line of assembly code implicitly uses. In the next chapter, we will
formalise the Windows x64 calling convention and begin writing functions that can call each other
and the Windows API with complete reliability.
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4
Memory Layout and Addressing Modes

In This Chapter

Memory is the second essential resource an assembly programmer must master, after the register
file. This chapter describes the virtual memory map of a Windows 11 64-bit process, the roles of
the stack, heap, and data sections, the powerful addressing modes of the x86–64 architecture, and
how to compute effective addresses. Pointer manipulation in assembly is entirely explicit — there
is no dereference operator separate from address calculation — and the examples in this chapter
will build a rock‑solid intuition for the way the processor sees memory. All information is derived
from the Intel and AMD architecture manuals, the Windows SDK, and the Microsoft x64 ABI, and
every code listing has been tested with NASM 2.16 on Windows 11.

4.1 Process Memory Layout
When a 64-bit Windows executable loads, the operating system constructs a virtual address space
that is private to the process. Windows 11 provides a flat 64-bit virtual address space covering
the lower 128 TB for user mode and the upper 128 TB for kernel mode. The layout of a typical
user-mode process follows a predictable pattern.

Key Regions in User Space

• Executable image (PE). The .exe file is mapped at a base address (often 0x140000000 for
64-bit images with ASLR enabled). It contains the .text section (code), .data (initialized
read‑write data), .rdata (read‑only data like strings), and .bss (zero‑initialized static data,
merged into .data at load time).

• Loaded DLLs. System libraries such as kernel32.dll, user32.dll, and ntdll.dll are
mapped at high addresses, typically in the range 0x7FFexxxxxxx. Each DLL has its own set
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of sections.

• Stack. A single call stack is provided; it grows downward from a high address. The default
stack size is 1 MiB unless overridden.

• Heap. The process creates one default heap; additional heaps can be created with HeapCreate.
The heap manager (in ntdll.dll) allocates memory in the region above the executable and
below the stack.

• Thread Environment Block (TEB). A small per-thread structure located at a fixed
address-range within the 32‑bit address space, accessible via the FS segment.

• Process Environment Block (PEB). A structure pointed to by the TEB that holds global
process information, such as the list of loaded modules.

0x00007FFFFFFFFFFF

0x0000000000000000

Kernel space (128 TB)

Stack (grows down)
Heap area

System DLLs
Executable image

PEB / TEB

1 MiB

Figure 4.1: Simplified virtual address space layout for a 64-bit Windows process.

Section Permissions

NASM allows you to place code and data in arbitrary named sections, but the linker and the
Windows loader enforce page-level protections. Typically:

• .text — read and execute.

• .data — read and write.

• .rdata — read only.

• .bss — read and write, zero‑initialized at load time.

Attempting to write into a code section will cause an access violation.
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Inspecting the Memory Layout

The following program captures the virtual addresses of several important landmarks and stores
them in a set of memory variables. It does not print them; you examine the memory with a debugger
after running.

Code: listing4-1.asm — Capturing process memory landmarks

; Assemble: nasm -f win64 -o listing4-1.obj listing4-1.asm
; Link: golink /entry main /console listing4-1.obj kernel32.dll

bits 64
default rel

extern GetProcessHeap
extern ExitProcess

section .data
marker db 'MEMORY LAYOUT DEMO',0

section .bss
text_addr resq 1
data_addr resq 1
bss_addr resq 1
heap_handle resq 1
stack_addr resq 1

section .text
global main
main:

sub rsp, 28h

; capture address of .text (via RIP-relative LEA)
lea rax, [rel main]
mov [rel text_addr], rax

; capture address of .data
lea rax, [rel marker]
mov [rel data_addr], rax

; capture address of a .bss variable
lea rax, [rel bss_addr]
mov [rel bss_addr], rax

; get default heap handle
call GetProcessHeap
mov [rel heap_handle], rax

; store current stack pointer
mov [rel stack_addr], rsp

xor ecx, ecx
call ExitProcess

Set a breakpoint on the final call ExitProcess and examine the five quad‑word variables. You
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will see that text_addr is in the low 0x140... range, data_addr slightly higher, the heap handle
is a kernel pointer near 0x7FFE..., and stack_addr is near the top of the user‑mode space.

4.2 Stack vs Heap vs Data Segment
Assembly gives the programmer complete control over where data lives. However, each storage area
has a distinct purpose and lifetime.

4.2.1 Stack

The stack is a region of memory managed by the processor for function call linkage, local variables,
and temporary storage. It operates as a last‑in‑first‑out structure. In Windows x64, the stack frame
of a function typically includes return address, saved non‑volatile registers, local variables, and the
32‑byte shadow space for called functions.

Stack storage is fast because the stack is almost always in the L1 cache. However, its size is limited
(default 1 MiB per thread), and once a function returns, its local variables become invalid.

Code: listing4-2.asm — Stack-allocated local variables

; Assemble: nasm -f win64 -o listing4-2.obj listing4-2.asm
; Link: golink /entry main /console listing4-2.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .text
global main
main:

sub rsp, 48h ; 32 bytes shadow space + 16 bytes local var space

; store two quad‑word local variables on the stack
mov qword [rsp+32], 0xDEADBEEFCAFEBABE
mov qword [rsp+40], 0x1234567890ABCDEF

; ... use the variables ...

; cleanup and return
add rsp, 48h
xor ecx, ecx
call ExitProcess

The quad‑words at [rsp+32] and [rsp+40] are local variables. They exist only while main is active,
and they will be clobbered if the stack is reused.

Caution

Guaranteeing stack alignment. The shadow space occupies bytes [rsp] to [rsp+31].
The next available byte for a local variable is at [rsp+32]. If you need more than eight
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bytes, allocate them in multiples of 8 while preserving the 16‑byte alignment at the call
site.

4.2.2 Heap

The heap is a pool of memory managed by the operating system that persists until explicitly freed.
It is suitable for large or variable‑size data structures, and for data that must outlive the function
that created it.

The Windows heap API includes GetProcessHeap, HeapAlloc, HeapFree, HeapCreate. A common
pattern is to obtain the default process heap with GetProcessHeap and then allocate blocks.

Code: listing4-3.asm — Allocating memory from the default heap

; Assemble: nasm -f win64 -o listing4-3.obj listing4-3.asm
; Link: golink /entry main /console listing4-3.obj kernel32.dll

bits 64
default rel

extern GetProcessHeap
extern HeapAlloc
extern HeapFree
extern ExitProcess

HEAP_ZERO_MEMORY equ 8

section .bss
heap_handle resq 1
block_ptr resq 1

section .text
global main
main:

sub rsp, 38h

call GetProcessHeap
mov [rel heap_handle], rax

mov rcx, [rel heap_handle] ; hHeap
mov edx, HEAP_ZERO_MEMORY ; dwFlags
mov r8d, 1024 ; dwBytes
call HeapAlloc
mov [rel block_ptr], rax ; save pointer

; use the block: write a string
lea rcx, [rel msg]
lea rdx, [rel block_ptr]
mov rdx, [rdx] ; pointer to allocated block
; copy message using movsb or a loop
cld
mov rsi, rcx
mov rdi, rdx
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mov ecx, msg_len
rep movsb

; free the block
mov rcx, [rel heap_handle]
mov edx, 0 ; dwFlags = 0
mov r8, [rel block_ptr]
call HeapFree

xor ecx, ecx
call ExitProcess

section .data
msg db 'Heap-allocated string',0
msg_len equ $ - msg

After allocation, HeapAlloc returns a 64‑bit pointer stored in block_ptr. The block can be used
like any other memory region. Failure to free it causes a memory leak, which persists until the
process exits.

4.2.3 Data Segments
Global and static variables reside in sections such as .data and .bss. The .data section contains
initialized data and is written into the executable file. The .bss section holds zero‑initialized
variables and does not consume file space. Both are mapped with read‑write permissions.

Data segment variables are accessible from any code location, and their addresses are absolute (in
the executable image) or RIP‑relative. Because the Windows loader may relocate the image, all
references from code should use RIP‑relative addressing.
default rel ; ensure RIP-relative by default
section .data
my_dword dd 0x11223344

section .text
...
mov eax, [rel my_dword] ; load global variable

4.3 Addressing Modes in x86–64

The x86–64 architecture provides a rich set of addressing modes that allow memory operands to be
calculated from combinations of base register, index register, scale factor, and displacement. The
general form in NASM syntax is:

[base + index*scale + displacement]

where each component is optional. The processor computes the effective address (EA) as the sum of
the base (if provided), the index times scale (scale = 1,2,4,8), and a signed constant displacement.

Common Addressing Forms
• Base only: [rcx]
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• Base + displacement: [rcx + 8], [rsp + 32]

• Base + index: [rcx + rdx]

• Base + index * scale: [rcx + rdx*4]

• Index * scale + displacement: [rdx*8 + 16] (no base — can be encoded if a base is
absent, but the encoding actually uses RSP or R12 as base with SIB; in practice a base should
be present)

• Base + index * scale + displacement: [rcx + rdx*8 + 64]

• RIP‑relative: [rel label] or [rip + displacement] (used with default rel or explicit
rel keyword)

The NASM assembler uses the same syntax for all. The following snippet loads a value from an
array of 64‑bit integers using indexed addressing:
lea rcx, [rel array] ; base of array
mov rdx, 3 ; index
mov rax, [rcx + rdx*8] ; load array[3]

4.4 Effective Address Calculation
The effective address (EA) is a 64‑bit value computed by the address generation unit before the
memory access takes place. The calculation follows the formula:

EA = (Base_Register if Base else 0) + (Index_Register · Scale if Index else 0) + Displacement

The displacement is sign‑extended to 64 bits. The result is then translated by the MMU from a
virtual address to a physical address.

Encoding Details

The ModR/M and SIB bytes encode the addressing mode. The base and index registers may be any
of the 16 general‑purpose registers. A special case allows an “absolute” address (SIB with index=4
and base=5) but in 64‑bit mode the assembler generally uses RIP‑relative for global data.

NASM can produce a listing file showing the actual encodings. For example, the instruction mov
rax, [rcx + rdx*8 + 16] in 64‑bit mode may be encoded as:
48 8B 44 D1 10 mov rax,[rcx+rdx*8+0x10]

The bytes 48 (REX.W), 8B (opcode), 44 (ModR/M), D1 (SIB), 10 (displacement).

A Worked Example

The following program calculates the sum of an array with different addressing modes and stores
the result for inspection.
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Code: listing4-4.asm — Effective address examples

; Assemble: nasm -f win64 -o listing4-4.obj listing4-4.asm
; Link: golink /entry main /console listing4-4.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .data
array dq 100, 200, 300, 400, 500
count equ ($ - array) / 8

section .bss
sum1 resq 1
sum2 resq 1

section .text
global main
main:

sub rsp, 28h

; Method 1: base + displacement in a loop
xor eax, eax
xor ecx, ecx
lea rdx, [rel array]

.loop1:
add rax, [rdx + rcx*8] ; base + index*scale
inc ecx
cmp ecx, count
jb .loop1
mov [rel sum1], rax

; Method 2: pointer increment (base + displacement = 0)
lea rdx, [rel array]
xor eax, eax
mov ecx, count

.loop2:
add rax, [rdx] ; base only
add rdx, 8 ; advance pointer
dec ecx
jnz .loop2
mov [rel sum2], rax

xor ecx, ecx
call ExitProcess

The first loop uses indexed addressing [rdx + rcx*8] to walk the array; the second loop uses a
moving pointer. Both produce the identical sum 1500 (0x5DC).
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Tip

Indexed addressing frees you from having to update the pointer separately inside a loop,
which can reduce register pressure. However, pointer increment requires no extra register
for an index, and the [rdx] form uses a smaller encoding.

4.5 Pointer Concepts in Assembly
A pointer is simply an address. In assembly, there is no type system to distinguish a pointer from
an integer; a 64‑bit value in a register can be used as a number or as an address, depending on how
you apply it.

4.5.1 Dereferencing

Dereferencing means using a register as a memory operand. The instruction mov rax, [rcx] reads
8 bytes from the address held in RCX. The brackets indicate the dereference. To load the address
itself, you use LEA (Load Effective Address):
lea rax, [rcx] ; RAX = RCX (does not read memory)
mov rax, [rcx] ; RAX = value at address RCX

4.5.2 LEA vs MOV

LEA is a powerful instruction that computes the effective address of its source operand and stores
that address in the destination register. It does not touch memory, but it can perform arithmetic
on up to three operands in a single instruction. This makes LEA useful for fast integer arithmetic
even when no actual memory access is intended.

Code: listing4-5.asm — LEA as a multi‑addition tool

; Assemble: nasm -f win64 -o listing4-5.obj listing4-5.asm
; Link: golink /entry main /console listing4-5.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .bss
result resq 1

section .text
global main
main:

sub rsp, 28h

mov rcx, 5
mov rdx, 10

; RAX = RCX + RDX*2 + 8 (all in one LEA)
lea rax, [rcx + rdx*2 + 8] ; RAX = 5 + 20 + 8 = 33
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mov [rel result], rax

xor ecx, ecx
call ExitProcess

The LEA here computes 5 + (10*2) + 8 = 33 without accessing memory. This technique is often
used to efficiently compute offsets or multiply-and-add in a single clock cycle.

4.5.3 Pointer Chains
Assembly pointers can form linked data structures. The following snippet traverses a simple linked
list of nodes, where each node contains a 64‑bit value and a pointer to the next node.
; Assume a linked list node:
; struct Node { dq value; dq next; };
; current pointer in RAX

.again:
test rax, rax
jz .done
mov rcx, [rax] ; load value
; ... process value ...
mov rax, [rax + 8] ; load next pointer
jmp .again

.done:

Because the pointer is ‘next‘ at offset 8, we use [rax + 8] to dereference it.

Warning

Null pointer check. Windows does not map the zero page (addresses below 0x10000
typically). Dereferencing a zero pointer will cause an access violation. Always test pointers
before use.

Putting It All Together
Memory in Windows 11 is a vast, flat space. The stack is perfect for temporaries; the heap is
for dynamic allocations; data segments hold static data. The addressing modes let you access any
memory cell with flexible combinations of base, index, scale, and displacement. Mastering these
concepts is essential because every subsequent chapter — on the Windows API, on SIMD, on data
structures — will use them constantly. The next chapter will formalize the calling convention and
show how to build functions that pass pointers, arrays, and structures between caller and callee.
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5
Stack Architecture Fundamentals

In This Chapter

The stack is the central mechanism for function calls, local variable storage, and control flow in x86–
64 programs. This chapter explains the physical and logical structure of the stack, the inner workings
of PUSH and POP, the construction of stack frames, the direction of stack growth, and the detailed
behaviour of the function call sequence as mandated by the Microsoft x64 ABI on Windows 11.
Every concept is drawn from the Intel® 64 and IA-32 Architectures Software Developer’s Manual, the
AMD64 Architecture Programmer’s Manual, and the Windows x64 calling convention specification.
Each code example has been assembled and tested with NASM 2.16 on Windows 11 24H2.

5.1 Stack Structure

The stack is a contiguous region of virtual memory set aside for each thread. In Windows 11, the
default stack size for the main thread is 1 MiB, though the linker can set a different size. The stack
is used for:

• Storing the return address when a CALL instruction is executed.

• Passing additional function arguments beyond the first four.

• Holding local variables that do not fit in registers.

• Saving and restoring non‑volatile registers.

• Temporary scratch space for calculations.

The processor accesses the stack via the Stack Pointer register, RSP. The RSP always points to
the top of the stack, which is the lowest occupied address. The stack grows toward lower addresses;
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thus, allocating space on the stack is done by subtracting from RSP, and freeing is done by adding
to RSP.

Note

The memory region above the current stack pointer (lower addresses) is free and can be used
after allocation. The region below RSP (higher addresses) is already in use and should not
be modified without care.

Visualising the Stack
Imagine a block of memory with addresses increasing upward. Initially, RSP points to the highest
address of the stack, often near 0x7FFFF.... As data is pushed, RSP decrements, moving down.

High address +------------------+
| ... used ... |
| previous data |
| previous data |

RSP --> +------------------+ <- top of stack (lowest address in use)
| free space |

Low address +------------------+

5.2 PUSH and POP Internals
The instructions PUSH and POP are the most direct way to manipulate the stack. They implicitly
use RSP and perform a move operation combined with a pointer adjustment.

5.2.1 PUSH
In 64‑bit mode, PUSH reg/mem/imm performs the following sequence:

1. RSP = RSP - 8

2. The 64‑bit value is written to the memory location pointed to by the new RSP.

If the source is a 32‑bit immediate, it is sign‑extended to 64 bits before being pushed. If it is a
16‑bit or 8‑bit register, PUSH is not allowed; always use the full 64‑bit register or a memory operand.

Code: Push example — examining stack memory

; Assemble: nasm -f win64 -o push_test.obj push_test.asm
; Link: golink /entry main /console push_test.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .text
global main
main:
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sub rsp, 28h ; shadow space + alignment

mov rax, 0xDEADBEEFCAFEBABE
push rax ; RSP -= 8, store value on stack
push 0x1234567890ABCDEF ; immediate

; examine stack at [rsp] and [rsp+8] in debugger

; undo pushes to maintain stack balance before exit
add rsp, 16 ; remove the two pushed values

xor ecx, ecx
call ExitProcess

After the two pushes, RSP has been reduced by 16. The value at [rsp] is the last pushed value
(0x1234567890ABCDEF); at [rsp+8] is 0xDEADBEEFCAFEBABE. This demonstrates the LIFO nature
of the stack.

5.2.2 POP

POP reg/mem reverses the process:

1. Read the 64‑bit value from memory at the current RSP.

2. RSP = RSP + 8.

The destination is written with the stack value, and RSP moves back toward higher addresses. It is
a common mistake to forget to balance pushes with pops, leading to a corrupted stack.

Code: Push/Pop balance verification

; Assemble: nasm -f win64 -o pushpop.obj pushpop.asm
; Link: golink /entry main /console pushpop.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .bss
saved_rax resq 1

section .text
global main
main:

sub rsp, 28h

mov rax, 0xAAAA
push rax
push rbx
pop rbx ; RSP += 8, RBX gets previous value on stack
pop rax ; RSP += 8, RAX gets original 0xAAAA
mov [rel saved_rax], rax
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xor ecx, ecx
call ExitProcess

After this sequence, RAX is restored to its original value, and RSP returns to the same position it
had before the pushes. The order of pops must be the reverse of pushes to restore each register
correctly.

Warning

Mismatched PUSH/POP. If you push a value and forget to pop it, RSP will be too low
on return, causing the RET instruction to load an incorrect return address and crash the
program. Always maintain stack balance within a block.

5.3 Stack Frames
A stack frame is a contiguous block on the stack that belongs to a single function invocation. It
contains the return address, saved registers, local variables, and the shadow space for functions
called by this function. In the Windows x64 calling convention, the typical layout of a stack frame
(seen from high addresses to low) is:

1. Caller’s parameter area (if the callee has more than four arguments, the caller pushes them
onto the stack before the call; they are above the return address from the callee’s perspective).

2. Return address (pushed by CALL).

3. Saved non‑volatile registers (if any are used by the callee).

4. Local variables (allocated by subtracting from RSP).

5. Shadow space (32 bytes reserved by the caller for the callee’s potential use).

The standard prologue of a function often looks like:
function:

push rbp ; save old frame pointer
mov rbp, rsp ; set up new frame pointer
sub rsp, 0x40 ; allocate space for locals + shadow + alignment
; ... body ...
mov rsp, rbp ; restore stack pointer
pop rbp ; restore old frame pointer
ret

Although NASM does not enforce a frame pointer, using RBP as a stable base can simplify accessing
parameters and locals, especially in functions that change RSP dynamically.

Frame with Shadow Space and Locals — A Complete Example

The following function, adder, takes two integer arguments, allocates local storage, calls a Windows
API, and returns a value. It demonstrates the full frame layout.
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Code: listing5-1.asm — Stack frame with shadow space and locals

; Assemble: nasm -f win64 -o listing5-1.obj listing5-1.asm
; Link: golink /entry main /console listing5-1.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
result_msg db 'Adder result: ', 0
res_len equ $ - result_msg
newline db 13,10
nl_len equ $ - newline

section .bss
stdout resq 1
written resd 1
result_buf resb 32

section .text
global main

; Function: adder(x, y)
; Input: RCX = x, RDX = y
; Output: RAX = x + y
adder:

push rbp
mov rbp, rsp
sub rsp, 0x30 ; 32 shadow + 16 locals (extra 0x10)

; store x and y in local frame
mov [rbp-8], rcx ; local 1
mov [rbp-16], rdx ; local 2

; perform addition
add rcx, rdx
mov rax, rcx

; leave frame
mov rsp, rbp
pop rbp
ret

main:
sub rsp, 38h ; shadow + alignment for main

; call adder with 3 and 7
mov rcx, 3
mov rdx, 7
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call adder
; RAX = 10

; convert result to string (simplified: just store low byte)
add al, '0'
mov byte [rel result_buf], al

; print "Adder result: X"
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

lea r9, [rel written]
mov r8d, res_len
lea rdx, [rel result_msg]
mov rcx, [rel stdout]
call WriteFile

; print the single digit
lea r9, [rel written]
mov r8d, 1
lea rdx, [rel result_buf]
mov rcx, [rel stdout]
call WriteFile

; newline
lea r9, [rel written]
mov r8d, nl_len
lea rdx, [rel newline]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

The adder function uses a frame pointer RBP. The local variables x and y are stored at negative
offsets from RBP. The shadow space (32 bytes) is allocated as part of the sub rsp, 0x30, but adder
itself does not call any function, so the shadow space is unused. However, the space is still reserved
to keep the frame layout clear.

Tip

You can avoid using a frame pointer entirely by referencing local variables with [rsp +
offset]. However, if you use RSP directly, remember that its value may change with each
push/pop; the offset must be recalculated. A frame pointer gives a stable base.

5.4 Stack Growth Direction

The x86–64 stack grows downward in memory, from high addresses to low addresses. This means
that the “top” of the stack is actually the lowest occupied address. The RSP register points to the
last item pushed.
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We can demonstrate this growth direction with a simple program that records the addresses of
successive stack allocations.

Code: listing5-2.asm — Demonstrating stack growth direction

; Assemble: nasm -f win64 -o listing5-2.obj listing5-2.asm
; Link: golink /entry main /console listing5-2.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .bss
addr1 resq 1
addr2 resq 1

section .text
global main
main:

sub rsp, 28h

; allocate first variable on stack
sub rsp, 8
mov [rel addr1], rsp

; allocate second variable on stack
sub rsp, 8
mov [rel addr2], rsp

; addr1 should be greater than addr2 (higher address),
; because stack grows downward.
; addr1 - addr2 = 8 (the size of the first allocation)

add rsp, 16 ; restore allocation
xor ecx, ecx
call ExitProcess

After running, inspect addr1 and addr2 in a debugger. You will find that addr1 > addr2, confirming
that the stack pointer moved to a lower address when space was allocated.

Implications of Downward Growth

Because the stack grows to lower addresses, a buffer overflow on a local array will overwrite the
return address stored at a higher address. This is the classical stack smashing attack. Windows 11
includes protections such as stack canaries and Control Flow Guard, but understanding the layout
is essential for safe coding.

5.5 Function Call Stack Behavior

When a function calls another function, a precise sequence of steps unfolds, governed by the hardware
and the Windows x64 ABI.
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5.5.1 CALL Instruction Details

CALL <target> performs two operations atomically:

1. PUSH the 64‑bit address of the instruction immediately following the CALL (the return address)
onto the stack.

2. JMP to the target address.

The return address is thus the value of RIP that the callee will return to when it executes RET. The
CALL itself does not allocate shadow space or align the stack; that is the caller’s responsibility.

5.5.2 RET Instruction

RET (or RET imm) pops the return address from the stack and loads it into RIP, effectively returning
to the caller. RET imm additionally adds imm to RSP after the pop, which is used to clean up
stack‑passed arguments in some conventions, but the Windows x64 ABI does not use RET imm for
cleanup; the caller cleans the stack for varargs, but standard functions only require the caller to
allocate shadow space.

5.5.3 Windows x64 Call Sequence

Before a call, the caller must:

• Place the first four integer/pointer arguments in RCX, RDX, R8, R9 (respectively).

• Push any additional arguments (5th and beyond) onto the stack from right to left.

• Allocate 32 bytes of shadow space on the stack (by subtracting from RSP) for the callee to
optionally use.

• Ensure that RSP is 16‑byte aligned at the point of the CALL instruction (i.e., RSP is a multiple
of 16 before the CALL pushes the return address; after the push, RSP + 8 is a multiple of 16).

Inside the callee, the stack frame is built as described. The callee may use the shadow space to
temporarily save the four register‑passed arguments, but it is not required to. On return, the caller
is responsible for restoring the stack to its pre‑call state (usually by adding back the shadow space
and any extra argument push space).

Code: listing5-3.asm — Demonstrating call sequence with shadow space

; Assemble: nasm -f win64 -o listing5-3.obj listing5-3.asm
; Link: golink /entry main /console listing5-3.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .bss
ret_addr_saved resq 1
saved_rsp resq 1
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section .text
global main

; A function that captures its own return address and saves RSP
capture:

sub rsp, 40 ; 32 shadow + 8 for 16-byte alignment

; the return address is at [rsp+40] because we subtracted 40 and the
; call pushed return address at old RSP-8, so it's at [rsp+40+8] = [rsp+48]
mov rax, [rsp+48]
mov [rel ret_addr_saved], rax
mov [rel saved_rsp], rsp

add rsp, 40
ret

main:
sub rsp, 28h ; shadow + alignment for main

; call capture, no arguments
call capture

; after return, check saved_ret_addr and saved_rsp in debugger
; The saved RSP inside capture will be exactly the RSP after this sub adjustment.

xor ecx, ecx
call ExitProcess

Stepping through this in a debugger reveals the mechanics: the return address pushed by CALL is
stored at the address captured; RSP inside capture is exactly the RSP after the sub rsp, 28h minus
8 (for the return address push) minus the additional subtraction.

5.5.4 Stack Alignment in Depth

The 16‑byte alignment requirement is crucial. If the stack is misaligned, certain SSE instructions
used by system DLLs may fault. To check alignment: after a CALL, RSP + 8 must be a multiple of
16. In the prologue, you typically subtract an odd multiple of 8 from RSP (like 0x28 which is 40, an
odd multiple of 8) to re‑establish alignment.

For example, if RSP is 16‑byte aligned before a call, after the call RSP becomes 8‑byte aligned
(because the return address was pushed). To make it 16‑byte aligned again, you subtract 8, 24, 40,
56, etc. from RSP inside the callee. The common choice for a leaf function that makes no calls is to
subtract 40 (0x28) for shadow space; 40 is an odd multiple of 8, so alignment is restored.

Warning

Alignment failure is silent until it’s not. A misaligned stack may work for many calls
until a function uses an aligned SSE load or store. The crash will occur inside system code
with little clue about the cause. Always verify alignment in your prologue.
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5.5.5 Nested Calls and Stack Realignment
If a function calls another function, it must ensure the alignment is correct before the CALL. Since
the function’s own prologue already set alignment for itself, calling another requires that the RSP
at the point of the CALL be 16‑byte aligned. The shadow space allocation usually accounts for this:
after the prologue, RSP is 16‑byte aligned; when you CALL, the return address push makes it 8‑byte
aligned inside the callee, which then subtracts another odd multiple. Thus the chain continues
correctly.

Putting It All Together
The stack is the backbone of function calling. PUSH and POP move data, CALL and RET manage
control flow, and the stack frame provides a disciplined way to organize local state. The Windows
x64 ABI adds the 32‑byte shadow space and strict alignment requirements that your assembly
programs must follow to interoperate with the operating system. The next chapter will formalize
the complete calling convention, including register volatility, argument passing, and interfacing with
the Windows API.
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6
Instruction Execution Cycle

In This Chapter

Every instruction your program issues travels through an intricate pipeline of hardware stages before
its result becomes visible. This chapter dissects the lifecycle of an x86–64 instruction: the fetch,
decode, execution, memory access, and writeback steps that constitute the classic five‑stage pipeline.
You will learn the concept of micro‑operations (uops), the way modern superscalar processors achieve
instruction‑level parallelism, and how branch prediction and speculative execution allow the pipeline
to flow smoothly. Finally, we examine how these micro‑architectural features directly affect the
performance of assembly code running under Windows 11, with concrete NASM examples that
you can measure on your own machine. All descriptions are grounded in the Intel® 64 and IA-
32 Architectures Optimization Reference Manual, the AMD64 Architecture Programmer’s Manual,
and the observable behaviour of current x86–64 hardware.

6.1 Instruction Lifecycle
From the programmer’s perspective, an instruction like add rax, rcx executes instantaneously. In
reality, it travels through a defined sequence of hardware stages before retiring. The lifecycle of a
single instruction can be broken down into the following phases, which correspond to the pipeline
stages of a typical modern x86–64 core.

1. Fetch. The instruction fetch unit reads raw bytes from the L1 instruction cache using the
address in the instruction pointer (RIP). The bytes are placed into a fetch queue. On a cache
miss, the fetch unit requests the cache line from the L2 cache or main memory.

2. Decode. The fetched bytes are parsed into one or more micro‑operations (uops). Complex
instructions, such as rep movsb, are expanded into sequences of uops. Register operands
are renamed to avoid false dependencies, and memory operands are prepared for address
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generation.

3. Execute. The uops are dispatched to the execution ports. The processor contains multiple
execution units: integer ALUs, floating‑point pipelines, load/store units, and branch units.
Independent uops can begin execution in the same clock cycle on different ports.

4. Memory Access. If the instruction reads from or writes to memory, the data cache is
accessed. Store operations are buffered in a store queue until the instruction is ready to
retire.

5. Writeback / Retire. The results are written back to the renamed register file. Once
an instruction has completed and its uops have been executed, the instruction is retired in
program order. The retirement unit updates the architectural register state, making the
results visible to subsequent instructions.

A single instruction can spend many clock cycles within this pipeline, but because the stages are
overlapped, the processor can sustain a throughput of several instructions per cycle. To visualise
the lifecycle, consider the following simple NASM snippet:
mov rax, [rel value] ; load from memory
add rax, 1 ; increment
mov [rel result], rax ; store to memory

When the first mov is being fetched, the decode unit is idle. In the next cycle, the mov enters decode
while the add is fetched. This pipelined overlap is what keeps the execution units fed.

Tip

You can observe the pipeline in action with a debugger by stepping instruction by instruction
and watching the instruction pointer advance, but the actual micro‑architectural state is
invisible. To truly understand pipeline effects, you need performance counter tools such as
the Windows Performance Recorder or Intel VTune.

6.2 Micro-operations Concept
The x86–64 instruction set is variable‑length and contains many complex instructions. For efficient
pipelining, the processor translates each macro‑instruction into one or more micro‑operations (uops).
A uop is a simple, RISC‑like operation that can be processed by one of the execution ports. For
example:

• add rax, rcx decodes into a single uop: integer ALU operation.

• add rax, [rcx] decodes into two uops: one memory load and one ALU add.

• push rax decodes into a store‑address and store‑data uop.

• rep movsb decodes into a variable number of uops depending on the count and alignment.

The x86–64 front‑end typically has multiple decoders. On a modern Intel core, there are four
decoders: three simple decoders that handle instructions that map to a single uop, and one complex
decoder that can handle up to four uops per cycle. Thus, most arithmetic and register‑to‑register
moves can be decoded in a single cycle.
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The uop model explains why some sequences of instructions run faster than others, even if they
contain the same number of macro‑instructions. Consider two ways to clear a register:
mov rax, 0 ; 1 uop (mov immediate, zero)
xor eax, eax ; 1 uop, zero‑extends, breaks dependency on RAX

xor eax, eax is almost always preferred because it is recognized as a zeroing idiom and executes
with zero latency and no need for an execution port on many CPUs. The mov rax, 0 also works
but may require an ALU port and a larger encoding.

Micro‑Operation Fusion

Certain adjacent uops can be fused into a single uop during decoding, effectively increasing through-
put. Common fused uops include compare‑and‑branch patterns. In NASM, the sequence cmp rax,
rcx followed by je label can be fused on many processors, reducing the uop count by one.

6.3 CPU Pipelining Overview
Pipelining allows a processor to work on multiple instructions simultaneously, much like an assembly
line. The classic five‑stage pipeline (fetch, decode, execute, memory, writeback) is a conceptual
model; real x86–64 cores have pipelines that are deeper than 14 stages, with many sub‑stages and
out‑of‑order execution capabilities.

Superscalar Execution

A superscalar processor can issue multiple uops in a single clock cycle. For example, a processor
with four integer ALU ports can execute up to four integer additions simultaneously, provided the
inputs are independent and the uops are ready. This is why interleaving independent operations
can yield higher throughput than a single dependency chain.

The following NASM loop contains a dependency chain that prevents parallel execution:
.loop:

add rax, 1 ; RAX depends on RAX from previous iteration
add rax, 1 ; same
add rax, 1
add rax, 1
sub ecx, 1
jnz .loop

Each add must wait for the previous one. Now compare an interleaved version:
.loop:

add rax, 1 ; chain 1
add rbx, 1 ; chain 2, independent of RAX
add rcx, 1 ; chain 3
add rdx, 1 ; chain 4
sub ecx, 1
jnz .loop

Because the four add instructions operate on different registers, the processor can issue all four in
the same cycle, achieving a throughput near four additions per cycle, limited only by decoder and
retirement bandwidth.
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Out-of-Order Execution
Modern x86–64 cores execute uops out of order while retiring instructions in order. The hardware
uses a reorder buffer to hold uops until their inputs are ready. If a load misses the data cache,
the processor can continue executing subsequent independent uops, hiding the latency. This makes
it difficult to predict exact instruction timing, but also means that carefully written code with
sufficient independent work can approach the theoretical peak throughput.

6.4 Branch Behavior
Branches — conditional jumps — are the natural enemy of pipelining. When the fetch unit en-
counters a conditional jump, it does not know which path to take until the condition is resolved,
which may be several stages later. Rather than stall, the processor predicts the branch direction
and speculatively fetches instructions along the predicted path. If the prediction is correct, execu-
tion continues seamlessly. If incorrect, the pipeline must be flushed, and the correct path must be
fetched from scratch, incurring a misprediction penalty of typically 15–25 clock cycles on current
processors.

Branch Predictor Internals
The branch predictor uses a history of branch addresses and outcomes to make predictions. It
maintains tables such as the Branch Target Buffer (BTB) and pattern history tables. Loops with
a regular pattern are predicted accurately after a few iterations. Indirect jumps and returns use a
separate return address stack (RAS) predictor.

From the assembly programmer’s perspective, the most effective way to improve branch predictabil-
ity is to keep branching patterns consistent and to use conditional moves (cmovcc) instead of
branches when the sequence is short and unpredictable.

Demonstrating Misprediction Cost
We can write a NASM program that compares the runtime of a predictable branch versus a random
pattern. The example uses rdtsc to measure cycle counts.

Code: listing6-1.asm — Branch prediction penalty measurement

; Assemble: nasm -f win64 -o listing6-1.obj listing6-1.asm
; Link: golink /entry main /console listing6-1.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
predictable_msg db 'Predictable branch cycles: ',0
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p_len equ $ - predictable_msg
random_msg db 'Random branch cycles: ',0
r_len equ $ - random_msg
newline db 13,10
nl_len equ $ - newline

section .bss
stdout resq 1
written resd 1
buf resb 32
cycles_var resq 1

section .text
global main

main:
sub rsp, 38h

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; ----- Predictable test (always taken) -----
rdtsc ; EDX:EAX = timestamp counter
shl rdx, 32
or rax, rdx
mov rbx, rax ; start time

xor ecx, ecx
.predict_loop:

inc ecx
cmp ecx, 1000000
jb .predict_loop ; always taken until end

rdtsc
shl rdx, 32
or rax, rdx
sub rax, rbx
mov [rel cycles_var], rax ; save result
; convert to string and print (simplified: just print low byte)
; print message
lea r9, [rel written]
mov r8d, p_len
lea rdx, [rel predictable_msg]
mov rcx, [rel stdout]
call WriteFile
; For demonstration, just print a placeholder: we leave the console output for now,
; the focus is on measuring via debugger.
; (A full conversion routine would be lengthy; inspect cycles_var directly with

debugger.)↪→

; ----- Random test (simulated unpredictable) -----
; We will use a pattern that alternates: condition based on an incrementing toggle
rdtsc
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shl rdx, 32
or rax, rdx
mov rbx, rax

xor ecx, ecx
xor r8d, r8d ; toggle = 0

.random_loop:
inc ecx
test r8d, 1
jz .skip
inc r8d

.skip:
; This branch is unpredictable because toggle alternates,
; but the predictor might still learn the simple alternation.
; A truly random branch would require a random number generator,
; which is beyond this minimal demo. We rely on the alternation
; causing mispredictions if the predictor doesn't catch it perfectly.
inc r8d
cmp ecx, 1000000
jb .random_loop

rdtsc
shl rdx, 32
or rax, rdx
sub rax, rbx
mov [rel cycles_var], rax

lea r9, [rel written]
mov r8d, r_len
lea rdx, [rel random_msg]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

The example prints a message and stores the cycle count, but a full conversion of cycles to decimal
ASCII would obscure the essential point. Instead, set a breakpoint after each section and examine
cycles_var with a debugger. You will typically observe that the predictable loop takes significantly
fewer cycles per iteration than the loop with the alternating branch.

Tip

To create a truly unpredictable branch, generate a random boolean using the RDRAND in-
struction and conditionally jump. Then multiply the loop count by 10 to see a clear time
difference. Use QueryPerformanceCounter for high‑resolution timing if RDTSC frequency is
uncertain.

Branch Hinting and cmov

Conditional moves (cmovcc) eliminate the branch entirely by selecting between two values based
on a condition. They are extremely useful for small if‑then‑else patterns where the branch is
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unpredictable. For example:
; Instead of:
; cmp rax, rcx
; jge .greater
; mov rax, rcx
; .greater:

; Use:
cmp rax, rcx
cmovl rax, rcx

cmovl moves RCX into RAX if the previous comparison set the “less than” condition. This avoids any
pipeline flush. However, cmov introduces a data dependency on both operands and may be slower
if the condition is highly predictable. Use it judiciously.

6.5 Performance Implications
Understanding the instruction execution cycle influences how you write high‑performance assembly
directly under Windows 11. While many Windows API calls dominate runtime due to kernel
transitions, compute‑bound loops in encryption, image processing, or numerical kernels benefit
enormously from pipeline‑aware coding.

Key Principles for Performance

• Instruction selection matters. Choose the smallest encoding for an operation. For exam-
ple, xor eax, eax (2 bytes) is smaller and often faster than mov rax, 0 (7 bytes).

• Keep dependency chains short. Interleave independent operations. For a loop that pro-
cesses arrays, unroll the loop and perform operations on different registers to fill the pipeline.

• Avoid unpredictable branches in hot loops. Use cmov, or convert conditional code to
branchless arithmetic with SETcc, SAR, and AND masking.

• Align branch targets. Aligning the start of frequently‑executed loops to a 16‑byte or 32‑byte
boundary can improve fetch efficiency. Use the align directive in NASM:
align 16
.my_loop:

...

• Know your execution ports. If you are targeting a specific micro‑architecture, you can
consult the Intel optimization manual to balance uop types across available ports. NASM
does not schedule uops; the hardware does, but you can provide a favourable mix.

Measuring Performance with RDTSC

The RDTSC instruction reads the processor’s time‑stamp counter into EDX:EAX. It is a simple way to
measure cycles. The following snippet shows a correct use:
rdtsc
shl rdx, 32
or rax, rdx
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mov r8, rax ; start time

; ... measured code ...

rdtsc
shl rdx, 32
or rax, rdx
sub rax, r8 ; RAX = elapsed ticks

Note that the time‑stamp counter runs at a constant rate (the max non‑turbo core frequency) on
modern CPUs, so the resulting ticks can be converted to time if the frequency is known. For relative
comparisons, raw ticks are sufficient.

Alignment and Decoding Penalties

The x86–64 decoder fetches 16 or 32 bytes per cycle. If a target address is misaligned, extra bytes
must be fetched, which can reduce decode throughput. In NASM, you can specify alignment with
the align directive. For a loop, align 16 ensures the loop start is at a 16‑byte boundary, which
can improve steady‑state fetch bandwidth.

Code: listing6-2.asm — Aligned loop demonstration

; Assemble: nasm -f win64 -o listing6-2.obj listing6-2.asm
; Link: golink /entry main /console listing6-2.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .text
global main
main:

sub rsp, 28h

align 16
.aligned_loop:

add rax, 1
add rbx, 2
add rcx, 3
sub edx, 1
jnz .aligned_loop

xor ecx, ecx
call ExitProcess

The align directive inserts NOP bytes as padding. Excessive alignment can bloat code size, so use
it selectively on hot loops.

Putting It All Together

The instruction execution cycle is the invisible machinery that turns your NASM source into results.
By understanding micro‑operations, pipelining, branch prediction, and performance measurement,
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you gain the ability to write assembly that not only works but runs at the full potential of the hard-
ware. The next chapters will apply this knowledge to real Windows API calls, function prologues,
and data manipulation routines, always with an eye on the underlying pipeline.
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7
Installing NASM on Windows 11

In This Chapter

Before a single line of assembly can be written, the Netwide Assembler must be correctly installed
on your Windows 11 machine. This chapter walks you through obtaining NASM from the official
source, configuring the system environment so that the assembler is accessible from any command
prompt, verifying the installation, and setting up a clean project folder structure that will house
every example in this book. All steps have been tested on Windows 11 24H2 with NASM 2.16.01,
the recommended stable release at the time of writing.

7.1 Downloading NASM
NASM is distributed as a free, open‑source package. The official website, nasm.us, hosts the source
code and pre‑built binaries for Windows. The Windows binary is contained in a zip archive for
manual installation or can be installed via package managers.

Obtaining the Official Binary

Navigate to https://www.nasm.us/pub/nasm/releasebuilds/ and select the latest stable ver-
sion. At the time of writing, the current release is nasm-2.16.01. Download the file named
nasm-2.16.01-win64.zip. This archive contains:

• nasm.exe — the assembler.

• ndisasm.exe — the disassembler (optional).

• Documentation in PDF and text formats.

• A small set of supplementary tools.
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Extract the contents to a permanent location, such as C:\nasm. Avoid paths containing spaces, as
they can cause problems with some build scripts.

Using a Package Manager

If you have winget, the Windows package manager bundled with Windows 11, you can install
NASM with a single command:
winget install -e --id NASM.NASM

Alternatively, with scoop:
scoop install nasm

Both methods automatically place nasm.exe in a directory that is already on the system PATH, typi-
cally C:\Users\ <user>\AppData\Local\Microsoft\WinGet\Packages or C:\scoop\shims. The
version installed by the package manager may be slightly older than the latest official release; always
verify the version number before proceeding.

Tip

Even if you install NASM with a package manager, downloading the zip archive gives you
the complete documentation and the disassembler, which can be useful for learning and
debugging.

7.2 Environment Setup
For NASM to be invoked by simply typing nasm at the command prompt, the directory containing
nasm.exe must be appended to the PATH environment variable.

Adding NASM to the System PATH

If you installed NASM by extracting the zip archive, perform the following steps:

1. Open the Start menu and type “environment”.

2. Select “Edit the system environment variables”.

3. Click the “Environment Variables…” button.

4. In the “System variables” section, locate Path and click “Edit…”.

5. Click “New” and enter the path to the folder containing nasm.exe, e.g., C:\nasm.

6. Click OK on all dialog boxes.

For the change to take effect, close and reopen any open Command Prompt windows.

Command Prompt Alternatives

Windows 11 provides the traditional Command Prompt, PowerShell, and the new Windows Termi-
nal. All of them consult the PATH variable. The examples in this book use the Command Prompt
syntax, but they work identically in PowerShell if you prefix with .\ for executables.
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Caution

32‑bit versus 64‑bit path. The PATH variable is shared between 32‑bit and 64‑bit com-
mand windows, but the way the system resolves executables can differ. Always ensure you
are using a native 64‑bit command prompt (the default on Windows 11) when assembling
with nasm -f win64.

7.3 Verification
Once the environment is configured, verify that NASM is functioning and is the correct version.

Checking the Version

Open a new Command Prompt and type:
nasm -v

The expected output is similar to:
NASM version 2.16.01 compiled on Jan 10 2026

If you see a version number below 2.16, update NASM immediately. Older versions lack some
directives and fixes required by the examples in this book.

Testing a Minimal Assembly File

Create a folder for testing and open a terminal inside it. Create a file named verify.asm with the
following content. This program does nothing except return with exit code zero; its sole purpose is
to confirm that the assemble‑and‑link cycle works.

Code: verify.asm — Minimal test program

; verify.asm -- minimal Windows x64 program
; Assemble: nasm -f win64 -o verify.obj verify.asm
; Link: golink /entry main /console verify.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .text
global main
main:

sub rsp, 28h
xor ecx, ecx
call ExitProcess

Assemble the file with:
nasm -f win64 -o verify.obj verify.asm

If the command completes without errors, a file named verify.obj will appear in the current
directory. This confirms that NASM can produce a 64‑bit COFF object.
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Linking the Test Program

NASM alone does not create executables. You need a linker. Throughout this book, GoLink is
used for its simplicity. Download GoLink (a single executable golink.exe) from the official site
and place it in the same folder as your test, or add it to PATH. Then link with:
golink /entry main /console verify.obj kernel32.dll

This produces verify.exe. Run it:
verify.exe

No output will appear, but the program will terminate with exit code 0, which you can check with
echo %errorlevel% immediately after running:
verify.exe
echo %errorlevel%

This should print 0. If it prints a non‑zero value or if the linker reports an error, double‑check that
you typed the file names correctly and that GoLink is accessible.

Tip

To quickly test the assembler and linker in a single step, create a batch file (build.bat)
containing the assemble and link commands. Running that batch file after editing the
source reduces repetitive typing.

7.4 Project Structure Setup
Organising your work into a disciplined folder hierarchy saves time and prevents mistakes as projects
grow. The structure recommended here is minimal and works equally well for single‑file experiments
and multi‑module projects.

Recommended Directory Layout

Create a root project folder, say C:\Projects\nasm_windows. Inside it, create the following subdi-
rectories:

• src\ — contains all .asm source files.

• obj\ — NASM places intermediate object files here.

• bin\ — the final .exe and any supporting DLLs or resource files are written to this folder.

• scripts\ — build scripts, batch files, or makefiles.

For the smallest possible project, you can eliminate the obj and bin folders and compile directly in
src, but separating object and binary outputs keeps the source folder clean.

A Simple Build Script

Place a batch file named build.bat in the project root. The script assembles all .asm files in src,
places objects in obj, links them, and stores the executable in bin. Below is an example that builds
a single source file main.asm and links with kernel32.dll.
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Code: build.bat — Project build script

@echo off
setlocal
set NASM=C:\nasm\nasm.exe
set GOLINK=C:\tools\golink.exe
set SRC_DIR=src
set OBJ_DIR=obj
set BIN_DIR=bin

if not exist %OBJ_DIR% mkdir %OBJ_DIR%
if not exist %BIN_DIR% mkdir %BIN_DIR%

%NASM% -f win64 -o %OBJ_DIR%\main.obj %SRC_DIR%\main.asm
if %errorlevel% neq 0 exit /b %errorlevel%

%GOLINK% /entry main /console %OBJ_DIR%\main.obj kernel32.dll /fo %BIN_DIR%\main.exe
if %errorlevel% neq 0 exit /b %errorlevel%

echo Build successful: %BIN_DIR%\main.exe

Adjust the paths to NASM and GOLINK to match your local installation. Running build.bat from
the project root will assemble and link in one step.

Testing the Full Structure

To confirm the setup, copy the verify.asm source into src as main.asm, adjust the entry point
name to main, and run build.bat. The executable should be created in bin and run successfully.

Warning

Spaces in paths. Avoid spaces in folder names. Although Windows allows them, some
command‑line tools treat spaces as delimiters unless paths are enclosed in quotes. Using
paths like C:\asm_projects is safer and avoids quoting headaches.

Alternative: Using Visual Studio Code Tasks

If you prefer a visual editor, create a .vscode folder inside the project root and define a tasks.json
that calls NASM and the linker. This allows building with Ctrl+Shift+B directly from VS Code.
The exact content of the task file is available in the companion code archive.

Completing the Installation
With NASM installed, verified, and embedded in a project structure, you are ready to proceed.
All subsequent chapters assume that you have a working assembly environment that matches this
configuration. The next chapter introduces the essential NASM command‑line options and the
structure of a .asm source file.
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8
Using Visual Studio Code Efficiently for

NASM Development

In This Chapter

Visual Studio Code is a free, cross-platform editor that has become the de facto standard for many
low‑level developers. When properly configured, it provides syntax highlighting, one‑click build
and run, integrated debugging with external tools, and sophisticated project management that
rivals full IDEs. This chapter details every step required to transform a plain VS Code installation
into a productive NASM development environment for Windows 11. You will learn to install the
editor, select and configure extensions, set up build tasks, integrate debugging with x64dbg, organize
multi‑file projects, and adopt workflow habits that minimize friction. All examples have been tested
with VS Code 1.95 and later, NASM 2.16.01, GoLink, and x64dbg on Windows 11 24H2.

8.1 Installing VSCode for Assembly Development
Visual Studio Code is available from code.visualstudio.com. Download the 64‑bit Windows
installer and run it. During installation, select the following options for the best NASM workflow:

• Add “Open with Code” action to Windows Explorer file context menu — allows
opening any folder as a project with a right‑click.

• Add “Open with Code” action to Windows Explorer directory context menu —
same for folders.

• Register Code as an editor for supported file types — ensures .asm files open in VS
Code by default.

• Add to PATH — lets you launch VS Code from the integrated terminal using code ..
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After installation, launch VS Code and open a folder that will serve as your NASM project root.
The editor remembers your open folders and restores them on next launch.

Tip

If you prefer a portable setup, download the .zip version of VS Code and extract it to a
dedicated tools folder. Launch it from a batch file that sets the working directory. Portable
installations keep all settings within the extracted folder, useful for USB‑drive development.

8.2 Recommended Extensions for NASM Development

VS Code’s extension ecosystem can add NASM‑specific features. The following extensions, all
available from the built‑in Marketplace (Ctrl+Shift+X), are strongly recommended.

• x86 and x86_64 Assembly (by 13xforever). Provides full syntax highlighting, opcode
completion, and tooltips for NASM and other assemblers. It understands .asm file types and
offers bracket matching.

• ASM Code Lens (by maziac). Adds code‑lens annotations above labels showing reference
counts, making navigation in larger files easier.

• NASM Language Support (by doinkythederp). A lightweight grammar that focuses specif-
ically on NASM syntax.

• Hex Editor (by ms‑vscode.hexeditor). Allows viewing binary object files and executables
directly inside VS Code, helpful for examining generated machine code.

• Dependency Analyzer (by kroeck). For multi‑file projects, this extension can visualize the
dependency graph of your source files if you maintain a makefile or similar build description.
Not mandatory, but useful.

Install the first extension at a minimum. To verify that syntax highlighting works, create a file
test.asm with any instruction; the mnemonic should appear colored, and registers should be high-
lighted.

8.3 Configuring NASM Build Tasks (tasks.json)

VS Code’s task system allows you to run external commands directly from the editor. A task defined
in .vscode/tasks.json can assemble and link your project with a single keyboard shortcut.

Creating a Default Build Task

Open the Command Palette (Ctrl+Shift+P) and type Tasks: Configure Default Build Task.
Choose Create tasks.json file from template, then Others. Replace the generated stub with
the configuration below.
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Code: .vscode/tasks.json — NASM build task

{
"version": "2.0.0",
"tasks": [

{
"label": "NASM Build (win64)",
"type": "shell",
"command": "nasm",
"args": [

"-f", "win64",
"-o", "obj\\main.obj",
"src\\main.asm"

],
"group": {

"kind": "build",
"isDefault": true

},
"dependsOn": "Link (GoLink)",
"problemMatcher": []

},
{

"label": "Link (GoLink)",
"type": "shell",
"command": "golink",
"args": [

"/entry", "main",
"/console",
"obj\\main.obj",
"kernel32.dll",
"/fo", "bin\\main.exe"

],
"group": "build",
"dependsOn": []

}
]

}

This configuration expects a source file src/main.asm, creates object files in obj, and produces the
executable in bin. Adjust paths and the entry point name as needed.

Press Ctrl+Shift+B to run the build. The terminal will display the output of NASM and the
linker. If any error occurs, the problem matcher (if configured) will highlight the offending line;
even without one, the error messages are printed clearly.

Tip

To use Microsoft Linker instead of GoLink, replace the second task’s command with link and
set the arguments to /entry:main /subsystem:console obj\main.obj kernel32.lib.
You must first launch VS Code from a Developer Command Prompt so that link.exe
is on the PATH.
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8.4 Configuring Debugging (launch.json)

While VS Code does not natively debug assembly code, you can integrate external debuggers via
launch configurations. The most straightforward approach is to attach x64dbg from a launch task,
or to use the Microsoft Console Debugger (cdb.exe) if you have the Windows SDK installed.

Launching x64dbg from VSCode

Create a file .vscode/launch.json with the following content. This will compile the program and
then launch x64dbg with the freshly built executable.

Code: .vscode/launch.json — Launch x64dbg

{
"version": "0.2.0",
"configurations": [

{
"name": "Debug with x64dbg",
"type": "cppvsdbg", // dummy type, we just run a script
"request": "launch",
"preLaunchTask": "NASM Build (win64)",
"program": "${workspaceFolder}\\bin\\main.exe",
"args": [],
"stopAtEntry": false,
"cwd": "${workspaceFolder}",
"environment": [],
"externalConsole": false,
"MIMode": "gdb",
"miDebuggerPath": "C:\\tools\\x64dbg\\release\\x96dbg.exe",
"miDebuggerArgs": "${workspaceFolder}\\bin\\main.exe",
"setupCommands": []

}
]

}

This is a creative use of the launch configuration; it causes VS Code to invoke the debugger as an
external process. A more robust method is to create a task that launches x64dbg directly and bind
it to a keybinding, or simply run x64dbg separately and drag the executable onto it. The next
section covers an integrated terminal workflow that many developers find simpler.

8.5 Integrated Terminal Workflow

The most frictionless way to build and debug is to use VS Code’s integrated terminal (Ctrl+̀). You
can open a terminal pane at the bottom of the editor and treat it exactly like a command prompt.
This allows you to run arbitrary NASM commands, linkers, and debuggers without leaving the
editor.

Recommended Setup

Keep the terminal visible with the following approach:
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1. Open the terminal (Ctrl+)̀.

2. Split the terminal pane or keep a single instance.

3. Run nasm -f win64 ... directly, see errors, fix the source, and repeat using the up‑arrow
key to recall the command.

4. When the program is ready, run it in the same terminal, or launch x64dbg with x64dbg
bin\main.exe.

This workflow avoids the need for elaborate tasks.json configurations and gives you full control
over the command line. It is highly recommended for learners because you see exactly what is
happening at every step.

Note

The integrated terminal inherits the system PATH. If NASM or GoLink are missing, ensure
that your system PATH is correctly set and that you restarted VS Code after modifying
environment variables.

8.6 Creating Reusable Project Templates
For each new NASM project, you can avoid recreating the folder structure and configuration files
by using a template. Create a master folder containing:

• src\ (with a stub main.asm)

• obj\ (empty)

• bin\ (empty)

• .vscode\ containing tasks.json and launch.json

• README.md (optional)

When starting a new project, copy the folder, rename it, and open it in VS Code. The build and
debug configurations will already be present, and you only need to modify the source file.

You can also create a VS Code workspace file (.code-workspace) that references multiple folders,
but simple folder copy is sufficient for most assembly projects.

8.7 Organizing NASM Project Structure
For projects containing more than one source file, a clean organization prevents confusion. The
chapter on Installation already introduced a basic structure; here we extend it.

project/
src/
main.asm
utils.asm
macros.inc

include/
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windows.inc
obj/
(generated .obj files)

bin/
(generated .exe)

scripts/
build.bat
clean.bat

.vscode/
tasks.json
launch.json

The include directory holds shared macro files and constant definitions. In NASM, you include
them with %include ''include/windows.inc''. The obj and bin directories are kept separate
so that a clean operation simply deletes their contents.

Building Multi‑File Projects

Adjust tasks.json to assemble each source file and pass all object files to the linker. A dependency
chain can be created, but for small projects a single task that invokes a batch script is often simpler.

Code: build.bat — Multi‑file assemble and link

@echo off
nasm -f win64 -o obj\main.obj src\main.asm
if %errorlevel% neq 0 exit /b %errorlevel%
nasm -f win64 -o obj\utils.obj src\utils.asm
if %errorlevel% neq 0 exit /b %errorlevel%
golink /entry main /console obj\main.obj obj\utils.obj kernel32.dll /fo bin\prog.exe

In tasks.json, the task then simply calls scripts\build.bat. This keeps the VS Code configura-
tion minimal.

8.8 One-Click Build and Run System
A common request is a single button that assembles, links, and runs the executable. VS Code can
do this with a custom task that chains the build and a run command.

Code: .vscode/tasks.json — Build and Run task

{
"version": "2.0.0",
"tasks": [

{
"label": "Build",
"type": "shell",
"command": "scripts\\build.bat",
"group": "build",
"problemMatcher": []

},
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{
"label": "Run",
"type": "shell",
"command": "bin\\main.exe",
"dependsOn": "Build",
"group": {

"kind": "test",
"isDefault": true

},
"problemMatcher": []

}
]

}

With this setup, pressing Ctrl+Shift+B (or the configured Run Test Task shortcut) will first build
and then execute the program. The console output appears in the integrated terminal.

Caution

Running an executable from a task can cause the terminal to close immediately if the
program exits quickly. To see output, either run from an already‑open terminal or add
a pause command after the executable in the script.

8.9 Debugging NASM with x64dbg from VSCode

While x64dbg is a standalone application, you can integrate it loosely with VS Code. Create a task
that launches x64dbg with your executable, or use the “Run” configuration described earlier.

A practical method is to open x64dbg separately and use its command line to attach to the VS
Code terminal build. But most efficient is to add x64dbg to the system PATH, then define a task:

{
"label": "Debug (x64dbg)",
"type": "shell",
"command": "x64dbg",
"args": ["${workspaceFolder}\\bin\\main.exe"],
"dependsOn": "Build",
"problemMatcher": []

}

When you run this task, x64dbg opens with the executable loaded. Set breakpoints, press F9 to
run, and use VS Code for source editing in parallel. The two windows operate independently, but
the cycle of edit‑build‑debug is fast.

8.10 Multi-File Assembly Project Management

As projects grow, you may have dozens of source files, include files, and external libraries. VS
Code’s features can help manage complexity.
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Search and Navigation

Use Ctrl+P to quickly open any file by partial name. Use Ctrl+Shift+F to search across all files
in the workspace. Symbol search (Ctrl+T) shows labels and macros across files if the language
extension supports it.

File Structure View

The Outline view (in the Explorer sidebar) can show labels and sections if the language extension
is adequate. This makes jumping to a specific routine easy.

Using a Makefile

If you install make (via MSYS2 or MinGW), you can write a Makefile and have VS Code invoke it
through a task. The makefile can handle dependency detection for you, only reassembling changed
files. A simple example:

Code: Makefile for NASM project

NASM = nasm
GOLINK = golink
OBJ = obj/main.obj obj/io.obj
BIN = bin/prog.exe

$(BIN): $(OBJ)
^^I$(GOLINK) /entry main /console $(OBJ) kernel32.dll /fo $(BIN)

obj/%.obj: src/%.asm
^^I$(NASM) -f win64 -o $@ $<

Configure the VS Code task to call make. This is a robust solution for larger projects.

8.11 Productivity Optimization Techniques

Several small adjustments can dramatically speed up your NASM development in VS Code.

Keyboard Shortcuts

• Ctrl+Shift+B — build.

• Ctrl+̀ — toggle terminal.

• Ctrl+Shift+P — command palette.

• Ctrl+B — toggle sidebar (extra space for code).

• Ctrl+K Ctrl+S — open keyboard shortcuts editor; you can bind your custom task to a specific
key.
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Snippets

Create NASM snippets via File > Preferences > User Snippets > assembly. Define shortcuts
for common sequences, such as a function prologue:

Code: nasm.json snippet — function prologue

{
"Function Prologue": {

"prefix": "proc",
"body": [

"push rbp",
"mov rbp, rsp",
"sub rsp, ${1:0x20}",
"",
"${2:; body}",
"",
"mov rsp, rbp",
"pop rbp",
"ret"

],
"description": "Windows x64 function prologue/epilogue"

}
}

Typing proc and pressing Tab inserts the entire block, with placeholders that you can tab through.

Multi‑Cursor Editing

Hold Alt and click at multiple locations to edit in parallel. This is useful when adding the same
register to several lines.

Terminal Panes

Split the terminal (Ctrl+Shift+5) to have one pane for building and another for running commands.
Keep the build watcher in one and the debugger in the other.

Syncing with Windows Tools

Use code . in a command prompt to open the current directory in VS Code. Use code -r <file>
to open a specific file. You can toggle between the editor and a terminal to maintain a fast rhythm.

Important

Take the time to configure your environment before starting the main body of this book.
A well‑tuned editor reduces the feedback loop between writing code and seeing it execute,
which is essential for learning assembly effectively.
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Assembling and Linking Workflow

In This Chapter

Turning a human‑readable .asm source file into a native Windows 11 executable involves two distinct
stages: assembly and linking. This chapter dissects each stage in detail, from the moment NASM
parses your code until the linker produces a running .exe. You will learn the exact command‑line
options, the structure of the intermediate object file, how unresolved symbols are resolved, and
how to automate the entire process. Every fact is drawn from the NASM 2.16 documentation, the
Microsoft PE/COFF specification, and the observed behaviour of the Windows 11 loader.

9.1 NASM Assembly Process

NASM reads a plain‑text source file, typically with a .asm extension, and converts it into a binary
object file in the COFF (Common Object File Format) flavour used by Microsoft tools. The
command that performs this is:

nasm -f win64 -o output.obj input.asm

The -f win64 switch instructs NASM to generate a 64‑bit COFF object. Without it, NASM
defaults to a flat binary output, which is useless for Windows development.

During assembly, NASM performs the following steps:

1. Preprocessing. The source is scanned for preprocessor directives (%include, %define,
%macro), and the text is expanded to a pure sequence of instructions, labels, and directives.

2. Lexical Analysis and Parsing. Mnemonics, register names, and addressing modes are
tokenized and checked against the x86‑64 instruction set. Any syntax error is reported with
a line number.
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3. Code Generation. Each instruction is translated into its binary machine language encoding.
NASM calculates the lengths of instructions and the positions of labels.

4. Relocation and Symbol Table Construction. References to labels whose addresses are
not yet absolute are recorded in relocation entries. Symbols declared global are exported;
symbols declared extern are left as references to be resolved later.

5. Object File Writing. The assembled code, data, relocation tables, and symbol table are
written into the COFF file.

Source File Anatomy Affecting Assembly

The following NASM source illustrates the minimum components required to produce a valid object.

Code: minimal.asm — Smallest valid win64 source

; minimal.asm
bits 64
default rel

section .text
global main
main:

xor eax, eax
ret

The directive bits 64 tells NASM to generate 64‑bit code. The default rel makes RIP‑relative
addressing the default for memory operands, which is required by the Windows x64 ABI. The
section .text marks the following code as belonging to the executable code section. The global
main makes the main symbol visible outside this object file, so the linker can use it as an entry
point.

When assembled, this file produces an object that contains the raw bytes of the xor eax, eax and
ret instructions, along with a symbol table entry for main.

9.2 Object File Generation

The COFF object file produced by NASM follows the Microsoft PE/COFF specification. It consists
of a header, section headers, raw section data, and a symbol table with relocation entries.

Internal Structure of a COFF Object

• File Header. Identifies the file as COFF, specifies the target machine (IMAGE_FILE_MACHINE_AMD64
for 64‑bit), the number of sections, and the symbol table location.

• Section Headers. Each section (.text, .data, .bss) has a header describing its virtual size,
file offset, and characteristics (code, initialized data, uninitialized data, read‑only, etc.).

• Raw Section Data. The actual assembled bytes for .text and initialized .data are stored
here. BSS sections have no raw data, only a size.
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• Symbol Table. Every label (global or local) and every extern reference generates a symbol
entry. Symbols can be defined (main) or undefined (MessageBoxA). The auxiliary records for
functions may contain line numbers.

• Relocation Table. For each instruction that references an undefined symbol or a label that
needs address fixing, a relocation entry records the exact offset where the linker should patch
the final address.

NASM can produce a listing file that shows the generated bytes and addresses. Use the -l switch:
nasm -f win64 -l listing.lst -o output.obj input.asm

The listing file shows each source line, the offset within the section, and the encoded bytes. This is
invaluable for verifying instruction encodings.

Handling External Symbols

The extern directive introduces a name that is defined in another module or DLL. NASM records
the name as an undefined symbol and generates a placeholder address (typically all zeros) with
a relocation entry. Later, the linker fills in the correct address when it locates the symbol in an
import library or DLL.
extern MessageBoxA ; from user32.dll

The object file will contain a relocation entry that instructs the linker to patch the operand of
every call MessageBoxA with the final address. If the linker cannot find the symbol, it reports an
unresolved external error.

9.3 Linking Process
Linking combines one or more object files and resolves cross‑references to create an executable.
On Windows, the linker also manages the import of functions from DLLs and builds the portable
executable (PE) file structure.

Linking with GoLink

GoLink is a small linker designed for simplicity. Its invocation is:
golink /entry main /console [object files] [DLLs]

For example:
golink /entry main /console myprog.obj kernel32.dll user32.dll

The key points of GoLink’s behaviour:

• /entry specifies the entry point label; this label must be global.

• /console produces a console subsystem executable; use /windows for a GUI.

• The DLL names listed after the objects are scanned for the exported functions that correspond
to extern symbols in the object files. GoLink bypasses import libraries entirely and reads the
export tables of the named DLLs directly.
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• The linker allocates virtual addresses to the sections, builds an import table in a new section
(.idata), and writes the PE headers.

Linking with Microsoft Linker (link.exe)

The Microsoft linker requires import libraries (.lib) rather than direct DLL names. The command
is:
link /entry:main /subsystem:console myprog.obj kernel32.lib user32.lib

Import libraries are shipped with the Windows SDK and provide stubs that the linker resolves to
the correct DLL exports. The Microsoft linker also supports debug symbol generation (/debug
produces a .pdb) and many other options.

Symbol Resolution

During linking, the linker performs two passes:

1. Allocation and Address Assignment. All sections from all object files are concatenated,
and virtual addresses are assigned. The entry point address is recorded.

2. Relocation and Patching. For each relocation entry in every object, the linker computes
the final address and patches the instruction or data field. For external symbols, the linker
searches the import libraries or DLL export tables and writes the thunk address into the
import table.

When the linker encounters an undefined symbol that it cannot resolve, it stops with an error. For
GoLink, this might be a typo in a function name; for Microsoft Linker, a missing .lib.

Warning

Inter‑module calls through the IAT. When you declare extern MessageBoxA and then
call MessageBoxA, NASM actually generates a call to a thunk inside the .idata section
of the final executable. The thunk loads the real function address from the Import Address
Table (IAT) and jumps to it. This indirection allows Windows to patch the IAT with the
actual DLL function addresses at load time. As an assembly programmer you do not need
to manage this indirection; the assembler and linker handle it transparently.

9.4 Executable Creation
The final executable is a PE32+ file, the 64‑bit variant of the Portable Executable format. Its
structure includes:

• DOS Header and Stub. A small MS‑DOS executable that prints “This program cannot be
run in DOS mode.”

• PE Signature and COFF Header. Identifies the file as a PE image for AMD64.

• Optional Header. Contains the entry point address, the image base, section alignment,
subsystem type (console or GUI), and the size of the stack.
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• Section Headers. For each section (.text, .data, .rdata, .idata, .bss, etc.), the size,
base address, and attributes.

• Import Section (~.idata). Contains the Import Directory Table, listing each DLL and the
functions imported from it. At load time, the Windows loader walks this table and fills in the
IAT addresses.

The entire process from source to executable can be visualised as:

main.asm NASM−−−−→ main.obj Linker−−−−→ main.exe

A Full Walkthrough

Below is a complete program that displays a message box, together with the exact commands to
build it and an explanation of what each step produces.

Code: msgbox.asm — from source to executable

; msgbox.asm
; Assemble: nasm -f win64 -o msgbox.obj msgbox.asm
; Link: golink /entry main /console msgbox.obj kernel32.dll user32.dll

bits 64
default rel

extern MessageBoxA
extern ExitProcess

section .data
caption db 'NASM Linking Demo', 0
message db 'The linker resolved all symbols.', 0

section .text
global main
main:

sub rsp, 28h

xor r9d, r9d ; uType = MB_OK
lea r8, [rel caption] ; lpCaption
lea rdx, [rel message] ; lpText
xor ecx, ecx ; hWnd = NULL
call MessageBoxA

xor ecx, ecx
call ExitProcess

After assembly (nasm -f win64 -o msgbox.obj msgbox.asm), the object file msgbox.obj con-
tains:

• .text section with the machine code of main, including the calls to MessageBoxA and
ExitProcess with placeholder addresses.

• .data section with the string bytes.

• Undefined symbols: MessageBoxA and ExitProcess.
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• A defined symbol main marked as global.

The linker (golink /entry main /console msgbox.obj kernel32.dll user32.dll) reads kernel32.dll
and user32.dll from the system directory (Windows 11 typically stores them in C:\Windows\System32)
and extracts the exports. It resolves both functions, builds the import table, sets the entry point,
and writes msgbox.exe.

Running msgbox.exe causes the Windows loader to:

1. Map the PE sections into memory.

2. Walk the import table, load the referenced DLLs, and write the actual function addresses into
the IAT.

3. Jump to the entry point specified in the PE header.

Thus the message box appears.

Tip

To inspect the generated PE file, use the dumpbin tool from the Windows SDK (e.g., dumpbin
/headers msgbox.exe) or a graphical PE viewer. This reveals the exact section layout,
import table, and entry point, confirming the work of the linker.

9.5 Build Automation

Typing the assembly and link commands manually for every change is inefficient. Automation
scripts and tools streamline the workflow.

Batch File Automation

A simple batch file (build.bat) can assemble and link in one step:

Code: build.bat — Simple build script

@echo off
nasm -f win64 -o obj\main.obj src\main.asm
if %errorlevel% neq 0 exit /b %errorlevel%
golink /entry main /console obj\main.obj kernel32.dll user32.dll /fo bin\main.exe
echo Build complete: bin\main.exe

This script can be placed in the project root and invoked from the command line or from a VS Code
task. The /fo flag of GoLink directs the output to a specific file.

Makefile with GNU Make

For multi‑file projects, a Makefile automatically detects which sources have changed and only re-
assembles them. Using GNU Make from MSYS2 or MinGW, the following example works:
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Code: Makefile for NASM projects

NASM = nasm
GOLINK = golink
SRC_DIR = src
OBJ_DIR = obj
BIN_DIR = bin
TARGET = $(BIN_DIR)/main.exe
OBJS = $(OBJ_DIR)/main.obj $(OBJ_DIR)/io.obj
LIBS = kernel32.dll user32.dll

$(TARGET): $(OBJS)
^^I$(GOLINK) /entry main /console $(OBJS) $(LIBS) /fo $(TARGET)

$(OBJ_DIR)/%.obj: $(SRC_DIR)/%.asm
^^I$(NASM) -f win64 -o $@ $<

clean:
^^Idel /q $(OBJ_DIR)\*.obj $(TARGET)

Type make to build everything, or make clean to remove generated files.

PowerShell Automation

PowerShell scripts can provide more sophisticated error handling and can integrate with other
development tools. A minimal build script might be:

Code: build.ps1

$ErrorActionPreference = "Stop"
nasm -f win64 -o obj\main.obj src\main.asm
if ($LASTEXITCODE -ne 0) { throw "Assembly failed" }
golink /entry main /console obj\main.obj kernel32.dll user32.dll /fo bin\main.exe
Write-Host "Build succeeded: bin\main.exe"

Run with powershell -ExecutionPolicy Bypass -File build.ps1 from the command prompt
or a VS Code task.

Continuous Integration

While uncommon for small assembly projects, it is possible to set up a CI pipeline using GitHub
Actions or similar. The pipeline would install NASM and GoLink on a Windows runner, assemble
and link the project, and archive the artifact. This ensures that every commit compiles correctly.

Note

The Windows 11 environment provides the necessary tools freely. By automating the build,
you eliminate repetitive typing and reduce the chance of human error in command‑line
arguments. Choose the automation method that best fits your project size and personal
workflow.
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Combining Build and Run
A convenient script pattern assembles, links, and immediately runs the executable. This is especially
useful during rapid prototyping. Example batch file:
@echo off
nasm -f win64 -o test.obj test.asm
if %errorlevel% neq 0 exit /b
golink /entry main /console test.obj kernel32.dll user32.dll /fo test.exe
if %errorlevel% neq 0 exit /b
test.exe

This allows a single double‑click or command to see the result of code changes instantly.

Important

Check error levels. Always test the exit code after each tool invocation in scripts. If the
assembler fails, the linker should not be run; if the linker fails, the executable should not be
executed. Ignoring errors can leave a stale executable that crashes without warning.

Putting It All Together
Mastering the assembly and linking workflow is the foundation of efficient NASM programming
under Windows 11. Understanding what NASM puts into the object file and how the linker resolves
symbols lets you diagnose errors confidently. Automation then turns a multi‑step manual process
into a single keystroke, allowing you to focus on the code itself. The next chapter dives into the
syntax and structure of NASM source files, equipping you to write more complex programs.
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10
Object Files and Executables (COFF/PE)

In This Chapter

The journey from assembly source to a running program passes through two meticulously defined file
formats: COFF object files and PE32+ executables. This chapter describes the internal structure
of these files as they are used by NASM and the Windows 11 toolchain. You will learn how
sections, symbols, and relocations are organised, how the entry point is specified, and how the linker
resolves references across modules and DLLs. Every description is verified against the Microsoft
PE/COFF specification revision 11.0, the NASM 2.16 manual, and the behaviour of the Windows
11 loader. Working assembly examples illustrate how to control section placement and how symbols
are exported and imported.

10.1 COFF Format

The Common Object File Format is the intermediate binary format produced by NASM when
generating output for Windows. A COFF file contains relocatable machine code, data, and metadata
that the linker combines to form the final executable. NASM uses the 64‑bit Microsoft COFF variant
when the -f win64 switch is given.

10.1.1 File Header

At the start of every COFF file there is a 20‑byte file header. It identifies the target machine as
IMAGE_FILE_MACHINE_AMD64 (value 0x8664), records the number of sections, and contains the file
offset to the symbol table. NASM sets these fields according to the assembled content. The header
also stores a time stamp and a pointer to the optional header (present only in images, not in object
files, but the field is used).
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Below is a minimal NASM source that produces a COFF object with two sections. We can examine
its header using a hex editor or the dumpbin tool.

Code: listing10-1.asm — Minimal object with two sections

; listing10-1.asm
bits 64
default rel

section .text code align=16
global _start
_start:

xor eax, eax
ret

section .data data align=8
value dq 0x123456789ABCDEF0

When assembled with nasm -f win64 -o test.obj listing10-1.asm, the resulting COFF con-
tains a file header, section headers for .text and .data, the assembled bytes for the code and
data, a symbol table containing _start and value, and a relocation entry for the data reference if
any. The align= directive instructs NASM to set the section alignment characteristic in the section
header; the linker respects this alignment when combining sections.

10.1.2 Section Headers

Each section is described by a 40‑byte section header. The fields include the section name (trun-
cated to 8 characters or stored in the string table), the size of the raw data, the file offset of
the data, the relocation count, and the section characteristics flags. NASM sets the characteris-
tics based on the section type: .text receives IMAGE_SCN_CNT_CODE | IMAGE_SCN_MEM_EXECUTE |
IMAGE_SCN_MEM_READ, while .data receives IMAGE_SCN_CNT_INITIALIZED_DATA | IMAGE_SCN_MEM_READ
| IMAGE_SCN_MEM_WRITE. The .bss section receives IMAGE_SCN_CNT_UNINITIALIZED_DATA with
the same memory protection flags but zero raw data size.

Tip

You can define custom sections with arbitrary names and characteristics using the section
directive. For example, section .my_rodata progbits alloc data readonly align=16
creates a read‑only data section. NASM maps the progbits type to initialized data and
nobits to uninitialized data (BSS). The alloc and data flags combined with readonly
generate the correct COFF section flags.

10.1.3 Symbol Table and Relocations

The COFF symbol table records every label and external reference. Each 18‑byte entry contains
the name (or a reference to the string table), the section number where the symbol is defined (or
0 for undefined), the value (offset within the section), and a storage class. NASM assigns the class
IMAGE_SYM_CLASS_EXTERNAL to labels with global or extern declarations. Undefined symbols are
marked with section number 0 and a zero value.
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Relocation entries accompany the section data. Each relocation is a 10‑byte structure that specifies
the offset within the section, the symbol table index of the target, and the relocation type. For an
extern function call, NASM emits a IMAGE_REL_AMD64_REL32 relocation, instructing the linker to
compute a 32‑bit relative displacement from the call site to the final address of the symbol. For
address references, an IMAGE_REL_AMD64_ADDR64 relocation is used.

The following example demonstrates how an extern reference generates a relocation.

Code: listing10-2.asm — Extern symbol and relocation

; listing10-2.asm
bits 64
default rel

extern MessageBoxA
extern ExitProcess

section .text
global main
main:

sub rsp, 28h
call MessageBoxA ; generates REL32 relocation
call ExitProcess ; another REL32 relocation

After assembly, the object file contains two relocation entries in the .text section, both pointing to
the undefined symbols MessageBoxA and ExitProcess. The linker will later replace the placeholder
operands with the correct relative offsets.

10.2 PE Structure
The Portable Executable format for 64‑bit Windows (PE32+) extends the COFF object with an
MS‑DOS stub, a PE signature, an optional header (which is actually mandatory), and a data
directory that points to import and export tables. The linker takes the individual COFF object
files and merges them into a single PE image.

10.2.1 Overall Architecture of a PE File

A PE32+ file consists of the following major parts, in order:

1. MS‑DOS Header and Stub. A tiny 16‑bit MS‑DOS program (“This program cannot be
run in DOS mode”) that also contains the file offset of the PE signature.

2. PE Signature. The 4‑byte value PE\0\0.

3. COFF File Header. Same structure as the object file header, but with a different machine
type and often additional flags.

4. Optional Header (Image Optional Header). Contains the entry point address, image
base, section alignment, file alignment, subsystem type, stack reserve and commit sizes, and
the data directory array.

5. Section Headers. Describes each section in the final image.
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6. Sections. The merged and aligned code, data, import, and export sections.

10.2.2 The Optional Header and Important Fields
The optional header holds the values that control how the loader maps the file:

• AddressOfEntryPoint: RVA (Relative Virtual Address) of the first instruction to execute.
For a NASM program with global main, this points to the main label after linking.

• ImageBase: The preferred base address in virtual memory, typically 0x400000 for 32‑bit or
0x140000000 for 64‑bit EXEs.

• SectionAlignment / FileAlignment: How sections are aligned in memory (usually 4KB)
and in the file (usually 512 bytes).

• SizeOfStackReserve / SizeOfStackCommit: Stack size parameters.

• Subsystem: IMAGE_SUBSYSTEM_WINDOWS_CUI for console applications, IMAGE_SUBSYSTEM_WINDOWS_GUI
for GUI applications. This is set by the /console or /windows switch in GoLink, or /subsystem:console
in Microsoft Linker.

10.2.3 Data Directories and Import Table
The data directory array contains entries for 16 standard directories. For user‑mode NASM pro-
grams, the most important is the Import Directory (IMAGE_DIRECTORY_ENTRY_IMPORT). It points to
the import section, where the linker builds the Import Directory Table (IDT) and Import Address
Table (IAT).

When you write extern MessageBoxA, the linker creates an import thunk that consists of a short
indirect jump through an IAT slot. At load time, Windows reads the IDT, loads the required DLLs,
and fills the IAT with the real function addresses. Thus, a call MessageBoxA in your code actually
calls a stub that jumps to the real API.

A diagram of the import resolution process:

CALL [MessageBoxA] --> .text section
|
v

Stub in .text (or .idata):
JMP [IAT entry for MessageBoxA] --> IAT entry initially points to

the name/ordinal lookup; after
load, contains the real address.

NASM hides this complexity: call MessageBoxA when MessageBoxA is extern causes NASM to
emit a CALL with a REL32 relocation against a symbol that the linker creates as a thunk. The
linker then patches the call to go to the thunk, and the thunk uses the IAT.

10.3 Sections and Headers
NASM gives you fine control over the sections that appear in the final executable. Understanding
the defaults and how to override them allows custom memory layouts.
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10.3.1 Standard Sections
• .text: Executable code. Typically mapped with read+execute permissions. All global labels

intended as entry points reside here.

• .data: Initialized mutable data. Mapped read+write.

• .rdata: Read‑only data, such as constant strings. Automatically created for initialized data
declared in a section marked readonly. You can also create it explicitly.

• .bss: Uninitialized data that the loader zero‑fills. Does not consume file space apart from its
size declaration.

• .idata: Import table. Generated by the linker; you rarely need to declare it directly.

• Debug sections (.debug_*): Symbolic debugging information, generated when using
/debug with Microsoft Linker.

10.3.2 Custom Sections
Suppose you want a dedicated section for shared data accessible from multiple modules. You can
define it in NASM:
section .shared progbits alloc data share align=4096
shared_var dq 0

The share keyword sets the IMAGE_SCN_MEM_SHARED flag in the section header. The linker re-
spects this flag and allocates the section accordingly. On Windows, shared sections are used for
inter‑process shared memory when the PE is loaded in different processes at the same virtual ad-
dress.

10.3.3 Section Alignment and Its Impact
The align directive in NASM only affects the alignment within a single object file. The final
section alignment in the executable is determined by the linker’s /ALIGN option (default usually
4KB). However, setting a tight internal alignment can help with cache line optimization. For
example, aligning a hot loop to 16 bytes:
align 16
.loop:

add eax, [rcx]
add rcx, 8
sub edx, 1
jnz .loop

This ensures the loop start is at a 16‑byte boundary, potentially improving the fetch unit’s efficiency.

10.4 Entry Point Mechanics
The entry point is the address where execution begins after the loader initializes the process. For
a console application built with NASM, it is specified by the global declaration and the linker’s
/entry switch. The entry point function must conform to the Microsoft x64 calling convention and
can have one of several valid signatures.
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10.4.1 Entry Point Signatures

The Windows loader calls the entry point with no explicit arguments, but the actual entry point is
normally a C runtime startup routine that calls main. When you bypass the runtime with a pure
NASM program, you can define a standard main label with one of these forms:

• void main() — no arguments; the simplest for console apps.

• int main() — returns an integer; the return value becomes the process exit code.

• void __cdecl WinMain(...) — for GUI apps; the signature is more complex and is rarely
used in pure assembly unless interfacing with the C runtime.

The entry point function is responsible for all initialization; there is no hidden scaffolding. The
stack pointer is aligned to 8 mod 16 when the loader transfers control. The entry must perform the
standard prologue (sub rsp, 28h) before using any Windows API calls.

10.4.2 How Execution Reaches Your Code

After the PE file is loaded and the IAT is filled, the operating system creates a thread whose
instruction pointer is set to the AddressOfEntryPoint RVA plus the base address. The very first
instruction executed is therefore the one you placed at the entry label. This means that global
variables are already zeroed (BSS) or contain their initial values (.data), and the stack is set up
with the stack size from the PE header. Nothing else is prepared — no command‑line parsing, no
environment block copy. In a NASM program, you have complete control.

Code: listing10-3.asm — Entry point returning a value

; listing10-3.asm
bits 64
default rel

extern ExitProcess
extern GetCommandLineA

section .text
global main
main:

sub rsp, 28h

call GetCommandLineA
; RAX now contains the command line string pointer.
; Use it or ignore it; then exit with code 42.

mov ecx, 42
call ExitProcess

This entry point retrieves the command line and then exits with a custom code. The entry point
main was declared global, and the linker command /entry main connected it to the PE entry point.
You can verify the entry point address using dumpbin /headers main.exe.
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10.5 Symbol Resolution
Symbol resolution is the process by which the linker binds a referenced name to its definition. In
the context of NASM and Windows, there are four main categories of symbols:

10.5.1 Local Symbols

Labels not declared global are local to the object file. The linker does not see them; they are
resolved at assembly time because their addresses are known relative to the section start. NASM
optimizes local jumps to short relative offsets.

10.5.2 Global Symbols within the Same Module

When a label is declared global, it is exported from the object file. Other object files within the
same linking operation can reference it via extern, and the linker will patch the references with the
correct address. For example, a library of utility routines built from multiple .asm files uses global
to expose functions.

Code: listing10-4a.asm — Exporting a function

; mathlib.asm
bits 64
default rel

section .text
global add_two
add_two:

lea rax, [rcx + rdx]
ret

Code: listing10-4b.asm — Importing and using the function

; mainapp.asm
bits 64
default rel

extern add_two
extern ExitProcess

section .text
global main
main:

sub rsp, 28h

mov rcx, 3
mov rdx, 7
call add_two ; RAX = 10

mov ecx, eax
call ExitProcess ; exit with code 10

Assemble both files and link them together:
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nasm -f win64 -o mathlib.obj mathlib.asm
nasm -f win64 -o mainapp.obj mainapp.asm
golink /entry main /console mainapp.obj mathlib.obj kernel32.dll

The linker resolves the reference to add_two from mainapp.obj to the definition in mathlib.obj,
and the executable runs correctly, exiting with code 10.

10.5.3 DLL Import Symbols
Symbols declared extern that are not defined in any object file must be resolved by the linker
through DLL import. As described earlier, the linker creates a thunk and an IAT entry. At load
time, the OS resolves the final address. If a DLL name is misspelled in the linker command line
(for GoLink) or the import library is wrong, the linker will fail.

Warning

Name decoration. Most Windows API functions have two names: an ANSI version (suffix
_A) and a Unicode version (suffix _W). For example, MessageBoxA and MessageBoxW. When
using GoLink, you must supply the exact exported name. There is no automatic resolution.
Always check the DLL export table (with dumpbin /exports) to confirm the correct spelling.

10.5.4 Forwarded Symbols and Delay Load
Some exports are forwarders: a symbol in one DLL actually forwards to another DLL. The linker
and loader handle this transparently. Delay loading, where the DLL is loaded only when the function
is first called, is also possible but requires specific linker directives. For standard NASM programs
this is rarely needed.

Putting It All Together
Understanding the COFF and PE formats bridges the gap between assembly language and the oper-
ating system. Every directive you write — section, global, extern — leaves a trace in the object
file that the linker and loader interpret precisely according to the specifications. This knowledge
empowers you to diagnose linking errors, inspect generated binaries, and create executables with
custom memory maps and section permissions. The next chapter will explore the debugging and
disassembly tools available to examine these structures in living programs.
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Using Linkers (MSVC / MinGW / LLVM)

In This Chapter
NASM produces standard 64‑bit COFF object files, which can be linked by a variety of linkers
beyond the minimalist GoLink. This chapter covers the three most important linkers used on
Windows 11 for assembly development: the Microsoft Linker (link.exe), the MinGW port of GNU
ld, and the LLVM linker (lld-link). You will learn how to invoke each one with the correct options
to convert NASM output into a working executable, how to link against import libraries and static
libraries, and how to diagnose the most frequent linking errors. Every command shown has been
tested with NASM 2.16.01 on Windows 11 24H2 against the official linker documentation from
Microsoft, MinGW-64, and LLVM.

11.1 MSVC Linker
The Microsoft Linker (link.exe) is part of the Windows SDK or the Visual Studio Build Tools. It
is the native linker for the Windows platform and the most feature‑complete. For NASM assembly,
we use it in a reduced but powerful way.

Obtaining and Setting Up
Install the Visual Studio Build Tools or the Windows SDK. During installation, select the MSVC v143
– VS 2022 C++ x64/x86 build tools (or later) and the Windows 10/11 SDK. After installation,
open a Developer Command Prompt for VS 2022 (or later). This command prompt automatically
sets the PATH so that link.exe is available.

You can also set the environment manually by running the script vcvarsall.bat with the argument
x64. For example:
"C:\Program Files\Microsoft Visual Studio\2022\Community\VC\Auxiliary\Build\vcvarsall.bat" x64
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Basic Linker Invocation

The MSVC linker uses import libraries (.lib) to resolve symbols from DLLs. It also requires that
the subsystem be explicitly set. The minimal command to link a console application looks like:
link /entry:main /subsystem:console main.obj kernel32.lib

If your program uses additional DLLs (e.g., user32.dll), you must supply the corresponding import
library (user32.lib). These libraries are found in the SDK lib\x64 directory; the Developer
Prompt adds that directory to the linker search path automatically.

Complete Example: Message Box

Below is a NASM program that displays a message box. We will assemble it and link with the
MSVC linker.

Code: listing11-1.asm — Message box for MSVC linker

; listing11-1.asm
bits 64
default rel

extern MessageBoxA
extern ExitProcess

section .data
caption db 'MSVC Linker',0
message db 'Linked with link.exe',0

section .text
global main
main:

sub rsp, 28h

xor r9d, r9d
lea r8, [caption]
lea rdx, [message]
xor ecx, ecx
call MessageBoxA

xor ecx, ecx
call ExitProcess

Assemble and link with the following commands executed in a Developer Command Prompt:
nasm -f win64 -o listing11-1.obj listing11-1.asm
link /entry:main /subsystem:console listing11-1.obj kernel32.lib user32.lib

If the link succeeds, listing11-1.exe is generated, and running it shows the message box.

Additional MSVC Linker Options

Some useful options:

• /debug — generates a PDB file for debugging.
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• /out:filename.exe — specifies the output executable name.

• /machine:x64 — explicitly sets the target architecture (usually not needed if all objects are
64‑bit).

• /largeaddressaware:no — controls the ability to use addresses above 2 GB (the default is
yes for 64‑bit).

• /stack:reserve,commit — sets the stack size; e.g., /stack:1048576,4096.

• /map:filename.map — generates a map file with addresses of all symbols.

For example, to produce a debug build with a map file:
link /entry:main /subsystem:console /debug /map:listing11-1.map^

listing11-1.obj kernel32.lib user32.lib /out:demo.exe

Tip

The caret ̂ is the line continuation character in the Windows command prompt. Use it to
break long commands across lines for readability.

Using Response Files
When linking many object files or libraries, you can write the arguments in a text file (e.g.,
linkargs.txt) and use it with the @ prefix:
link @linkargs.txt

Inside linkargs.txt:

Code: linkargs.txt

/entry:main
/subsystem:console
/debug
main.obj
io.obj
kernel32.lib
user32.lib
/out:app.exe

This is especially useful for large projects.

11.2 MinGW Linker
MinGW-64 provides a port of the GNU toolchain, including the linker ld. This linker can handle
COFF object files and PE targets, making it fully compatible with NASM output.

Installing MinGW-64
Download the MinGW-64 installer from mingw-w64.org or via MSYS2. Choose the version that
targets x86_64 and the seh exception handling model. After installation, add the bin directory to
your system PATH, or run from the MSYS2 shell.
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Linking with GNU ld

The GNU linker ld uses a different syntax. The command to link a console executable from NASM
objects is:
ld -o main.exe main.obj -LC:\path\to\libs -luser32 -lkernel32

You need to specify the exact paths to the import libraries if they are not in the linker’s default search
path. The MinGW distribution includes libkernel32.a and libuser32.a (these are GNU‑style
import libraries). The linker automatically adds the .a extension and prefix lib when using the -l
flag, but the path must be correct.

A typical compilation using MinGW from the Windows command prompt looks like this (assuming
MinGW is installed in C:\mingw64):
nasm -f win64 -o main.obj main.asm
ld -o main.exe main.obj -L"C:\mingw64\x86_64-w64-mingw32\lib" -luser32 -lkernel32

Setting the Entry Point

If the entry point is not named main (or the default _start), you can specify it with the –entry
option:
ld -o main.exe main.obj --entry=myStart -lkernel32

Caution

The GNU linker expects the entry point symbol to have the same name as the label. NASM
does not prepend underscores to global symbols when using -f win64, so main stays main.
This is important to avoid undefined reference errors.

Subsystem Selection

The MinGW linker infers the subsystem from the entry point or can be set explicitly via a linker
script or –subsystem option. Use -subsystem=console or -subsystem=windows. For example:
ld -o main.exe main.obj -L... -luser32 -lkernel32 --subsystem=console

Static Libraries and .lib Files

The GNU linker can also link against Microsoft‑style .lib import libraries if they are in the correct
format (short import libraries can be converted using dlltool). However, the easiest approach is
to use the MinGW‑supplied import libraries (lib*.a) or generate them from DLLs with pexports
and dlltool. For standard Windows DLLs, the pre‑packaged libraries in the MinGW distribution
are sufficient.

11.3 LLVM lld
LLVM’s linker lld is a cross‑platform linker that can target Windows. The relevant driver is
lld-link, which is designed to be command‑line compatible with the MSVC linker. It is part of
the LLVM toolchain, available for Windows as a binary distribution.
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Installing lld-link

Download LLVM for Windows from llvm.org (the installer includes lld-link.exe). After instal-
lation, ensure the bin directory is in your PATH.

Linking with lld-link

The syntax is nearly identical to MSVC’s link.exe:
lld-link /entry:main /subsystem:console main.obj kernel32.lib user32.lib /out:app.exe

You can use the same import libraries that the Microsoft Linker uses. lld-link is also compatible
with .obj files produced by NASM, and it generates correct PE32+ executables.

Advantages over MSVC Linker

• Faster linking for very large projects.

• Consistent command‑line syntax across platforms.

• More permissive: often accepts object files that the MSVC linker might reject.

• Integrated with the LLVM toolchain for advanced LTO (not typically used with assembly).

For assembly programs, the difference is minimal, but if you already use LLVM for other purposes,
lld-link is a convenient, fast alternative.

Complete Example with lld-link

Assemble a program and link with lld-link:
nasm -f win64 -o test.obj test.asm
lld-link /entry:main /subsystem:console test.obj kernel32.lib user32.lib /out:test.exe

The executable is virtually identical to one produced by MSVC’s linker. There are no extra runtime
dependencies.

11.4 Library Linking
Libraries are collections of object files or a description of DLL imports. Understanding how to link
with libraries is essential for using Windows API functions and for modularising your code.

Import Libraries (.lib)

An import library is a small stub library that tells the linker which functions are exported by a
DLL and creates the necessary thunk code for the import address table. Every standard Windows
DLL has a corresponding import library shipped with the Windows SDK. Example: kernel32.lib,
user32.lib, gdi32.lib. When you use an import library, you do not need to specify the DLL
name on the command line; the linker extracts the information from the library.

For MSVC and LLVM, provide the .lib files as arguments. For MinGW, use the .a import libraries
(or convert .lib to .a).
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Static Libraries (.lib)

Static libraries contain actual code and data, not just import stubs. They are created by archiving
object files with lib.exe (MSVC) or ar (MinGW). NASM does not create static libraries directly,
but you can assemble multiple object files and then add them to a static library for use in other
projects.

To create a static library with MSVC:
lib /out:myutils.lib util1.obj util2.obj

Then link your main program with myutils.lib. References to functions in the library are resolved
normally.

DLL Creation and Linking

If you want to create a DLL from NASM source, you declare the entry point with global DllMain
(or a custom entry) and link with /dll for MSVC/LLVM, or –shared for MinGW. The DLL exports
symbols via a .def file or the __declspec(dllexport) directive (not directly available in NASM,
but you can use a .def file).

Example using MSVC:
nasm -f win64 -o mydll.obj mydll.asm
link /dll /def:mydll.def mydll.obj kernel32.lib /out:mydll.dll

The .def file lists the exported names:

Code: mydll.def

EXPORTS
MyFunction

This process is explained in detail in later chapters on DLL development.

11.5 Common Errors
Linking errors are often cryptic but follow a few patterns. Below are the most frequent pitfalls when
linking NASM objects with these linkers, together with their solutions.

Unresolved External Symbol

The error message from MSVC:
error LNK2001: unresolved external symbol MessageBoxA

This means the linker could not find a definition for MessageBoxA. Causes:

• Missing import library: you forgot to add user32.lib (MSVC/LLVM) or -luser32 (MinGW)
to the command line.

• Typo in the extern name; check capitalization.

• For MinGW, the import library libuser32.a may not be present or the path may be wrong.
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Solution: verify the exact spelling of the function and include the correct library.

Entry Point Not Found

MSVC error:

error LNK2019: unresolved external symbol main referenced in function main

or

error LNK2020: unresolved token main

This usually means the linker cannot locate the entry point symbol you specified with /entry.
Causes:

• Missing global declaration in the source file for the entry point label.

• The entry point name differs from the label because of a leading underscore (NASM does not
prepend underscores, but if you accidentally wrote _main in the linker, it would fail).

• The object file containing the entry point was not passed to the linker.

Solution: ensure the label is global and that the /entry name matches exactly.

Subsystem Mismatch

A program that uses GUI functions but is linked with /subsystem:console will still run but will
open a console window behind the GUI. The opposite (using /subsystem:windows with console I/O)
may cause a crash because the standard handles are not set up. Solution: choose the subsystem
matching the program’s primary functionality.

32-Bit / 64-Bit Mix

Using a 32‑bit object file (nasm -f win32) with a 64‑bit linker (or vice‑versa) results in a machine
type mismatch error:

LNK1112: module machine type 'x86' conflicts with target machine type 'x64'

Always use nasm -f win64 and a linker configured for x64 (which is the default on Windows 11
64‑bit SDK).

Missing DLL at Runtime

The executable is created successfully but fails to start with a “The program can’t start because
X.dll is missing” dialog. This is not a linker error per se, but it indicates that a DLL listed in the
import table is not on the system PATH or in the executable directory. Ensure all required DLLs
are available.

Corrupt or Misaligned Sections

Rare: if the object file contains a section with an invalid alignment or size, the linker may emit
“fatal error LNK1248: section ... has invalid alignment”. This can happen with custom NASM

128



11.5. COMMON ERRORS NASM x86-64 on Windows 11

sections that ask for alignment larger than 8192. Stick to standard section types and reasonable
alignments.

Tip

Linker verbose mode. To diagnose stubborn linking errors, add /VERBOSE (MSVC) or
–verbose (ld, lld) to see exactly which libraries are being searched and which symbols are
found or missing. This output is often lengthy but reveals the root cause quickly.

Multiple Defined Symbols
If you accidentally define a symbol that already exists in an import library (e.g., declaring main in
an import library), you will get a duplicate definition error. Rename your symbol or the conflicting
one.

Using the Correct Calling Convention
Although not a linker error, a mismatch in calling convention between the caller and the callee (e.g.,
forgetting the shadow space) will not cause a link failure but will crash at runtime. The linker has
no knowledge of calling conventions; it only matches symbol names.
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In This Chapter

Assembly language programming grants direct control over the processor, but it also eliminates the
safety nets of high‑level languages. A misaligned stack, an incorrect register value, or a single wrong
byte in an instruction encoding can cause a silent crash or unpredictable behaviour. Debugging is
therefore not a luxury; it is an integral part of the development workflow. This chapter introduces
the two premier debuggers for 64‑bit Windows — x64dbg and WinDbg — and walks through their
installation, basic usage, and essential capabilities. You will learn how to set breakpoints, step
through instructions, inspect and modify registers and memory, and use these tools to diagnose
problems in your NASM programs. Every technique is illustrated with a practical example that
you can assemble, link, and debug on your own Windows 11 machine.

12.1 Debugging Concepts
Debugging at the assembly level shares many concepts with higher‑level debugging but puts the
human much closer to the raw machine state. The fundamental operations are:

• Execution control. The ability to start, stop, step, and resume the target process at the
instruction level.

• Breakpoints. Marking a location (address) where execution will pause, allowing inspection
of the processor state.

• State inspection. Viewing the contents of general‑purpose registers, the instruction pointer,
the flags register, and the stack.

• Memory inspection. Examining arbitrary virtual memory addresses as bytes, words, dwords,
or qwords, and optionally interpreting them as ASCII strings or structures.
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• State modification. Changing register values or memory contents while the program is
paused, to test theories or force a particular execution path.

• Call stack reconstruction. Walking the chain of return addresses to understand how the
current function was reached.

In Windows 11, user‑mode assembly programs run at ring 3, and debuggers attach as privileged
tools that can read and write the debuggee’s memory and registers via the Windows debugging API.
Both x64dbg and WinDbg use this API to provide a complete interactive environment.

12.2 x64dbg Overview
x64dbg is an open‑source, graphical debugger specifically tailored for 64‑bit and 32‑bit Windows
binaries. It is the tool of choice for many assembly developers because of its intuitive interface,
instant register and memory views, and plugin architecture.

Installation
Download the latest release from the official x64dbg website or GitHub repository. The package is
a portable zip archive; extract it to a folder, for instance C:\Tools\x64dbg. Launch x96dbg.exe.
No installation is needed.

Loading a Program
To debug a NASM executable, either drag the .exe onto the x64dbg window or use File > Open and
browse to the file. x64dbg will load the PE file, parse its sections, and set a temporary breakpoint
at the entry point (often labelled EntryPoint). The disassembly panel shows the machine code as
NASM‑style mnemonics with addresses and hex bytes.

Main Interface
The default layout is divided into several panels:

• Disassembly — the central view showing address, hex bytes, and assembly instructions.

• Registers — a grid displaying the 16 general‑purpose registers, RIP, and flag values, updated
after each step.

• Stack — shows the current stack contents in raw hex with optional ASCII interpretation.

• Dump — a general‑purpose memory hex dump.

Basic Commands and Shortcuts
• F9 — Run (continue execution until the next breakpoint or process exit).

• F8 — Step over (execute the current instruction and pause on the next one; if the instruction
is a CALL, the execution runs the entire callee and stops after the call returns).

• F7 — Step into (execute one instruction; if it is a CALL, enter the callee’s first instruction).

• F2 — Toggle a software breakpoint on the currently selected instruction.
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• Ctrl+G — Go to address or expression (e.g., main or 0x140001000).

• Ctrl+B — Search for byte patterns.

• Ctrl+M — Follow a pointer in the dump.

Setting Up for NASM Debugging

To get the most from x64dbg with a NASM executable, you may want to rename your entry point
label and include symbolic names. NASM does not embed debugging information into the COFF
output by default, but GoLink can generate a map file (/map) and Microsoft Linker can produce a
PDB with /debug. For small programs, bare disassembly suffices. For larger ones, a map file can
be imported into x64dbg via the Symbols tab.

Code: listing12-1.asm — A program ready for x64dbg debugging

; listing12-1.asm
; Assemble: nasm -f win64 -o listing12-1.obj listing12-1.asm
; Link: golink /entry main /console /map listing12-1.map listing12-1.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'x64dbg test', 13, 10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess
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After linking with the /map option, the file listing12-1.map lists each label and its address. In
x64dbg, you can press Ctrl+G, type main, and jump directly to that address if the map is loaded.
Even without symbols, you can scroll to the entry point in the disassembly window.

12.3 WinDbg Overview
WinDbg is the official Windows debugger, available in a classic version (from the Windows SDK)
and a modern WinDbg Preview app from the Microsoft Store. Both provide a command‑line‑driven
interface with powerful scripting and data analysis capabilities. This book focuses on WinDbg
Preview because of its improved rendering and easy installation.

Installation

Open the Microsoft Store app on Windows 11, search for “WinDbg Preview”, and install it. The
classic WinDbg can be installed through the “Debugging Tools for Windows” component of the
Windows SDK, but WinDbg Preview is simpler and self‑contained.

Starting a Debugging Session

Launch WinDbg Preview. Click File > Launch Executable and select your assembled .exe. The
debugger pauses at the system breakpoint (inside the loader). To reach your main function, set a
breakpoint on the address of main and continue execution with the g command.

Command Window

WinDbg’s primary interface is a command line. All actions — setting breakpoints, stepping, exam-
ining memory — are performed by typing commands. The most essential commands are:

• g — Go (continue execution).

• t — Trace (step into a single instruction).

• p — Step (step over; executes a call and stops after return).

• r — Registers (display current register values; r rax to display only RAX).

• dq <address> — Dump qwords at address (e.g., dq rsp).

• dw / dd / db — Dump as words, dwords, bytes.

• u <address> — Unassemble instructions beginning at address.

• k — Call stack.

• !address — Display memory map.

• ? <expression> — Evaluate expression (e.g., ? rax+rcx).

• ed <address> <value> — Edit memory (write dword).

• eb / ew / eq — Edit byte, word, qword.
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Setting Up Symbols

WinDbg requires symbols (PDB files) to display function names and variable names. For NASM
programs without a PDB, you will work primarily with addresses. However, you can use a map
file to inform manual inspection. Add a breakpoint at the entry point with bp $exentry (the
pseudo‑register $exentry holds the executable entry point). Then you can step from there.

Workspace and Automation

WinDbg supports saving the current debugging session (windows layout, breakpoints) as a workspace.
Use File > Save Workspace to revert to the same setup. Additionally, you can write scripts in
the built‑in scripting language to automate common tasks.

12.4 Breakpoints
Breakpoints are the primary mechanism for interrupting program flow. The processor and debugger
support two kinds: software and hardware.

Software Breakpoints

A software breakpoint is implemented by replacing the first byte of the target instruction with
the interrupt instruction INT3 (0xCC). When execution reaches that point, the CPU traps to
the debugger, which then restores the original byte and presents control to the user. Software
breakpoints can be set at almost any address and there is no limit on their number except the size
of the code. Both debuggers make this process transparent.

In x64dbg, press F2 on an instruction line to set or remove a software breakpoint. A red highlight
indicates an active breakpoint.

In WinDbg, use the command bp <address> (e.g., bp main if symbols are available, or bp 0x140001000).
To list all breakpoints, use bl. To delete, bc * (clear all) or bd <id> (disable).

Hardware Breakpoints

Hardware breakpoints use the processor’s debug registers (DR0–DR3, DR7) to monitor access to a
memory address or an instruction fetch. They are set without modifying code, so they can break
on reads or writes to a variable, which is extremely useful when you need to know which part of
the code modifies a particular location. Each core has four hardware breakpoint slots.

In x64dbg, right‑click a memory location in the dump window and choose “Hardware, Access” or
“Hardware, Write”. The breakpoint will trigger when the specified byte range is accessed.

In WinDbg, use ba <access> <size> <address>. For example, ba w4 0x140003000 breaks when
a 4‑byte write occurs at address 0x140003000. ba r8 for read access.

Conditional Breakpoints

Both debuggers allow breakpoints to be conditioned on an expression. For instance, “break only if
RAX equals 5”. In WinDbg, bp main "j (rax==5) ''"; g". In x64dbg, right‑click the breakpoint,
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select “Edit”, and set a condition in the dialog. Conditional breakpoints are invaluable for loops
where the bug manifests only on a specific iteration.

Tip

When debugging tight loops, use a hit count breakpoint (break after a certain number of ex-
ecutions) rather than a single unconditional breakpoint to avoid manually stepping through
hundreds of iterations. In WinDbg, bp .loop_label 100 breaks after 100 executions.

12.5 Memory Inspection

Examining memory is the most direct way to verify that data structures, buffers, and the stack are
correct. Both debuggers provide flexible memory dump commands.

Displaying Memory in x64dbg

The Dump panel shows a hex dump of the memory region at a chosen address. You can navigate
by scrolling, entering an address in the address bar, or using Ctrl+G. The default display shows hex
bytes and an ASCII representation. You can change the view to display as words or qwords using
the right‑click context menu. To follow a pointer, select an address in the dump and press Ctrl+M
(follow in dump) or Ctrl+D (follow in disassembly).

Displaying Memory in WinDbg

The d family of commands displays memory in various formats:

• db <address> — Display bytes with ASCII.

• dw <address> — Display 16‑bit words.

• dd <address> — Display 32‑bit dwords.

• dq <address> — Display 64‑bit qwords.

• da <address> — Display as null‑terminated ASCII string.

• du <address> — Display as null‑terminated UTF‑16 string.

• dps <address> — Display pointer‑sized values and symbolically resolve them.

Addresses can be given as hex numbers, register names (@rsp), or complex expressions. For example:

0:000> dq rsp ; dump 8 qwords from stack pointer
0:000> db rax L20 ; dump 32 bytes at address in RAX
0:000> da message ; display the null-terminated string at label 'message' (if symbols

loaded)↪→

To modify memory, use the e family: eb for bytes, ew for words, ed for dwords, eq for qwords. For
example, eq @rsp+20 0xDEADBEEF writes a 64‑bit value onto the stack at offset 0x20.
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Stack Inspection

The stack is the most frequently examined memory area. In x64dbg, the Stack panel automatically
follows RSP and shows entries in a list with call returns (if identifiable). In WinDbg, dq @rsp L10
dumps the top 16 quadwords. To reconstruct the call stack, WinDbg provides k, which attempts
to unwind the stack frames using the canonical ABI. For NASM code without frame pointers, the
stack trace may be limited, but dq rsp still shows the return addresses placed by CALL.

Practical Example: Debugging the Message Box Program

We use the same message box program to demonstrate a full debugging cycle.

Code: listing12-2.asm — Message box for interactive debugging

; listing12-2.asm
bits 64
default rel

extern MessageBoxA
extern ExitProcess

section .data
caption db 'Debugging Demo',0
text db 'Breakpoint hit!',0

section .text
global main
main:

sub rsp, 28h

xor r9d, r9d
lea r8, [caption]
lea rdx, [text]
xor ecx, ecx
call MessageBoxA

xor ecx, ecx
call ExitProcess

Steps to debug with x64dbg:

1. Assemble and link. Launch x64dbg, load executable.

2. The debugger will break at the entry point (the sub rsp, 28h instruction). Press F7 repeat-
edly to step through each instruction.

3. Observe how R9D, R8, RDX, RCX are set. Hover over RCX to confirm it is zero.

4. When you reach call MessageBoxA, press F8 to step over it. The message box appears; after
you click OK, execution pauses at the next instruction.

5. The registers panel shows RAX containing the return value from MessageBoxA (1 for IDOK).

6. Continue stepping until exit.
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Steps to debug with WinDbg:

1. Open WinDbg Preview, File > Launch Executable, select the program.

2. At the command prompt, enter bp $exentry and then g. Execution breaks at the entry point.

3. Use t to step into (t is trace, which steps one instruction and displays register changes). p
steps over calls.

4. Before the call MessageBoxA, examine the registers with r rcx, rdx, r8, r9.

5. Use dd caption L10 (if symbols loaded) to see the caption string in memory. Without
symbols, you can find the address of caption by looking at the disassembly (the lea r8,
[caption] instruction encoded a RIP‑relative offset; the debugger often resolves it and shows
lea r8,[rip+offset] with the resolved address in the comment).

6. Allow the call to proceed with p. After the return, r rax shows the return value.

7. Continue with g to run the remaining code.

Warning

Losing the source context. Without symbolic information or a map file, the debugger’s
disassembly may not show label names like caption unless you rely on the relative offset
comments. To always know where you are, keep a printout of the listing file (nasm -l
listing.lst) alongside the debugger, or load the map file into WinDbg using .sympath+
path_to_pdb_or_map if available.

Modifying Execution on the Fly
A powerful debugging technique is to alter register values or memory to change the program’s
behaviour without reassembling. For example, if your program branches based on a flag and you
want to force the opposite path, you can modify the flag register or the comparison result. In
x64dbg, double‑click a register value in the Registers panel and type a new value; the change takes
effect immediately. In WinDbg, use r eax = 1 to set RAX to 1.

Similarly, you can skip a function call by changing the instruction pointer. In x64dbg, right‑click the
instruction you want to resume at and select “Set new origin here”. In WinDbg, rip = new_address
and then g. Use this with extreme caution, as stack and register state must be consistent.

Putting It All Together
Debugging assembly code requires patience and precision, but the tools available on Windows 11
— x64dbg and WinDbg — deliver everything needed to inspect and manipulate the raw state of
a running program. Master the basic commands, and you will transform the brutal experience of
a crash into a systematic search for the root cause. The next chapter will build on these skills by
introducing advanced debugging techniques, including trace logging and PE header inspection.
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13
NASM Syntax and Program Structure

In This Chapter
The Netwide Assembler’s source language is deliberately clear and consistent. Its design follows the
Intel syntax tradition while adding a powerful preprocessor. This chapter explains the fundamental
rules: the operand order, register naming, size specifiers, the overall layout of a valid assembly
file, how labels and identifiers work, the use of comments, and the special role of the entry point
definition. By the end of this chapter you will be able to write a well‑structured NASM source file
that is ready to assemble on Windows 11. All explanations are based on the official NASM 2.16
documentation and the Intel/AMD manuals.

13.1 Intel Syntax Rules
NASM uses the Intel assembly syntax, which places the destination operand before the source
operand. This is the same order used in Intel® architecture manuals. For example:
mov rax, rcx ; RAX = RCX
add qword [rdx], 17h ; memory location += 0x17

The destination is always the first operand; the source(s) follow. This rule applies to all instructions
that have multiple operands.

13.1.1 Operand Size Specification
In many instructions the operand size is implied by the register names: rax is 64 bits, eax is 32
bits, ax is 16 bits, al is 8 bits. When an operand is a memory reference without a register, the size
must be explicitly stated using a size keyword:
mov byte [rcx], 0xFF ; write a single byte
mov word [rcx], 0x1234 ; write a 16‑bit word
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mov dword [rcx], 0x9ABCDEF1 ; write a 32‑bit doubleword
mov qword [rcx], 0x1122334455667788 ; write a 64‑bit quadword

NASM also supports the older SHORT, NEAR and FAR overrides for jumps, but in 64‑bit flat mode
these are rarely needed.

Warning

When the destination is a memory reference, you must specify the size if the assembler
cannot deduce it from a register source. For a constant immediate, there is no implicit size,
so NASM will generate an “operation size not specified” error without the size keyword.

13.1.2 Register Names

Registers are named as defined by the x86–64 architecture. The 64‑bit general‑purpose registers
are RAX, RBX, RCX, RDX, RSI, RDI, RBP, RSP, R8–R15. Their sub‑portions follow the standard
naming: EAX (32‑bit), AX (16‑bit), AL (low 8 bits), AH (high 8 bits of AX). The new registers R8–
R15 offer 8‑bit low forms R8B–R15B, 16‑bit forms R8W–R15W, and 32‑bit forms R8D–R15D. NASM
recognizes all of them case‑insensitively. The instruction pointer is RIP, and segment registers are
CS, DS, SS, ES, FS, GS. The flags register is RFLAGS.

RIP‑Relative Addressing and rel Keyword

In 64‑bit mode, all memory references to labels in the .text, .data, and other sections must
normally use RIP‑relative addressing for position‑independent code. NASM makes this easy with
the rel keyword. By placing default rel at the top of the file, all memory references to labels
that do not include a segment override become RIP‑relative. For example:
default rel
mov rax, [myvar] ; actually `mov rax, [rel myvar]`
lea rcx, [myvar] ; loads effective address relative to RIP

Without default rel, you would have to write [rel myvar] explicitly. For position‑independent
code (required by the Windows x64 ABI for global data), always use one of these forms.

13.1.3 Immediate Operands and Sign Extension

Immediates can be written in decimal, hexadecimal (0x prefix), octal (0q prefix), binary (0b prefix),
or as characters ('A'). NASM will choose the smallest encoding that fits, sign‑extending if necessary
for 32‑bit or 64‑bit destinations. For instance, mov rax, -1 encodes a 32‑bit immediate 0xFFFFFFFF
that is sign‑extended to 64 bits, giving 0xFFFFFFFFFFFFFFFF.

You can force a longer encoding using the strict keyword:
mov rax, strict dword 0x1234 ; forces a 32‑bit immediate encoding

13.2 Program Layout
A NASM source file for Windows 11 consists of one or more sections, directives, and instructions.
The minimal structure includes the bits directive, section declarations, and an entry‑point label.
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13.2.1 The bits Directive

This tells NASM the default processor mode. For Windows 11 64‑bit code, always use bits 64. It
must appear before any machine instructions.
bits 64
default rel

Failing to set bits 64 will cause NASM to assume 16‑bit mode, which will produce incorrect code
or errors.

13.2.2 Sections

The executable is divided into sections, each with a defined purpose. The three most common are:

• .text – executable machine instructions.

• .data – initialized read‑write data.

• .bss – uninitialized read‑write data (zero‑filled at load).

Section headers are declared with the section directive. NASM gives you the ability to set extra
attributes such as alignment and access permissions, though the linker has the final say.

Code: Basic section declarations

section .text code align=16
global main
main:

; code here
ret

section .data data align=8
greeting db 'Hello', 13, 10, 0

section .bss nobits
buffer resb 256

The code and data type specifiers are optional but help NASM set the correct section characteristics.
progbits can also be used for initialized data; nobits for BSS.

Tip

You can define custom sections with custom protection. For example, section .myrodata
progbits alloc data readonly align=16 creates a read‑only data section.

13.2.3 The extern and global Directives

To call functions from DLLs, you declare them with extern. To make a label visible to the linker
(and to other object files), you use global.
extern MessageBoxA
extern ExitProcess

global main
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Any label not marked global is local to the object file.

13.3 Labels and Identifiers

Labels mark a position in the code or data section. They are identifiers followed by a colon.

13.3.1 Basic Labels

A label can contain letters, digits, underscores, periods, and dollar signs. It must start with a letter,
underscore, period, or dollar sign. NASM is case‑sensitive by default, but this can be changed with
the -p option; for clarity, we stick to case‑sensitive behaviour. Examples:

valid_label:
.another:
_myFunc:
$$special:

Labels that start with a period are local labels scoped to the most recent non‑period label. This
allows reuse of simple names like .loop inside different functions.

Code: Local labels in action

main:
sub rsp, 28h
mov ecx, 5
.loop: ; local to 'main'

dec ecx
jnz .loop

call ExitProcess

another_func:
mov eax, 1
.loop: ; different label, same name allowed

shl eax, 1
cmp eax, 100
jb .loop

ret

13.3.2 Labels on Data

Data labels are used to refer to the address of variables:

myVar dq 0x1234
message db 'Hello', 0

These labels can be used in RIP‑relative addressing as described.

13.3.3 Identifier Escaping

If an identifier collides with a NASM reserved word, you can surround it with back‑ticks `‘ to force
it to be treated as an identifier. This is rarely needed.
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13.4 Comments

Comments are essential for documenting assembly code. NASM uses the semicolon (;) as the
comment character. Everything from the semicolon to the end of the line is ignored.

; This entire line is a comment
mov rax, rbx ; copy RBX into RAX

There is no multi‑line comment directive; you simply start each comment line with a semicolon. The
preprocessor supports block comments via %comment / %endcomment, but these are seldom used in
practice.

%comment
This is a multi‑line comment.
It will not be processed.

%endcomment

For normal development, single‑line comments are sufficient.

13.5 Entry Point Definition

In a Windows executable created from NASM, the entry point is the label where the operating
system begins execution after loading the program. The entry point is defined by making a label
global and then telling the linker its name with the /entry switch.

13.5.1 main as the Standard Entry

By convention, a console application uses the label main as the entry point. The usual code skeleton
is:

bits 64
default rel

extern ExitProcess

section .text
global main
main:

sub rsp, 28h ; shadow space + alignment

; ... program logic ...

xor ecx, ecx
call ExitProcess

The linker command then specifies /entry:main. For GoLink, the switch is /entry main. For
Microsoft Linker, it is /entry:main.

13.5.2 Custom Entry Point Names

You can name the entry point anything you like. For example, a DLL or a GUI program might use
a different label:
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global StartHere
StartHere:

sub rsp, 28h
...

The linker command would then be /entry:StartHere.

13.5.3 Entry Point Signature

The Windows x64 ABI does not impose a specific function signature on the raw entry point; the
loader simply sets the instruction pointer to the entry address. However, if you want to access
the command line or the environment, you must call GetCommandLineA or the CRT initialization
code. In a pure NASM program without the C runtime, you receive no standard arguments; the
registers are in an undefined state (except for the stack pointer). Therefore, you must not rely on
RCX containing argc — that only happens when the C runtime has been linked and initialised.

Warning

If you intend to return an exit code to the operating system, you must explicitly call
ExitProcess or return from the entry point? The Windows x64 ABI does not support
a simple ret from the entry point in user mode. The thread that enters the entry point
must eventually call ExitProcess or ExitThread; otherwise, the process will terminate
abruptly when the thread returns, and the exit code may be garbage. The clean way is to
call ExitProcess with the desired code.

13.5.4 GUI Programs (WinMain)

For graphical Windows applications, the standard entry point name is WinMain, and the subsystem
must be set to /subsystem:windows. The calling convention for WinMain is the same x64 ABI, but
the prototype includes extra parameters:

; WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int nCmdShow)
; In registers: RCX = hInstance, RDX = hPrevInstance, R8 = lpCmdLine, R9 = nCmdShow
global WinMain
WinMain:

sub rsp, 28h
; ... init window class, create window ...
; Usually does not call ExitProcess; the message loop ends and WinMain returns.
xor eax, eax
ret

When linking, use /subsystem:windows instead of /console. The linker will set the PE header
accordingly, and the Windows loader will pass the four arguments as described.

Complete Example with Multiple Sections

Below is a full NASM listing that demonstrates all the above concepts: syntax, sections, labels,
comments, and a proper entry point.
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Code: listing13-1.asm — Full syntactic demo

; listing13-1.asm
; Assemble: nasm -f win64 -o listing13-1.obj listing13-1.asm
; Link: golink /entry main /console listing13-1.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'NASM syntax test passed.', 13, 10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h ; shadow + alignment

; obtain standard output handle
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; write message
lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

.exit:
xor ecx, ecx
call ExitProcess

The program assembles, links, and prints a success message. Every syntactic element — bits,
default rel, section, global, labels, comments, and the entry point — is used as described.

Putting It All Together
Mastering NASM’s syntax and the structure of an assembly file is the first concrete step toward
becoming a productive Windows 11 assembly programmer. The rules are few and logical, and they
give you a direct line to the machine. The next chapter will explore the data types and constants
you can use to build more sophisticated data structures.
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In This Chapter

Assembly language gives the programmer direct control over the layout of memory. This chapter
explains every directive NASM provides to declare initialized and uninitialized data, from single
bytes to packed structures, and how to control where and how that data lands in the final executable.
You will learn the standard data definition keywords (DB, DW, DD, DQ), the syntax for constants and
expressions, the rules that govern section alignment, and how to create read‑only data sections
that the Windows memory manager will protect. Mastering these directives is the foundation for
building complex data structures that interface cleanly with the Windows API. All content is based
on the NASM 2.16 manual and the Microsoft PE/COFF specification.

14.1 DB, DW, DD, DQ
The primary directives for reserving and initializing memory are DB (Define Byte), DW (Define Word),
DD (Define Doubleword), and DQ (Define Quadword). Each places a series of values of the given size
into the current section at the current position.

Define Byte (DB)

DB allocates one or more bytes, optionally initialized. Values can be numeric constants, character
constants, or strings.
section .data
byte1 db 0x1A ; single byte initialized to 0x1A
byte2 db 0, 1, 2, 3 ; four bytes
string db 'Hello, world!', 13, 10, 0 ; null-terminated string with CRLF

When a string is supplied, each character is placed sequentially in memory. No automatic null
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terminator is appended unless you include the final 0. A backslash can be used to include ASCII
control characters, but NASM prefers the comma‑separated numeric form.

Define Word (DW)

DW allocates 16‑bit words, which on x86–64 are stored in little‑endian order.
section .data
word1 dw 0x1234 ; a single 16‑bit word
words dw 100, 200, 300 ; three words

Define Doubleword (DD)

DD allocates 32‑bit doublewords. This is the native size for many Windows API DWORD parameters.
section .data
dword1 dd 0x9ABCDEF1 ; a dword
dwords dd 1, 2, 3, 4, 5 ; array of five dwords
ptr1 dd my_label ; stores the offset (RVA) of my_label (use DQ in 64-bit for absolute

addr)↪→

Warning

Storing a label’s address with dd only captures a 32‑bit offset, which may be truncated. In
64‑bit code, always use dq for pointers unless you are certain the address fits in 32 bits (rare
on Windows 11).

Define Quadword (DQ)

DQ allocates 64‑bit quadwords. Use it for 64‑bit integers and pointers.
section .data
qword1 dq 0x0123456789ABCDEF ; a 64‑bit immediate
pointer dq function_pointer ; full 64‑bit address
zeros dq 0 ; a zero‑initialized quadword

Additional Define Directives

NASM also provides DT (Define Ten‑byte), DO (Define Oword, 16 bytes), DY (Define Yword, 32
bytes), and DZ (Define Zword, 64 bytes) for floating‑point and SIMD data, but these are rarely
needed in user‑mode Windows applications. They follow the same pattern.

Code: listing14-1.asm — Demonstrating data directives

; listing14-1.asm
bits 64
default rel

section .data
b_data db 0x41, 0x42, 0x43 ; three bytes
w_data dw 0x1234, 0x5678 ; two words
d_data dd 1, 2, 3 ; three dwords
q_data dq 0xFFFFFFFFFFFFFFFF, 42 ; two qwords

147



NASM x86-64 on Windows 11 14.2. CONSTANTS

str db 'NASM data test', 0

After assembling, these labels can be referenced via RIP‑relative addressing:

mov al, [rel b_data] ; load first byte
mov rax, [rel q_data + 8] ; load second quadword (42)

14.2 Constants
Constants are symbolic names for values that are replaced at assembly time. NASM provides several
mechanisms: equ, %define, and expression assignment.

EQU Directive

equ creates an immutable symbolic constant. Its value is evaluated once and cannot be redefined.

BUFFER_SIZE equ 1024
MAX_COUNT equ BUFFER_SIZE / 4
STD_OUTPUT equ -11

Constants defined with equ can be used anywhere an immediate number is expected. They do not
occupy memory; they are purely preprocessor substitutions.

Code: using equ for API constants

STD_INPUT_HANDLE equ -10
STD_OUTPUT_HANDLE equ -11
STD_ERROR_HANDLE equ -12

%define and \%xdefine

The preprocessor directive %define defines a textual macro that can take parameters and can be
redefined. %xdefine expands the value at definition time, while %define expands at invocation
time.

%define PAGE_SIZE 4096
mov eax, PAGE_SIZE ; becomes mov eax, 4096

%define is more powerful for multi‑line or parameterized macros; for numeric constants, equ is
clearer.

Expression Evaluation

NASM evaluates constant expressions at assembly time. The result must be a known numeric value.
All arithmetic and bitwise operators are available:

ALIGN_SIZE equ 16
PADDED_SIZE equ ((SIZE + ALIGN_SIZE - 1) / ALIGN_SIZE) * ALIGN_SIZE

Any label address is a relocatable value, not a constant. Subtracting two labels in the same section
yields a constant (the difference in bytes):
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msg_start db 'Hello'
msg_end equ $ - msg_start ; constant = 5

$ denotes the current position in the section. This is the standard way to compute string lengths.

14.3 Alignment
Modern x86–64 processors perform best when data is aligned to its natural size. NASM provides
the align and alignb directives to insert padding bytes until the desired alignment is reached.

ALIGN and ALIGNB

align N pads with NOP instructions in code sections or with zero bytes in data sections (depending
on context). alignb N always pads with zero bytes. The argument is a power of two; for instance,
align 16 aligns to a 16‑byte boundary.

Code: Data alignment example

section .data
align 8 ; ensures next label is 8‑byte aligned
my_qword dq 0x12345678

align 4 ; 4‑byte alignment for dword array
my_array dd 10, 20, 30

In code sections, aligning the start of hot loops can improve fetch and decode throughput:

section .text
align 16
my_loop:

inc rax
cmp rax, rcx
jb my_loop

Alignment in .bss Section

For uninitialized data, the resb, resw, resd, resq directives reserve space without specifying initial
values. Alignment can be enforced with alignb:

section .bss
alignb 16
buffer resb 4096 ; buffer aligned to 16‑byte boundary

Tip

The align directive does not impose any constraint on the final section alignment in memory
— that is determined by the linker and the section characteristics. However, using align
ensures that within the section, the offset is a multiple of the specified alignment, which
the linker respects when combining sections. Explicitly aligning critical data is a good
habit, especially when dealing with SIMD or structures that must match hardware alignment
requirements.
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14.4 Initialization Rules

NASM separates data definition into two categories: initialized and uninitialized. The distinction
determines whether the bytes are stored in the executable file and how the loader treats them.

Initialized Data Directives

DB, DW, DD, DQ, etc., are initialized data directives. They must appear in a section that is marked
as initialized, such as .data (or any section with the progbits type). The values you provide are
placed directly into the file image.

Sections marked as data (read‑write) or rdata (read‑only) can hold initialized data. You can mix
multiple data sizes in the same section.

section .data
single db 0x55
many dw 1,2,3,4

Uninitialized Data (BSS) Directives

Uninitialized data is declared with RESB, RESW, RESD, RESQ, REST, RESO, RESY, RESZ. These directives
reserve space but do not store any initial values in the object file. The section must be declared
with the nobits type (as in the standard .bss).

Code: BSS reservation

section .bss
buffer resb 512 ; 512 bytes, zero‑filled at load
handles resq 4 ; four quadwords (32 bytes)
counters resd 2 ; two dwords

When the operating system loads the executable, the BSS section is allocated and zero‑filled. Any
data stored there initially is zero, but the programmer must not rely on this behaviour without
explicit zero‑initialization or the HEAP_ZERO_MEMORY flag for heap allocations; the Windows loader
does zero the BSS, however.

Warning

Do not place RES directives in a .data section; they belong in .bss or another nobits
section. Placing them in an initialized data section will cause NASM to generate incorrect
section headers, potentially leading to linker errors or larger file sizes.

Combining Initialized and Uninitialized Data

In NASM, a section can be either progbits or nobits, not both. If you need a section with some
initialized data and some reserved space, define two separate sections, or use a standard section
with all initialized data and a separate BSS section for uninitialized.
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14.5 Read-only vs Writable Data
The Windows memory manager enforces page‑level protection based on section characteristics de-
fined by the linker. NASM allows you to specify the intended access permissions for a section, which
the linker translates into PE section flags.

Default Section Permissions

• .text — Executable and readable, not writable. Attempting to write to it at runtime causes
an access violation.

• .data — Writable and readable. Not executable (Data Execution Prevention enforced by
Windows).

• .bss — Writable and readable (merged into the data segment at load).

• .rdata — Readable only (if explicit). Often used for constant strings.

NASM sets the section characteristics automatically based on the section type keywords you provide.
For a custom read‑only data section, you can declare:
section .const progbits alloc data readonly align=16

The readonly keyword tells NASM to set the IMAGE_SCN_MEM_READ flag without IMAGE_SCN_MEM_WRITE,
thus the linker will make the section read‑only. Any attempt to modify data in this section will
cause an access violation, which is a good way to protect constants.

Practical Example: Read‑Only vs Writable

Below is a small program that demonstrates read‑only and writable data sections. It attempts to
write to a read‑only section to show the protection; obviously, this will crash, but it illustrates the
concept when run under a debugger.

Code: listing14-2.asm — Read-only and writable data sections

; listing14-2.asm
bits 64
default rel

extern ExitProcess

section .const progbits alloc data readonly align=8
ro_msg db 'This is read-only data.', 0

section .data
rw_msg db 'This is writable data.', 0

section .text
global main
main:

sub rsp, 28h

; read from both sections (OK)
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lea rcx, [rel ro_msg]
lea rdx, [rel rw_msg]

; try to write into the writable section (OK)
mov byte [rel rw_msg], 'X'

; uncommenting the line below would crash with access violation:
; mov byte [rel ro_msg], 'Y'

xor ecx, ecx
call ExitProcess

The .const section is defined with readonly, so any write will be caught. The .data section is
writable. In a debugger, the crash on the commented line demonstrates the protection. This is a
valuable technique for protecting configuration data or tables that should never change.

Controlling Section Characteristics in Detail
The full syntax for the section directive in NASM is:
section <name> <type> <attribute> ...

<type> is one of progbits (initialized), nobits (uninitialized), or code (executable). Attributes
include alloc (allocate memory), data (contains data), readonly (no write), align=N, share
(shared across processes). Multiple attributes can be combined. The linker respects all of them and
generates the corresponding PE section flags.

For instance, a shared, writable data section that can be mapped into multiple processes at the
same virtual address:
section .shared progbits alloc data share align=4096
shared_counter dq 0

This is an advanced technique used for inter‑process communication and is not needed for typical
applications.

Note

Not all section attributes are supported by every linker. The share attribute, for example,
is correctly handled by the Microsoft Linker and GoLink. MinGW’s ld may need additional
flags. Check your linker’s documentation.

Putting It All Together
Data definition in NASM is straightforward yet flexible. Use DB–DQ for initialized data, RES directives
for zero‑filled storage, equ and %define for symbolic constants, and align to maintain performance.
Choose section attributes deliberately to enforce read‑only protection and to group logically related
data. These directives form the data backbone of every assembly program you will write. The next
chapter will dive into the rich set of control flow instructions that operate on this data.
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Labels, Symbols, and Constants

In This Chapter

Labels, symbols, and constants are the building blocks that give structure and meaning to assembly
code. Labels mark locations in code and data; symbols allow cross‑module references; constants
replace magic numbers with descriptive names. This chapter details how NASM handles local and
global labels, how the linker resolves symbols across object files and DLLs, the versatile EQU directive,
the use of extern to import Windows API functions, and the recommended naming conventions
for maintainable projects. Every explanation is drawn from the NASM 2.16 manual, the Microsoft
x64 ABI, and the observed behaviour of the Windows 11 toolchain.

15.1 Local and Global Labels

Labels are identifiers followed by a colon that represent the address of the next instruction or data
item. Their visibility determines whether they can be referenced from other source files or only
within the current one.

15.1.1 Global Labels

A label declared with the global directive is exported from the object file and becomes visible to
the linker and to other object files. Any label that serves as a function entry point, a global variable,
or a library routine must be declared global.

global main
main:

sub rsp, 28h
xor eax, eax
ret
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The linker command /entry:main relies on the fact that main is a global symbol. If the label is
not made global, the linker will report an unresolved external error.

Multiple object files can reference the same global label. For example, a math library can export
an add_two function:

Code: mathlib.asm — Exporting a global function

; mathlib.asm
bits 64
default rel

section .text
global add_two
add_two:

lea rax, [rcx + rdx]
ret

Another module can then import it via extern:
extern add_two
call add_two

The linker resolves the cross‑reference, patching the call with the correct address.

Warning

Global labels must have unique names across all object files within a single linking session.
If two modules define the same global label, the linker will issue a duplicate symbol error.
Use descriptive, project‑wide unique names.

15.1.2 Local Labels

Local labels begin with a period (.) and have scope limited to the most recent non‑local label
(one without a leading period). This allows you to reuse common names like .loop or .done inside
different functions without fear of collision.

Code: listing15-1.asm — Local label scoping

; listing15-1.asm
bits 64
default rel

extern ExitProcess

section .text
global main
main:

sub rsp, 28h
mov ecx, 5

.loop:
dec ecx
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jnz .loop ; refers to main's .loop

call function2

xor ecx, ecx
call ExitProcess

function2:
mov eax, 3
.loop: ; different .loop, local to function2

shl eax, 1
cmp eax, 100
jb .loop

ret

In this example, the two .loop labels are completely independent; the first is referenced from main,
the second from function2. NASM automatically resolves each to the nearest parent label.

Local labels cannot be declared global. If you need to export a label, it must be a full identifier
without a leading period.

Tip

Use local labels liberally for branches and short loops. They keep the code clean and avoid
cluttering the global namespace with names like main_loop_1, main_loop_2, etc.

15.1.3 Special Label Forms

NASM supports numeric local labels: 1:, 2:, … up to 9:. They are referenced as .1, .2, etc., but
this style is less readable and rarely used in modern code. Period‑prefixed local labels are preferred.

15.2 Symbol Resolution

Symbol resolution is the process by which the assembler and linker convert symbolic references into
address values. Understanding it helps diagnose “unresolved external” errors and linker complaints.

15.2.1 Assembly‑Time Resolution

When NASM processes a source file, it can resolve some symbols immediately:

• Labels within the same source file that are not external.

• Constants defined with equ.

• The difference between two labels in the same section (e.g., string length).

For instructions like jmp .loop, NASM knows the exact offset of .loop relative to the jump, so it
can generate the correct displacement without involving the linker.
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15.2.2 Link‑Time Resolution

Symbols that are declared global (exported) or extern (imported) are left for the linker. The
object file contains entries in its symbol table and relocation records. For an extern function call,
NASM emits a relocation of type IMAGE_REL_AMD64_REL32, telling the linker to compute the 32‑bit
relative displacement from the call site to the final address of the symbol.

The linker, when combining objects, assigns final virtual addresses to all sections and all labels. It
then walks the relocation records and patches the machine code with the correct addresses. If a
symbol cannot be found in any object or import library, the linker emits an “unresolved external
symbol” error.

15.2.3 DLL Import Resolution

For symbols that come from a DLL, such as MessageBoxA, the linker creates an import thunk and
an Import Address Table (IAT) entry. The call in your code branches to the thunk, which jumps
through the IAT. At load time, the Windows loader fills the IAT with the actual addresses of the
DLL exports. Thus, extern functions are fully resolved only when the program is launched.

15.3 EQU Directive
The equ directive defines a symbolic constant at assemble time. It does not allocate memory and
is not a label; it simply instructs NASM to replace occurrences of the name with the defined value.

Code: Using EQU for API and size constants

STD_OUTPUT_HANDLE equ -11
BUFFER_SIZE equ 4096
ARRAY_COUNT equ 100

These constants can be used anywhere an immediate is valid:

mov ecx, STD_OUTPUT_HANDLE
mov edx, BUFFER_SIZE

15.3.1 Expression Evaluation

The value of an equ can be a constant expression involving arithmetic and bitwise operators, pro-
vided all symbols in the expression can be evaluated at assembly time. For example:

TOTAL_SIZE equ BUFFER_SIZE * ARRAY_COUNT
ALIGNED equ (TOTAL_SIZE + 15) & ~15

You cannot use forward‑referenced labels in an equ expression, because NASM cannot evaluate their
addresses during the first pass.

15.3.2 EQU vs %define

The preprocessor directive %define can also be used for constants, but it differs in that it per-
forms textual substitution at invocation time, can be redefined, and can accept parameters. equ is
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evaluated once and is more appropriate for fixed numeric constants. Use equ for fixed values and
%define for macros that need parameters or redefinition.

15.4 External Symbols
External symbols are names that are defined in another module or DLL. They are declared with
extern. The NASM syntax is straightforward:
extern ExitProcess
extern MessageBoxA
extern GetStdHandle

When you call an external function, NASM treats it like any label, generating a relative call. Because
the symbol is undefined in the object file, the linker must resolve it.

15.4.1 Linking Against DLLs

On Windows, you do not need to specify the DLL directly in the source code. The linker connects
extern symbols to DLL imports based on the libraries or DLL names you provide on the command
line. For GoLink, you list the DLLs after the object files. For Microsoft Linker, you provide import
libraries (kernel32.lib, user32.lib).

Code: listing15-2.asm — Using external functions

; listing15-2.asm
; Link: golink /entry main /console listing15-2.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'External symbols work.', 13, 10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax
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lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

The extern names must match the exported names exactly, including capitalization. Windows
API functions are usually exported with a well‑defined suffix: A for ANSI, W for Wide (Unicode).
For example, MessageBoxA and MessageBoxW. Refer to the Windows SDK documentation for the
correct name.

15.4.2 Import by Name vs by Ordinal

The standard external declaration resolves by name. The linker creates an import entry by name.
Some legacy APIs can be imported by ordinal using a special syntax with import directive, but for
modern Windows programming, import by name is the norm and is fully supported by NASM.

15.5 Naming Conventions

Consistent naming helps maintain large assembly projects and avoids name clashes. NASM imposes
the following rules, and we add best‑practice guidelines.

15.5.1 Identifier Rules

An identifier may contain letters (A–Z, a–z), digits (0–9), and the special characters _, $, #, @, ̃, ?,
and .. It must begin with a letter, an underscore (_), a period (.), or a dollar sign ($). NASM is
case‑sensitive by default; Main and main are different symbols.

Warning

Case sensitivity is the default and matches the behaviour of the Microsoft C/C++ compiler
for 64‑bit code (which is also case‑sensitive). Avoid mixing case variations of the same name.

15.5.2 Reserved Words

NASM’s instruction mnemonics, register names, and directives are reserved. If you accidentally use
a reserved word as a label, the assembler will emit an error. To force an identifier that collides with
a reserved word, enclose it in back‑ticks:

`push`:
ret

This is rarely necessary and should be avoided for clarity.
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15.5.3 Recommended Naming Styles

• Global functions: Use descriptive camelCase or PascalCase, e.g., AllocateBuffer, PrintString.
Avoid overly generic names like func1.

• Local labels: Always use period‑prefixed short names: .loop, .retry, .done. Never export
them.

• Constants: Use ALL_CAPS with underscores, e.g., MAX_BUFFER, STD_OUTPUT_HANDLE. This
distinguishes constants from addresses at a glance.

• Variables: Lower‑case with underscores or camelCase, e.g., stdout_handle, bytes_written.
The chosen style should be consistent within the project.

• Underscore prefix: Some assemblers (e.g., GAS for ELF) prepend an underscore to global
names. NASM for COFF format does not add a leading underscore. The name main stays
main. Be aware of this when interfacing with object files compiled from C; the C compiler
may or may not add a leading underscore depending on the target. For Windows x64, the C
compiler uses main without an underscore, so no conflict exists.

• Import thunk names: The Microsoft linker, when creating an import thunk, may generate a
symbol like __imp_MessageBoxA. You rarely need to reference this directly from NASM; using
extern MessageBoxA and call MessageBoxA lets the linker handle the thunk transparently.
If you need to access the IAT directly (e.g., to replace a function pointer), you can use extern
__imp_MessageBoxA and then mov rax, [__imp_MessageBoxA].

Note

When using dllimport or __declspec(dllimport) in C, the compiler generates calls
through __imp_ symbols. In NASM, you can simulate this by loading the function pointer
from the IAT entry manually; however, for most calls, the ordinary call syntax suffices.

15.5.4 Example of Consistent Naming

The following snippet shows a small program that follows the recommended conventions.

Code: listing15-3.asm — Naming conventions in practice

; listing15-3.asm
bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

; Constants
STD_OUTPUT_HANDLE equ -11

section .data
; Variables
hello_msg db 'Hello from named world!', 13, 10
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HELLO_LEN equ $ - hello_msg

section .bss
stdout_handle resq 1
bytes_written resd 1

section .text
global main
main:

sub rsp, 38h

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout_handle], rax

lea r9, [rel bytes_written]
mov r8d, HELLO_LEN
lea rdx, [rel hello_msg]
mov rcx, [rel stdout_handle]
call WriteFile

xor ecx, ecx
call ExitProcess

The constant is in uppercase, variables are in lowercase with underscores, and the entry point is the
standard main.

Tip

Adopt a naming convention early and use it consistently. A well‑named assembly program
reads almost like pseudocode, which is a tremendous help when you return to it after months.

Putting It All Together
Labels, symbols, and constants are the glue that links the assembly language to the linker and to
the programmer’s own organisation. By understanding local scoping, external declarations, and the
difference between equ and %define, you gain full control over how names are resolved and how
your program communicates with the outside world. The next chapter moves into the powerful
preprocessor, which allows you to define macros and conditional code that reduce repetition and
increase clarity.
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Sections (.text, .data, .bss)

In This Chapter

A Windows executable is not a flat sequence of bytes; it is divided into sections, each with a distinct
purpose and memory protection. The three core sections — .text for code, .data for initialized
read‑write data, and .bss for uninitialized data — are the pillars on which every NASM program
is built. This chapter explores how to declare these sections, how to place code and data into them,
the attributes that govern their behaviour during loading and execution, and how the Windows 11
memory manager maps them into the process address space. Every directive and attribute described
here is derived from the NASM 2.16 documentation and the Microsoft PE/COFF specification.

16.1 Code Section

The .text section holds the executable machine instructions of your program. In NASM, you
declare it with the section directive. The traditional minimal declaration is:

section .text code align=16

The code keyword tells NASM that this section contains instructions; NASM uses this to set the
IMAGE_SCN_CNT_CODE flag in the COFF section header. The linker uses this flag to give the section
read and execute permissions in the final PE file. Writing to the .text section from user mode will
cause an access violation (Data Execution Prevention).

Organising Functions

Multiple functions can be placed in .text sequentially. Labels mark entry points. The typical
structure for a multi‑function program looks like:
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Code: Multiple functions in .text

section .text code align=16

global main
global fibonacci

main:
sub rsp, 28h
; call fibonacci etc.
xor ecx, ecx
call ExitProcess

fibonacci:
; input RCX = n, output RAX = fib(n)
push rbx
mov eax, 1
...
pop rbx
ret

You can also split code across several instructions with no performance penalty; the linker pads and
aligns sections as specified.

Alignment of Code
Using align=16 in the section declaration aligns the start of the section in memory to a 16‑byte
boundary. You can also use the align directive inside the section to align a particular label, like a
tight loop:
align 16
.hot_loop:

add eax, [rcx]
add rcx, 8
sub edx, 1
jnz .hot_loop

This ensures the loop starts on a 16‑byte boundary, which can improve the CPU’s instruction fetch
bandwidth.

Tip

In Windows x64, the .text section is mapped as executable and readable but not
writable. Any attempt to modify code bytes at runtime (self‑modifying code) will raise
an STATUS_ACCESS_VIOLATION. To write into code, you must use VirtualProtect to tem-
porarily change the protection, a practice that is strongly discouraged for security reasons.

16.2 Data Section
The .data section stores initialized read‑write variables. All data declared with DB, DW, DD, DQ is
placed here. The standard declaration is:
section .data data align=8
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The data keyword signalizes that the section contains initialized data; NASM sets the IMAGE_SCN_CNT_INITIALIZED_DATA
flag. The loader maps this section with read and write permissions, but without execute permission.

Variables and Arrays

Example of a .data section with various data types:

Code: listing16-1.asm — Data section example

section .data data align=8

; scalar variables
error_count dd 0
max_size dq 4096

; strings
greeting db 'Hello, Windows!', 13, 10, 0
greeting_len equ $ - greeting

; arrays
fib_table dq 0, 1, 1, 2, 3, 5, 8, 13
num_fib equ ($ - fib_table) / 8

All data in .data is laid out contiguously in the file image and occupies virtual memory. The
addresses are known at link time and can be referenced via RIP‑relative addressing.

Structures and Padding

To replicate C structs, you can use DB, DW, DD, DQ sequentially and manually enforce alignment. For
example, a structure containing a byte, an int, and a pointer might be:

section .data
align 8
my_struct:

db 0x01 ; byte flag
times 3 db 0 ; pad to 4‑byte boundary
dd 100 ; 32‑bit integer
dq 0x7FFE00110000 ; 64‑bit pointer

NASM’s istruc macro can help with structured data, but the manual approach is often clearer for
simple layouts.

16.3 BSS Section

The .bss section holds uninitialized static data. It is declared as:

section .bss nobits align=8

The type nobits indicates that the section does not consume file space. Its size is recorded, and
when the executable is loaded, the system allocates and zero‑fills those pages. The .bss section has
the same read‑write permissions as .data.
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Reserving Space
Use the RES family of directives to reserve space without initial values:

Code: listing16-2.asm — BSS reservation

section .bss nobits align=8

buffer resb 1024 ; 1024 bytes, zero‑filled at load
str_len resq 1 ; a quadword counter
array resd 64 ; 64 dwords (256 bytes)

You cannot write data to the BSS in the source file; it is only a reservation. The Windows loader
zeros all BSS memory before the process entry point is called.

Warning

Relying on BSS being zero‑filled is safe on Windows; the PE specification guarantees
that uninitialized data sections are zeroed. However, if you manually allocate memory
using HeapAlloc or VirtualAlloc, you must explicitly clear it unless you specify the
HEAP_ZERO_MEMORY flag.

Multiple BSS Sections
You can have more than one BSS section with different names if needed (e.g., .bss_log, .bss_net).
Each will be merged into the overall data segment by the linker, respecting alignment constraints.

16.4 Section Attributes
NASM’s section directive accepts a rich vocabulary of attributes that map directly to the COFF
section characteristics. The full syntax is:
section <name> <type> <attributes>

where <type> is one of code, progbits, or nobits, and <attributes> can include:

• alloc – allocate space for this section (always present for code/data).

• data – contains data (impact on cache coherency for shared sections).

• readonly – section is not writable.

• align=N – alignment requirement (power of 2, max 8192).

• share – shared across processes (IMAGE_SCN_MEM_SHARED).

• execute – executable (implied by code type).

• write – writable (implied by data type).

Combining Attributes
You can create custom sections with fine‑grained protection. For a read‑only data section that is
shared across processes:
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section .shared_ro progbits alloc data readonly share align=16

The linker will set the appropriate PE flags. Not all linkers support every attribute combination;
GoLink and MSVC link handle the standard set well.

Impact on the PE Header
The section characteristics are written into the PE section table. For example, .text typically gets:

IMAGE_SCN_CNT_CODE | IMAGE_SCN_MEM_EXECUTE |
IMAGE_SCN_MEM_READ | IMAGE_SCN_ALIGN_16BYTES

.data gets:

IMAGE_SCN_CNT_INITIALIZED_DATA | IMAGE_SCN_MEM_READ |
IMAGE_SCN_MEM_WRITE | IMAGE_SCN_ALIGN_8BYTES

.bss is merged into the data segment and gets similar flags without IMAGE_SCN_CNT_INITIALIZED_DATA,
replaced by IMAGE_SCN_CNT_UNINITIALIZED_DATA.

16.5 Memory Mapping
When the Windows loader maps an executable, it creates virtual memory regions that correspond
to the sections. The mapping respects the section alignment and protection flags set in the PE
header.

Virtual Memory Layout of Sections
The executable is loaded starting at its ImageBase (typically 0x140000000 for 64‑bit EXEs). The
first page(s) contain the PE headers, followed by the sections in the order they appear in the
section table. The SectionAlignment (usually 4 KiB) governs the granularity; each section starts
on a multiple of this value in memory.

A simplified map:

0x140001000 .text (code, RX)
0x140002000 .rdata (imports, read‑only, R)
0x140003000 .data (initialized RW)
... .bss (uninitialized RW, zero filled)

Within the .data segment, the BSS data is placed after the initialized data and is zeroed. The
stack and heap are separate, allocated at higher addresses.

Observing Section Mapping with a Debugger
You can verify the mapping by examining the executable’s memory in x64dbg or WinDbg. The
command !address in WinDbg shows the regions and their protect flags for the entire process. You
will see entries like:
0x140001000 0x140001fff MEM_IMAGE MEM_COMMIT PAGE_EXECUTE_READ
0x140002000 0x140002fff MEM_IMAGE MEM_COMMIT PAGE_READONLY
0x140003000 0x140003fff MEM_IMAGE MEM_COMMIT PAGE_READWRITE
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This confirms that .text is execute‑read, .rdata read‑only, and .data read‑write.

Custom Memory Mapping via Sections
If you need a section that is executable and writable (e.g., for JIT compilation), you can attempt
to declare it with code and write attributes, but Windows security policy and Secure Boot may
prevent the loader from creating a writable executable section. The correct way is to allocate
dynamic memory with VirtualAlloc and set the permissions accordingly.

Guard Pages and Section Alignment
The section alignment affects the granularity of memory protection. If a .data section has a small
alignment, garbage bytes between the end of data and the start of the next section might be
mapped with the same permissions. While not a problem for correctness, it can be a minor security
consideration. The default alignments are sufficient.

Note

The .bss section does not consume file space, but it does increase the virtual size of the
executable. If you allocate a 10MiB buffer in .bss, the executable will have a large virtual
size but remain small on disk. The operating system commits physical pages only when the
memory is accessed.

Putting It All Together
Sections are the organizational framework of your NASM programs. Placement of code, initialized
data, and uninitialized data into .text, .data, and .bss ensures that the Windows loader applies
the correct protections and the linker can correctly resolve symbols. Understanding these mechanics
gives you the power to create custom memory layouts, protect read‑only data, and optimize for cache
alignment. In the next chapter, you will learn how the assembler’s expression system and address
arithmetic interact with these sections.
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Macros and Preprocessor Directives

In This Chapter

Assembly language is repetitive by nature. The same sequences of instructions appear in multiple
places: function prologues, buffer allocations, API call setups. NASM’s powerful preprocessor lets
you capture these patterns as macros, parameterized templates that expand to the required code
at assembly time. Combined with conditional assembly, include files, and careful reuse strategies,
macros can dramatically reduce source size and improve maintainability. This chapter covers the
%macro and %endmacro mechanism, parameter handling, conditionals (%if, %else), the inclusion
of external files, and best practices for writing reusable assembly components. All information is
based on the NASM 2.16 manual.

17.1 Macro Definition

A macro is defined with the %macro directive and terminated with %endmacro. It can take parame-
ters and contains any assembly statements or preprocessor directives.

Basic Macro Syntax
%macro my_macro 0

; body
%endmacro

The number after the macro name specifies the parameter count. A parameter‑free macro expands
to its body wherever it is invoked by name.

167



NASM x86-64 on Windows 11 17.2. PARAMETERS

A Simple Code Snippet Macro

Code: A macro that pushes two registers

%macro push_rax_rbx 0
push rax
push rbx

%endmacro

Now writing push_rax_rbx in the source inserts the two push instructions. This is trivial but
illustrates the point.

17.2 Parameters

Macros become truly useful when they accept parameters. Parameters are numbered %1, %2, %3,
... inside the macro body. The count in the %macro line can be exact or a range (e.g., 1-3 for one
to three parameters).

Defining Parameterized Macros

Code: Parameterized macro for Windows API call setup

%macro call_api 2
mov rcx, %1
mov rdx, %2
call SomeFunction

%endmacro

Invoked as call_api [handle], [buffer], the macro expands to two moves and a call. The
parameters are substituted verbatim. This can be used to simplify API call patterns.

Rotating Parameters

The %rotate directive shifts parameter numbers left or right, enabling loops over arbitrary‑length
lists. For example, a save_regs macro that pushes multiple registers can be built with rotation:

Code: Pushing multiple registers using rotate

%macro push_regs 1-*
%rep %0

push %1
%rotate 1

%endrep
%endmacro

Here 1-* means at least one parameter, up to many. %0 is the actual count. The %rep loop
repeats for each parameter, and %rotate 1 shifts the list so %1 becomes the next parameter. Now
push_regs rax, rbx, rcx pushes all three. This is a powerful technique.
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Warning

Rotating a parameter list modifies the positional numbers, but the expansion occurs at
assembly time. It does not generate loops at runtime. The assembler simply duplicates the
instructions inside the %rep block.

Local Labels Inside Macros

When a macro contains branch labels, each expansion must use unique label names to avoid dupli-
cates. NASM provides the %% prefix to define a label that is local to the macro expansion:
%macro sum_loop 1

xor eax, eax
mov ecx, %1
%%.loop:

add eax, ecx
loop %%.loop

%endmacro

The label %%.loop will be replaced with a unique label like ..@1234.loop in each expansion, pre-
venting collisions. Use %% for any label defined inside a macro that may be expanded multiple
times.

17.3 Conditional Assembly
Conditional assembly allows you to include or exclude code based on conditions evaluated at assem-
bly time. It is useful for debug builds, platform‑specific sections, or choosing between algorithms
based on constants.

The %if Family

• %if <expression> — true if the expression is nonzero.

• %ifdef <symbol> — true if the symbol is defined.

• %ifndef <symbol> — true if not defined.

• %ifidn <a>,<b> — true if strings a and b are identical (case‑sensitive).

• %ifnum <x> — true if x is a numeric constant.

They are terminated with %endif, with optional %elif and %else.

Code: Conditional assembly for debug output

%define DEBUG 1

%if DEBUG
%define DUMP(msg) call debug_print, msg

%else
%define DUMP(msg) ; nothing

%endif
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When DEBUG is nonzero, DUMP expands to a debug function call; otherwise it expands to nothing.
This toggles debug code without editing every occurrence.

Conditional Import

You can conditionally define extern symbols depending on the Windows version or available APIs.
For example:
%ifndef EXIT_PROCESS_DEFINED

extern ExitProcess
%define EXIT_PROCESS_DEFINED 1

%endif

This ensures ExitProcess is only declared once across multiple include files.

Expression Testing

Use %if to test constants:
%assign BUFFER_SIZE 4096

%if BUFFER_SIZE > 2048
extern LargeBufferAlloc

%else
extern SmallBufferAlloc

%endif

The assembler selects the appropriate external function based on the buffer size.

17.4 Include Files
The %include directive inserts the contents of another file at the current position, exactly as if the
text were copied. This enables sharing macros, constants, and external declarations across many
source files.

Basic Inclusion
%include "windows.inc"

A common practice is to place all extern declarations and equ constants for the Windows API into
a single file, then include it in each module.

Code: A typical include file: ‘windows.inc‘

; windows.inc — common Windows API constants and externs
%ifndef WINDOWS_INC
%define WINDOWS_INC

STD_INPUT_HANDLE equ -10
STD_OUTPUT_HANDLE equ -11
STD_ERROR_HANDLE equ -12

HEAP_ZERO_MEMORY equ 8
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extern GetStdHandle
extern ReadFile
extern WriteFile
extern GetProcessHeap
extern HeapAlloc
extern HeapFree
extern ExitProcess

%endif

The include guard (%ifndef WINDOWS_INC) prevents multiple inclusions and the resulting duplicate
symbol errors. Place this file in an include directory and reference it with a relative path.

Including Macros

A separate file can contain reusable macros. For instance, macros.inc might have:

Code: macros.inc — Function prologue/epilogue macro

%macro prologue 1
push rbp
mov rbp, rsp
sub rsp, %1

%endmacro

%macro epilogue 0
mov rsp, rbp
pop rbp
ret

%endmacro

Then in a source file:

%include "macros.inc"

my_func:
prologue 0x30
; ... body ...
epilogue

This drastically reduces boilerplate.

Tip

Use include files to build a personal library of NASM macros that mirror C‑library functions.
For example, a print_string macro that encapsulates the entire WriteFile call sequence
with stdout.
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17.5 Code Reuse
Macros and includes are the primary mechanisms for code reuse in assembly. The preprocessor
allows you to create abstractions that generate optimized code without incurring the overhead of a
function call.

Function‑like Macros vs. Subroutines
A macro that expands to a sequence of instructions avoids the call/ret overhead, but each expansion
increases code size. A subroutine (a regular call) centralizes the logic but costs a call and return.
For tiny, frequently used sequences, macros are ideal. For larger blocks, subroutines save space.

Code: Comparing a macro and a subroutine for adding two numbers

; macro version
%macro add_macro 2

lea %1, [%1 + %2]
%endmacro

; subroutine version
global add_func
add_func:

lea rax, [rcx + rdx]
ret

The macro uses the exact registers passed, while the subroutine uses the calling convention.

Building Reusable Utility Macros
Assemble a suite of macros for typical Windows tasks. For example, a macro that writes a string
to the console using a given handle:

Code: write_string macro

%macro write_string 3 ; handle, string, length
lea r9, [rel written]
mov r8d, %3
lea rdx, [rel %2]
mov rcx, %1
call WriteFile

%endmacro

Usage:
write_string [rel stdout], hello_msg, HELLO_LEN

This macro assumes that written and WriteFile are properly defined. It saves the repetitive
register setup.

Using %push and %pop for Contextual Assembly
NASM provides a stack‑like context mechanism (%push, %pop) that can be used to track nested
inclusions or macro states. While not needed for everyday macros, it enables advanced control
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structures, such as ensuring matching ends of block macros.

Code: Block macro using context stack

%macro begin_if 1
%push if_context
cmp %1, 0
je %$else_label

%endmacro

%macro else 0
jmp %$end_label
%$else_label:

%endmacro

%macro end_if 0
%$end_label:
%pop

%endmacro

The %$ prefix generates a label unique to the context level, allowing nested if‑else chains. This is
an advanced technique; for most purposes, simple conditional jumps are clearer.

Organizing Reusable Code

A well‑organized NASM project uses a library directory with include files. Typical structure:

include/
windows.inc
macros.inc
structs.inc

src/
main.asm
utils.asm

Each source file begins with:

%include "include/windows.inc"
%include "include/macros.inc"

This modular approach allows building different programs from the same set of utility macros and
constants.

Preprocessor Best Practices

• Guard all include files with %ifndef checks to avoid double inclusion.

• Document macros with comments; a macro’s parameters are not self‑evident.

• Minimize macro side effects. A macro should not rely on the caller setting up registers
unless those registers are documented as parameters.

• Use local labels (%%) inside macros to prevent duplicate symbol errors.
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• Keep macros simple. If a macro grows beyond a few lines, consider making it a subroutine
instead.

• Use %unmacro to remove a macro definition when it is no longer needed, though this is rarely
necessary.

• Test macros thoroughly. Because they expand textually, errors can be cryptic; assemble
with -l listing.lst to see the expanded output.

Warning

Over‑using macros can make code unreadable and debugger unfriendly, since the debugger
shows the expanded code, not the macro invocation. Strike a balance between convenience
and clarity.

Putting It All Together
The preprocessor is one of NASM’s most valuable assets. It allows you to write less, reuse more, and
shield the rest of the code from trivial details. Macros, conditionals, and include files together enable
a clean, modular assembly programming style that rivals higher‑level languages in expressiveness
while retaining full low‑level control. The next chapter will shift focus to the actual execution flow,
starting with unconditional and conditional jumps.
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18
Data Movement Instructions

In This Chapter

Moving data is the most fundamental operation any program performs. The x86‑64 architecture
provides a rich set of instructions to transfer bytes, words, doublewords, and quadwords between
registers and memory, to load effective addresses for pointer arithmetic, and to extend values with
or without sign preservation. This chapter examines the essential data movement instructions: MOV,
LEA, MOVZX, and MOVSX. Every description includes the precise operand rules, flag effects, encoding
details where relevant, and complete NASM examples tested on Windows 11. The material is drawn
from the Intel® 64 and IA‑32 Architectures Software Developer’s Manual (Volumes 2A and 2B), the
AMD64 Architecture Programmer’s Manual, and the NASM 2.16 documentation.

18.1 MOV Instruction
MOV copies the source operand to the destination operand. It is the simplest and most heavily used
instruction in the instruction set.

Syntax and Operand Forms

The general form is MOV dest, src. The following operand combinations are allowed:

• Register to register: mov rax, rcx

• Immediate to register: mov eax, 42

• Immediate to memory: mov dword [rdx], 0x7F

• Register to memory: mov [rdx], rax

• Memory to register: mov rax, [rdx]
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• Segment register to general register / memory: rarely used in 64‑bit Windows.

• General register to segment register: similarly rare.

Direct memory‑to‑memory moves are not permitted. To copy from one memory location to another,
you must use an intermediate register or a string instruction.

Size Specification
When both operands are registers, NASM deduces the operand size from the register name. When
one operand is a memory reference and the other is an immediate, you must explicitly state the
size:
mov byte [rcx], 0x01
mov word [rcx], 0x0202
mov dword [rcx], 0x03030303
mov qword [rcx], 0x0404040404040404

Failing to do so results in an “operation size not specified” error.

Flag Effects
MOV does not affect any status flags. It silently moves data without altering the processor state
beyond the destination.

RIP‑Relative Addressing for Global Data
On Windows x64, all references to labels in .data and .bss must be RIP‑relative. With default
rel at the top of the file, mov eax, [myvar] automatically becomes mov eax, [rel myvar]. This
is the standard way to access global variables.

Code: listing18-1.asm — Basic MOV examples

; listing18-1.asm
bits 64
default rel

section .data
value1 dq 0xAAAAAAAAAAAAAAAA
value2 dq 0

section .text
global main
main:

sub rsp, 28h

; register to register
mov rax, 0x1234
mov rbx, rax

; immediate to memory
mov dword [rel value2], 0xBBBBBBBB

; memory to register
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mov rcx, [rel value1]

; register to memory
mov [rel value1], rcx

xor ecx, ecx
ret

The above program runs without any Windows API calls; it simply exercises MOV and returns.
You can debug it to verify that the values are written and read correctly.

Common Windows Usage

Setting up arguments for API calls relies heavily on MOV. For example, before calling WriteFile,
you move the handle into RCX, the buffer pointer into RDX, the size into R8, and the overlap pointer
into R9. These are all register loads via MOV (or LEA).

18.2 LEA Instruction

LEA (Load Effective Address) computes the offset of a memory operand and stores that offset in a
register. It does not read from memory; it only performs address arithmetic.

Syntax and Operation
lea dest_register, [src_address_expression]

The destination must be a general‑purpose register. The source is any valid memory operand. The
processor calculates the effective address and writes the result to the destination.

Using LEA for Address Calculation

In Windows x64, the primary use of LEA is to obtain the pointer to a label for RIP‑relative address-
ing:

lea rdx, [rel message] ; rdx now points to message

This replaces the older mov rdx, offset message which is not allowed in 64‑bit mode. Without
LEA, you would have to compute the address manually using RIP.

Arithmetic with LEA

Because LEA can combine base, index, scale, and displacement in one operation, it can perform up
to three additions and a multiplication in a single instruction without using ALU execution ports
(it uses the address generation unit). For instance:

lea rax, [rcx + rdx*4 + 128] ; rax = rcx + (rdx * 4) + 128

This is a fast way to compute an offset into an array of dwords. It is often used to generate addresses
for table lookups.
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Flag Effects

LEA does not modify any flags. It is purely an address computation; any overflow or carry in the
addition is ignored, and the result is truncated to 64 bits.

Code: listing18-2.asm — LEA for address calculation and arithmetic

; listing18-2.asm
bits 64
default rel

section .data
array dq 10, 20, 30, 40, 50

section .text
global main
main:

sub rsp, 28h

; load address of array
lea rcx, [rel array]

; compute address of array[3]: base + index*8
lea rax, [rcx + 3*8] ; actually assembler needs rcx + rdx*8, so use a register
; we need a register for index; use rdx
mov edx, 3
lea rax, [rcx + rdx*8] ; RAX now points to array[3]

; load the value
mov rbx, [rax] ; RBX = 40

; Arithmetic: compute 5*rcx + 10 using LEA
lea rax, [rcx*5 + 10] ; not allowed, scale is limited to 1,2,4,8
; LEA with scale and displacement only:
lea rax, [rcx + rcx*4 + 10] ; rax = rcx + rcx*4 + 10 = 5*rcx + 10

xor ecx, ecx
ret

Tip

Use LEA to avoid separate MOV and arithmetic instructions. A single LEA can replace a MOV
+ SHL + ADD sequence, reducing code size and often improving speed.

18.3 MOVZX / MOVSX

When moving a smaller‑sized source into a larger‑sized destination, you must decide whether to
zero‑extend or sign‑extend the value. MOVZX (Move with Zero‑Extension) fills the upper bits with
zeros. MOVSX (Move with Sign‑Extension) copies the source’s sign bit into all upper bits.
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Supported Sizes
• MOVZX r32, r/m8 — byte to dword (upper 32 of r64 are zeroed because writing r32 zero‑extends

to 64 bits).

• MOVZX r32, r/m16 — word to dword.

• MOVZX r64, r/m8 — byte to qword.

• MOVZX r64, r/m16 — word to qword.

• MOVZX does not support dword to qword because writing a 32‑bit register zero‑extends to 64
bits automatically; a simple mov r32d, r/m32 does the job.

• MOVSX r32, r/m8 — byte to dword (sign‑extended), upper 32 zeroed due to 32‑bit write.

• MOVSX r32, r/m16 — word to dword.

• MOVSX r64, r/m8 — byte to qword.

• MOVSX r64, r/m16 — word to qword.

• MOVSX r64, r/m32 — dword to qword (sign‑extended; case where an explicit extension is
useful).

Example: Reading a WORD Parameter
Windows API sometimes uses WORD (16‑bit) parameters; when you need the full 64‑bit value
zero‑extended, use MOVZX:
mov ax, 0xFF80
movzx ecx, ax ; ECX = 0x0000FF80, RCX = 0x000000000000FF80

If you needed sign extension, you would write:
movsx rcx, ax ; RCX = 0xFFFFFFFFFFFFFF80

Avoiding Redundant MOVZX
Because writing to a 32‑bit register automatically zero‑extends to the full 64‑bit register, you rarely
need MOVZX r64, r/m32. Instead, just use a 32‑bit move. For example, to load a 32‑bit value from
memory into RAX with zero extension:
mov eax, dword [buffer] ; zero‑extends to RAX

This is more compact and efficient than movzx rax, dword [buffer] (which doesn’t exist anyway).

Flag Effects
Neither MOVZX nor MOVSX affects the flags.

Practical Example: String Length with Zero Extension
When working with strings, you often load bytes into a dword or qword to compute lengths or
perform comparisons.
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Code: listing18-3.asm — MOVZX and MOVSX usage

; listing18-3.asm
bits 64
default rel

section .data
byte_data db 0xFE
word_data dw 0xFF80
dword_data dd 0x12345678

section .text
global main
main:

sub rsp, 28h

; zero‑extend byte
movzx eax, byte [rel byte_data] ; EAX = 0x000000FE, RAX = 0x00000000000000FE

; sign‑extend byte
movsx ecx, byte [rel byte_data] ; ECX = 0xFFFFFFFE, RCX = 0x00000000FFFFFFFE
movsx rdx, byte [rel byte_data] ; RDX = 0xFFFFFFFFFFFFFFFE

; zero‑extend word
movzx r8d, word [rel word_data] ; R8D = 0x0000FF80, R8 = 0x000000000000FF80

; sign‑extend dword to qword (preserves sign)
mov r9d, dword [rel dword_data] ; R9D = 0x12345678, R9 = 0x0000000012345678

(zero‑extended because 32-bit write!)↪→

; To sign‑extend a dword:
movsxd r9, dword [rel dword_data] ; R9 = 0x0000000012345678 (positive, unchanged)
; For a negative dword:
mov dword [rel dword_data], 0x80000000
movsxd r10, dword [rel dword_data] ; R10 = 0xFFFFFFFF80000000

xor ecx, ecx
ret

Note: the movsxd mnemonic is a NASM alias for movsx when extending a dword to qword. Both
are accepted.

Warning

Avoid sign‑extension mistakes. If you load a byte with a plain mov al, [mem] and later
use RAX as an address, the upper bits will contain whatever was in RAX before, not zero.
Always explicitly extend when necessary, or clear the whole register first.

18.4 Memory Transfers

Moving data to and from memory is central to assembly programming. The x86–64 provides a
variety of addressing modes to make it efficient.
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Loading from Memory

To read a value from memory into a register, place the address inside brackets:
mov rax, [rcx] ; load 8 bytes from address in RCX
mov eax, [rcx + rdx*4] ; load 4 bytes (due to EAX) from address RCX + RDX*4

The address can be any valid effective address expression: base, index, scale, displacement, RIP‑relative.

Storing to Memory

To write a register value to memory:
mov [rcx], rax
mov [rsp+32], ebx
mov qword [myvar], rdx ; myvar must be a label in .data/.bss

The size of the operation is determined by the register operand or an explicit size keyword when
using an immediate.

Memory to Memory Transfer via Register

Because there is no memory‑to‑memory MOV, copy between two memory locations in two steps:
mov rax, [src]
mov [dst], rax

For larger blocks, the REP MOVS string instruction is highly optimized, but it requires setting up
source (RSI), destination (RDI), and count (RCX), and ensuring the direction flag is clear. For most
small copies, explicit register moves are straightforward.

Alignment Considerations

Unaligned memory accesses are allowed for general‑purpose integer loads/stores, but crossing a
cache line boundary may incur a performance penalty. For critical loops, align data to its natural
size and use aligned load instructions when possible. The .rdata and .data sections alignment
(align 8 or align 16) helps.

Example: Copying a Structure

Assume a structure of 24 bytes. Copy it using three quadword moves:

Code: listing18-4.asm — Memory copy example

; listing18-4.asm
bits 64
default rel

section .data
src_struct: db 1,0,0,0, 2,0,0,0, 3,0,0,0, 4,0,0,0, 5,0,0,0, 6,0,0,0
dst_struct: times 24 db 0

section .text
global main
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main:
sub rsp, 28h

lea rsi, [rel src_struct]
lea rdi, [rel dst_struct]

mov rax, [rsi]
mov [rdi], rax
mov rax, [rsi+8]
mov [rdi+8], rax
mov rax, [rsi+16]
mov [rdi+16], rax

xor ecx, ecx
ret

18.5 Register Transfers
Moving data between registers is trivial but forms the foundation of data manipulation. Since
MOV can copy any 64‑, 32‑, 16‑, or 8‑bit value between registers of the same size, there is little to
elaborate. However, a few patterns deserve mention.

Zeroing a Register

The fastest and smallest way to set a 64‑bit register to zero is:
xor eax, eax ; zeroes RAX, breaks dependency

This is preferred over mov eax, 0 because it has a shorter encoding and the processor recognizes
it as a zeroing idiom. Use xor for any register; e.g., xor r12d, r12d.

Moving Values Between Different Sizes

When moving from a smaller register to a larger one, remember the zero‑extension rule:
mov ax, 0x1234
movsx ebx, ax ; sign‑extend AX to EBX (and zero upper 32 of RBX)
movzx ecx, ax ; zero‑extend AX to ECX

To move between non‑matching sizes without extension, you must use explicit temporary registers:
mov al, bl ; copy low byte
; to copy AH to CL:
mov cl, ah

Preserving Register Values

When calling Windows API functions, you need to save non‑volatile registers if you use them. Use
MOV to store them on the stack or in a local variable before the call, then restore after.
push rbx ; save RBX
; ... code that uses RBX ...
pop rbx ; restore
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Alternatively, MOV into a pre‑allocated shadow or local variable.

Complete Example: Combining Data Movement

The following program uses all four instruction types to convert a string to uppercase and print it
(conceptual; includes MOV, LEA, MOVZX, MOV, and output via Windows API). It serves as a
comprehensive review.

Code: listing18-5.asm — Full data movement in action

; listing18-5.asm
; Assemble: nasm -f win64 -o listing18-5.obj listing18-5.asm
; Link: golink /entry main /console listing18-5.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
in_msg db 'hello world', 13, 10
in_len equ $ - in_msg

section .bss
stdout resq 1
out_buf resb 32
written resd 1

section .text
global main
main:

sub rsp, 38h

; Get stdout handle
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; Convert to uppercase: process each byte
lea rsi, [rel in_msg]
lea rdi, [rel out_buf]
mov ecx, in_len

.loop:
movzx eax, byte [rsi] ; load and zero‑extend a byte
cmp al, 'a'
jb .skip
cmp al, 'z'
ja .skip
sub al, 32 ; convert to uppercase (ASCII)
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.skip:
mov [rdi], al ; store back
inc rsi
inc rdi
dec ecx
jnz .loop

; Write the uppercase string
lea r9, [rel written]
mov r8d, in_len
lea rdx, [rel out_buf]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

This program demonstrates repeated use of MOV, MOVZX, LEA, and various memory transfers, tying
together the chapter’s concepts. When run, it prints “HELLO WORLD”.

Putting It All Together
Data movement instructions are the foundation of every assembly language program. Understanding
the precise operation of MOV, LEA, MOVZX, and MOVSX — their operand forms, size rules, and lack of
flag effects — equips you to write efficient, correct code that interacts seamlessly with the Windows
11 x64 environment. The next chapter will build upon this by introducing the arithmetic instructions
that transform the data you have so carefully moved.
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19
Arithmetic Instructions

In This Chapter
Arithmetic operations are at the heart of computation. The x86–64 instruction set provides a
comprehensive set of integer arithmetic instructions that operate on 64‑, 32‑, 16‑, and 8‑bit operands.
This chapter examines the core arithmetic instructions: ADD, SUB, MUL, IMUL, DIV, IDIV, INC, DEC,
and the associated flag behaviour. Every explanation includes the allowed operand forms, effects on
the status flags, and complete NASM examples tested on Windows 11. The descriptions are based
on the Intel® 64 and IA-32 Architectures Software Developer’s Manual (Vol. 2A), the AMD64
Architecture Programmer’s Manual, and the NASM 2.16 documentation.

19.1 ADD and SUB
ADD and SUB are the most straightforward arithmetic instructions. They perform integer addition
and subtraction, respectively.

Syntax
• ADD dest, src — dest = dest + src

• SUB dest, src — dest = dest – src

The destination and source must be the same size. Valid operand forms:

• ADD reg, reg

• ADD reg, mem

• ADD mem, reg

• ADD reg, imm
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• ADD mem, imm

Memory‑to‑memory arithmetic is not permitted.

Flag Effects

Both instructions modify OF, SF, ZF, AF, PF, and CF according to the result.

• CF (Carry Flag): Set if the unsigned addition overflows (carry out of the most significant
bit) for ADD; set if a borrow is required (unsigned underflow) for SUB.

• OF (Overflow Flag): Set if the signed result overflows (i.e., the sign bit changes incorrectly).

• SF (Sign Flag): Set to the most significant bit of the result.

• ZF (Zero Flag): Set if the result is zero.

• AF (Auxiliary Carry Flag): Set if there is a carry out of bit 3 (used for BCD arithmetic).

• PF (Parity Flag): Set if the low byte of the result has an even number of set bits.

Example: Basic Addition and Subtraction

Code: listing19-1.asm — ADD and SUB demonstration

; listing19-1.asm
bits 64
default rel

extern ExitProcess

section .data
val_a dq 100
val_b dq 250

section .bss
result resq 1

section .text
global main
main:

sub rsp, 28h

; addition
mov rax, [rel val_a]
add rax, [rel val_b] ; RAX = 350
mov [rel result], rax

; subtraction
mov rcx, [rel val_b]
sub rcx, [rel val_a] ; RCX = 150
mov [rel result], rcx

xor ecx, ecx
call ExitProcess
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The program adds and subtracts two quadwords from memory. Flags are set but not inspected; a
debugger can display them.

Using ADD/SUB for Pointer Arithmetic

Add and subtract are frequently used to advance pointers. Since addresses are 64‑bit, use 64‑bit
operand size:

lea rsi, [rel array]
add rsi, 8 ; point to next quadword
sub rsi, 16 ; point two quadwords back

Tip

When adding an offset to a pointer, prefer ADD over LEA if the pointer is in the same register,
because ADD is smaller and faster. LEA is useful when you need a new register without
modifying the source.

19.2 MUL and IMUL

Multiplication in x86–64 can be unsigned (MUL) or signed (IMUL). The instruction set provides
one‑operand, two‑operand, and three‑operand forms for IMUL, while MUL retains the classical sin-
gle‑operand form.

MUL — Unsigned Multiply

MUL src multiplies the source by the accumulator (AL, AX, EAX, or RAX) and stores the result
in a double‑width destination.

• MUL r/m8 — AX = AL * r/m8

• MUL r/m16 — DX:AX = AX * r/m16

• MUL r/m32 — EDX:EAX = EAX * r/m32

• MUL r/m64 — RDX:RAX = RAX * r/m64

The upper half is placed in DX, EDX, or RDX respectively.

IMUL — Signed Multiply

IMUL has three forms:

1. One‑operand: IMUL r/m — same register layout as MUL, but signed.

2. Two‑operand: IMUL reg, r/m — reg = reg * r/m. The upper half of the result is discarded;
overflow is indicated in flags.

3. Three‑operand: IMUL reg, r/m, imm — reg = r/m * imm (signed, truncated to destination
size).
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Flag Effects

MUL sets CF and OF if the upper half of the result is non‑zero (i.e., the product does not fit in the
lower half). For IMUL single‑operand, same behaviour. For the two‑ and three‑operand forms, CF
and OF are set if the truncated result is not the exact signed result (i.e., overflow/wrap‑around).
The remaining flags are undefined.

Example: 64-bit Multiplication

Code: listing19-2.asm — MUL and IMUL examples

; listing19-2.asm
bits 64
default rel

extern ExitProcess

section .data
multiplicand dq 0x12345678
multiplier dq 0x2

section .bss
prod_low resq 1
prod_high resq 1

section .text
global main
main:

sub rsp, 28h

; unsigned multiply
mov rax, [rel multiplicand]
mov rcx, [rel multiplier]
mul rcx ; RDX:RAX = RAX * RCX
mov [rel prod_low], rax
mov [rel prod_high], rdx

; signed multiply (two‑operand)
mov rax, [rel multiplicand]
mov rcx, 4
imul rax, rcx ; RAX = RAX * RCX (truncated)
mov [rel prod_low], rax

; signed multiply (three‑operand)
mov rax, [rel multiplicand]
imul rax, rax, 5 ; RAX = multiplicand * 5
mov [rel prod_low], rax

xor ecx, ecx
call ExitProcess

After the first multiplication, RDX contains the high 64 bits (likely zero for these small values). The
flags can be examined to detect overflow.
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Warning

Forgetting the upper product. If you multiply two 64‑bit values and only check RAX, you
may silently lose the high part. Always check RDX or use the two‑operand form if truncation
is intended.

19.3 DIV and IDIV
Division is more restrictive in x86‑64. The dividend is always a double‑width value in RDX:RAX,
EDX:EAX, DX:AX, or AX. The divisor is a single‑width operand. The quotient is placed in the lower
half and the remainder in the upper half.

DIV — Unsigned Divide

• DIV r/m8 — AL = AX / r/m8, AH = AX % r/m8

• DIV r/m16 — AX = DX:AX / r/m16, DX = remainder

• DIV r/m32 — EAX = EDX:EAX / r/m32, EDX = remainder

• DIV r/m64 — RAX = RDX:RAX / r/m64, RDX = remainder

IDIV — Signed Divide

Same register layout, but signed. The sign of the remainder matches the sign of the dividend.

Division Errors

Division can cause a #DE (Divide Error) exception if:

• The divisor is zero.

• The quotient overflows the destination (e.g., dividing a 128‑bit value by 1 with upper half
larger than divisor).

This exception usually terminates the program unless a structured exception handler is installed.

Preparing the Dividend

Before an unsigned division, you must zero‑extend the dividend into the upper half. MOV rdx, 0.
For signed division, you must sign‑extend using CWD, CDQ, or CQO (Convert Quadword to Octoword,
i.e., sign‑extend RAX into RDX):

mov rax, [dividend]
cqo ; RDX = sign‑extension of RAX
idiv qword [divisor]

For unsigned, simply clear RDX:

xor edx, edx
div qword [divisor]
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Flag Effects

Arithmetic flags are undefined after division. Do not rely on them for decision‑making after DIV or
IDIV.

Example: Safe Division

Code: listing19-3.asm — Division with zero check

; listing19-3.asm
bits 64
default rel

extern ExitProcess

section .data
dividend dq 100
divisor dq 7

section .bss
quotient resq 1
remainder resq 1

section .text
global main
main:

sub rsp, 28h

; check for zero divisor
mov rcx, [rel divisor]
test rcx, rcx
jz .exit

; unsigned division
mov rax, [rel dividend]
xor edx, edx ; zero‑extend
div rcx
mov [rel quotient], rax
mov [rel remainder], rdx

; signed division for a negative dividend
mov rax, -100
cqo ; sign‑extend RAX into RDX
idiv rcx
; quotient = -14, remainder = -2 (or -2 depending on implementation, sign matches

dividend)↪→

.exit:
xor ecx, ecx
call ExitProcess

The example guards against division by zero and shows both unsigned and signed forms.
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Caution

CQO and CDQE. The mnemonic CQO (Convert Quadword to Octoword) is the 64‑bit
version of CWD and CDQ. NASM accepts cqo. It sign‑extends RAX into RDX. Use it before
every signed 64‑bit division.

19.4 INC and DEC
INC and DEC increment or decrement a register or memory operand by 1. They are one‑byte shorter
than ADD reg, 1 when operating on a register, but on modern processors there is no difference in
speed.

Syntax

• INC reg/mem

• DEC reg/mem

Flag Effects

INC and DEC affect OF, SF, ZF, AF, PF, but do not affect CF. This is a classic pitfall: INC cannot be
used in a loop counter followed by a JC (carry) check. Use ADD ecx, 1 if you need the carry flag.

Example: Loop Counter

Code: listing19-4.asm — INC and DEC usage

; listing19-4.asm
bits 64
default rel

extern ExitProcess

section .bss
counter resq 1

section .text
global main
main:

sub rsp, 28h

mov qword [rel counter], 10

.loop:
inc qword [rel counter]
dec qword [rel counter] ; back to original
; check zero flag
cmp qword [rel counter], 0
jne .loop

xor ecx, ecx
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call ExitProcess

This trivial loop shows that INC and DEC cancel each other. The CMP instruction is used to test for
zero because INC does not set CF.

19.5 Flags Behavior
A thorough understanding of how arithmetic instructions affect the flags is essential for conditional
branching. The following table summarizes the effects on the most commonly tested flags.

Instruction OF SF ZF AF PF CF
ADD * * * * * *
SUB * * * * * *
CMP * * * * * *
MUL (1‑op) * ? ? ? ? *
IMUL (1‑op) * ? ? ? ? *
IMUL (2/3‑op) * ? ? ? ? *
DIV ? ? ? ? ? ?
IDIV ? ? ? ? ? ?
INC * * * * * – (unchanged)
DEC * * * * * –

* = modified, ? = undefined, – = unchanged

Deeper Look at Overflow and Carry

• CF (Carry/Borrow): For unsigned arithmetic, CF indicates a result that is too large (ADD)
or negative (SUB). For MUL and IMUL, CF indicates that the product does not fit in the lower
half.

• OF (Overflow): For signed arithmetic, OF signals that the algebraic result cannot be repre-
sented in the destination size. For example, ADD EAX, 1 sets OF if EAX was 0x7FFFFFFF.

• SF (Sign): Simply the copy of the high bit; useful for testing negative results.

• ZF (Zero): Set when the result is exactly zero; the most commonly used flag for branching.

Example: Using Flags to Control Flow

Code: listing19-5.asm — Branching on carry and overflow

; listing19-5.asm
bits 64
default rel

extern ExitProcess

section .data
val1 dq 0x7FFFFFFFFFFFFFFF
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val2 dq 1

section .text
global main
main:

sub rsp, 28h

mov rax, [rel val1]
add rax, [rel val2] ; causes signed overflow

jo .overflow ; jump if overflow
jmp .no_overflow

.overflow:
; handle overflow (optional)
mov ecx, 1 ; exit code 1
call ExitProcess

.no_overflow:
xor ecx, ecx
call ExitProcess

When run, the program exits with code 1 because RAX overflows. This demonstrates capturing OF.

Testing for Zero After Arithmetic
After SUB or ADD, you can simply use JZ / JE or JNZ / JNE. However, after MUL or DIV, you should
copy the result to a register and then TEST or CMP because the flags are undefined.

Note

The CMP instruction is identical to SUB except that it does not write the result; it only
updates flags. It is the preferred way to compare two values.

Preserving Flags for Multi‑Precision Arithmetic
Instructions like ADC (Add with Carry) and SBB (Subtract with Borrow) use the CF from a previous
operation to chain operations over wider integers. The flag behaviour of individual arithmetic
instructions makes this possible. Large integer libraries use ADD followed by ADC in a loop.

Putting It All Together
Arithmetic instructions are the building blocks of computation. They provide precise control over
signed and unsigned operations, with flags that reflect every nuance of the result. By mastering
ADD, SUB, MUL, IMUL, DIV, IDIV, INC, and DEC, and by understanding exactly how they set (or leave
undefined) the flags, you can write robust arithmetic, any‑precision integer libraries, and perfor-
mance‑sensitive computational kernels. The next chapter will cover logical and bit manipulation
instructions, which complement arithmetic by allowing precise control over individual bits.
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Bitwise and Logical Operations

In This Chapter

Manipulating individual bits is a fundamental skill in systems programming. The x86–64 architec-
ture provides a rich set of logical instructions to perform bitwise AND, OR, XOR, and NOT; shift
instructions that move bits left or right with various fill strategies; rotate instructions that circulate
bits through the carry flag; and bit test and manipulate instructions that operate on single bits.
This chapter examines each of these instruction groups in detail, describing operand forms, flag
effects, and practical uses in Windows 11 assembly programs. Every explanation is verified against
the Intel® 64 and IA-32 Architectures Software Developer’s Manual (Vol. 2A), the AMD64 Archi-
tecture Programmer’s Manual, and the NASM 2.16 documentation. Complete NASM examples
accompany each section.

20.1 AND, OR, XOR, NOT
These instructions perform the basic Boolean operations. They take two operands (except NOT,
which takes one) and can operate on registers or memory.

AND

AND dest, src performs a bitwise logical AND. Each bit of the result is 1 only if the corresponding
bits of both operands are 1.
and eax, 0x000000FF ; keep low byte, clear others
and byte [flag], 0xFE ; clear bit 0

Uses: masking bits (clearing selected bits), testing if multiple bits are set (followed by TEST which
is AND without writing result), and modulo operations if the divisor is a power of two (e.g., and
eax, 15 computes eax mod 16).

195



NASM x86-64 on Windows 11 20.1. AND, OR, XOR, NOT

OR
OR dest, src sets each bit of the result to 1 if either source bit is 1.
or eax, 0x00000001 ; set bit 0
or qword [mask], rax ; combine flags

Uses: setting specific bits, merging flag fields.

XOR
XOR dest, src sets a bit to 1 if the corresponding bits differ.
xor eax, eax ; zero RAX efficiently
xor byte [lock], 1 ; toggle bit 0

Uses: zeroing a register (recognized by the CPU as a zeroing idiom, breaking dependencies), toggling
bits, implementing simple encryption (XOR cipher), and performing conditional swaps without a
temporary register.

NOT
NOT dest flips all bits of the operand (one’s complement). It does not affect any flags.
mov eax, 0xFFFF0000
not eax ; EAX = 0x0000FFFF

Uses: creating bitmasks, inverting Boolean values.

Flag Effects
• AND, OR, XOR: The OF and CF flags are cleared, SF, ZF, and PF are set according to

the result; AF is undefined.

• NOT: No flags are affected.

• TEST: Same as AND but does not modify destination. It only updates SF, ZF, PF; OF=CF=0.

Practical Masking Example
The following program reads a byte, extracts the high nibble using AND and shift, and sets a flag
using OR.

Code: listing20-1.asm — Logical operations

; listing20-1.asm
bits 64
default rel

extern ExitProcess

section .data
value db 0xAB
result db 0
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section .text
global main
main:

sub rsp, 28h

mov al, [rel value] ; AL = 0xAB
and al, 0xF0 ; isolate high nibble -> 0xA0
shr al, 4 ; now AL = 0x0A
or byte [rel result], al ; result = 0x0A

; toggle bit 7 of result
xor byte [rel result], 0x80

xor ecx, ecx
call ExitProcess

Set a breakpoint after the XOR and inspect ‘result‘ in a debugger; you will see the final value 0x8A.

20.2 Shift Operations
Shift instructions move bits left or right by a specified count, filling the empty positions with zeros
or the sign bit, or allowing multi-precision shifts.

Logical Shifts: SHL, SHR
• SHL dest, count — shift left, filling with zeros. Same instruction as SAL (Shift Arithmetic

Left).

• SHR dest, count — shift right, filling with zeros.

The count can be an immediate or the CL register. The result is stored in dest. For 64‑bit shifts,
use SHL r64, imm8 or SHL r64, CL.
mov rax, 1
shl rax, 10 ; RAX = 1024 (1 << 10)
shr rax, 3 ; RAX = 1024 / 8 = 128

Arithmetic Shifts: SAL, SAR
• SAL is identical to SHL.

• SAR dest, count — shift right, filling with the sign bit (preserving the sign of a signed
integer).

mov eax, -16
sar eax, 2 ; EAX = -4 (sign extended)

Double‑Precision Shifts: SHLD, SHRD
These instructions shift a destination operand left or right, pulling in bits from a source operand.
They are useful for multi‑precision arithmetic or bit‑stream extraction.

• SHLD dest, src, count — shift dest left by count, filling from the left with bits from src.
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• SHRD dest, src, count — shift dest right, filling from the right with bits from src.

The count must be an immediate or CL. The source is not modified.

Example: combine two 32‑bit values into a 64‑bit value:
mov eax, high_part
mov ebx, low_part
shld eax, ebx, 16 ; eax shifted left, filled from high bits of ebx

Flag Effects

• CF: last bit shifted out. For shifts with count > 1, CF is the last bit shifted out (if count=0,
flags unchanged).

• OF: defined only for single‑bit shifts; set if the sign bit changed (SHL/SAL) or if the top two
bits differ (SAR). For multi‑bit shifts, OF is undefined.

• SF, ZF, PF: set according to result.

• AF: undefined.

Caution

The shift count is masked: for 64‑bit destinations, only the low 6 bits of the count are used
(0–63). Writing shl rax, 65 actually shifts by 1. This is documented behavior, but if you
rely on it, ensure it is what you intend.

Shift Examples

Code: listing20-2.asm — Shifts and bit extraction

; listing20-2.asm
bits 64
default rel

extern ExitProcess

section .data
packed dd 0x12345678

section .bss
extract resb 4

section .text
global main
main:

sub rsp, 28h

mov eax, [rel packed]

; extract byte 2 (bits 23-16) using shift and mask
shr eax, 16
movzx ecx, al
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mov [rel extract], cl

; left shift to multiply by 8
mov eax, 5
shl eax, 3 ; EAX = 40

xor ecx, ecx
call ExitProcess

20.3 Rotate Operations
Rotate instructions are similar to shifts, but the bits shifted out are fed back into the other end.
The carry flag may be included in the rotation.

ROL, ROR (Rotate Without Carry)

• ROL dest, count — rotate left. The MSB moves to CF and simultaneously to the LSB.

• ROR dest, count — rotate right. The LSB moves to CF and simultaneously to the MSB.
mov al, 0x81
rol al, 1 ; AL = 0x03, CF = 1
ror al, 1 ; AL = 0x81, CF = 1 again

RCL, RCR (Rotate Through Carry)

These include the carry flag in the rotation loop. RCL shifts left, filling LSB with CF and putting
MSB into CF. RCR shifts right, filling MSB with CF and putting LSB into CF. They allow multi‑word
rotations by chaining.
; rotate a 128-bit value left by 1
mov rax, quad1
mov rdx, quad2
shld rax, rdx, 1 ; alternative using shld
; or using rcl/rcl chain:
; clc
; rcl quad1_lo, 1
; rcl quad1_hi, 1

Flag Effects

• ROL/ROR: CF contains the bit shifted out. OF undefined for counts >1; for count=1, OF =
CF XOR (new MSB).

• RCL/RCR: CF is part of the rotation; after the operation, CF holds the bit shifted out. OF
defined similarly for count=1.

• SF, ZF, PF, AF unaffected.

Example: Byte Swap Using ROL

Rotations can swap nibbles or bytes within a word.
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Code: listing20-3.asm — Rotate operations

; listing20-3.asm
bits 64
default rel

extern ExitProcess

section .data
orig dw 0x1234

section .bss
swapped dw 0

section .text
global main
main:

sub rsp, 28h

mov ax, [rel orig] ; AX = 0x1234
rol ax, 8 ; AX = 0x3412
mov [rel swapped], ax

xor ecx, ecx
call ExitProcess

20.4 Bit Manipulation

Beyond logical and shift instructions, x86–64 provides a set of instructions that test and modify
individual bits in an operand.

BT, BTS, BTR, BTC

These instructions operate on a bit specified by a bit index.

• BT dest, index — Copy the specified bit into CF, but do not modify dest.

• BTS dest, index — Test and set: copy bit to CF, then set the bit to 1.

• BTR dest, index — Test and reset: copy bit to CF, then clear the bit to 0.

• BTC dest, index — Test and complement: copy bit to CF, then toggle the bit.

The destination can be a register or a memory location. The index can be an immediate or a
general‑purpose register. When the destination is a memory operand, the instruction can address
bits outside the immediate dword/qword by using the index register with a scaled offset. The
assembler generates the correct addressing automatically.

bts word [flags], 5 ; set bit 5, CF = old bit 5
btr eax, ecx ; clear bit in EAX at position ECX
bt qword [bitmap], r8 ; test bit without modifying
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BSF, BSR
These scan a register or memory operand for the least significant or most significant set bit.

• BSF dest, src — Bit Scan Forward. Returns the index of the least significant set bit
(0‑based). If src is zero, the content of dest is undefined, and ZF is set to 1.

• BSR dest, src — Bit Scan Reverse. Returns the index of the most significant set bit. Same
zero behaviour.

Both set ZF if the source is zero, and leave the destination undefined (though on most CPUs it
holds the original value). Always test ZF before using the destination.
mov rax, 0x8000000000000000
bsr rcx, rax ; RCX = 63
bsf rcx, rax ; RCX = 63 (same because only bit 63 set)

Modern Bit Manipulation Extensions
Intel and AMD have added instructions like ANDN, BEXTR, BLSI, BZHI, etc., in BMI1/BMI2. While
not required for basic programming, they can accelerate bit field extraction. NASM 2.16 supports
them. For example:
andn rax, rcx, rdx ; rax = (~rcx) & rdx
bzhi rax, rcx, rdx ; zero high bits starting at position in rdx

These are available only on newer processors; check CPUID before use. For the purposes of this
reference, the classic bit instructions are sufficient.

Example: Bitmap Allocation
A common use of BTS and BTR is managing a free‑block bitmap.

Code: listing20-4.asm — Bitmap manipulation

; listing20-4.asm
bits 64
default rel

extern ExitProcess

section .data
bitmap dq 0 ; 64 bits of flags

section .text
global main
main:

sub rsp, 28h

; allocate block 0 (set bit 0)
lock bts qword [rel bitmap], 0 ; atomically test and set bit 0
jc .already_allocated

; allocate block 10
lock bts qword [rel bitmap], 10
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; free block 10
lock btr qword [rel bitmap], 10

xor ecx, ecx
call ExitProcess

.already_allocated:
mov ecx, 1
call ExitProcess

The lock prefix ensures atomicity in multi‑threaded environments. Even in a single‑threaded pro-
gram it is harmless.

20.5 Flags Effects
A summary of flag modifications for bitwise and shift/rotate instructions is essential for correct
conditional branching.

Instruction OF SF ZF AF PF CF
AND / TEST 0 * * ? * 0
OR 0 * * ? * 0
XOR 0 * * ? * 0
NOT – – – – – –
SHL/SAL (cnt=1) * * * ? * *
SHL/SAL (cnt>1) ? * * ? * *
SHR (cnt=1) * * * ? * *
SAR (cnt=1) * * * ? * *
SHR/SAR (cnt>1) ? * * ? * *
ROL/ROR (cnt=1) * – – – – *
ROL/ROR (cnt>1) ? – – – – *
RCL/RCR (cnt=1) * – – – – *
RCL/RCR (cnt>1) ? – – – – *
BT/BTS/BTR/BTC ? – – – – *
BSF/BSR ? ? * ? ? ?

* = modified according to result; ? = undefined; – = unchanged; 0 = cleared.

Using Flags After Bitwise Operations

• After AND / TEST, immediately use JZ (zero) or JNZ (not zero) to branch if a specific bit pattern
is absent/present. Because OF and CF are cleared, JO and JC are not useful.

• After shifts, CF gives the last shifted‑out bit, which can be used to check parity or to implement
multi‑word shifts.

• After BT variants, CF holds the original bit value. Use JC / JNC to branch accordingly.

• After BSF/BSR, test ZF to determine if the source was zero before using the index.
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Example: Flag‑Driven Branching

Code: listing20-5.asm — Conditional logic using bit flags

; listing20-5.asm
bits 64
default rel

extern ExitProcess

section .data
status db 0x82

section .text
global main
main:

sub rsp, 28h

mov al, [rel status]
and al, 0x80 ; isolate bit 7; ZF set if bit 7 was 0
jnz .bit7_set

; bit 7 not set
mov ecx, 1
call ExitProcess

.bit7_set:
; bit 7 set, now test bit 1
bt word [rel status], 1 ; CF = bit 1
jc .bit1_set
mov ecx, 2
call ExitProcess

.bit1_set:
xor ecx, ecx
call ExitProcess

This simple program tests individual flag bits and exits with different codes, demonstrating how bit
and flag checks control execution flow.

Putting It All Together
Bitwise and logical instructions are the tools for precisely controlling data at the binary level. They
underpin masking, bitfield extraction, Boolean logic, efficient multiplication/division by powers
of two, and system‑level flag management. Combined with a solid understanding of how each
instruction affects the processor flags, you can write compact, high‑performance code that interfaces
directly with hardware registers and Windows API bitmask parameters. The next chapter will
explore control flow, where these flags become the decision‑making mechanism for branches and
loops.
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21
Control Flow

In This Chapter

The ability to alter the sequential flow of instructions is what gives a program its decision‑making
power. The x86‑64 architecture provides unconditional jumps for direct transfers, a rich set of
conditional jumps that test processor flags, and comparison instructions to set those flags based
on arithmetic or bitwise relationships. This chapter covers the JMP instruction, the full family
of conditional jumps (Jcc), the CMP and TEST instructions, the implementation of high‑level loop
constructs in assembly, and the simulation of switch‑case statements using jump tables. Every
description is based on the Intel® 64 and IA‑32 Architectures Software Developer’s Manual (Vol. 1
and Vol. 2A), the AMD64 Architecture Programmer’s Manual, and the NASM 2.16 documentation.
All examples are complete, Windows 11‑compatible NASM programs.

21.1 JMP Instruction

JMP transfers execution unconditionally to a target address. In 64‑bit mode, it can use a relative
offset (most common) or an indirect address stored in a register or memory.

Relative Jumps

A relative jump adds a signed displacement to the instruction pointer (RIP). The displacement can
be 8‑, 16‑, or 32‑bits. NASM automatically selects the smallest encoding that reaches the target
unless overridden with short or near modifiers.

jmp .label ; jump to local label (relative)
jmp my_func ; jump forward/backward
jmp short .close ; force 8-bit displacement
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Indirect Jumps

An indirect jump loads the target address from a register or memory.

jmp rax ; jump to address in RAX
jmp qword [jtable + rcx*8] ; jump through a table of pointers

This is essential for implementing switch statements and for calling function pointers.

Flag Effects

JMP does not affect any flags or the stack. It simply sets RIP.

21.2 Conditional Jumps

Conditional jumps transfer control only if a certain condition, represented by one or more status
flags, is met. The mnemonics follow the pattern Jcc, where cc describes the condition.

Jump Mnemonics Based on Individual Flags

• JZ / JE — jump if ZF = 1 (zero / equal).

• JNZ / JNE — jump if ZF = 0 (not zero / not equal).

• JS — jump if SF = 1 (negative).

• JNS — jump if SF = 0 (non‑negative).

• JC / JB / JNAE — jump if CF = 1 (carry / below / not above or equal). Used for unsigned
comparisons.

• JNC / JNB / JAE — jump if CF = 0 (no carry / not below / above or equal).

• JO — jump if OF = 1 (overflow).

• JNO — jump if OF = 0 (no overflow).

• JP / JPE — jump if PF = 1 (parity even).

• JNP / JPO — jump if PF = 0 (parity odd).

Jump Mnemonics for Signed Comparisons

These evaluate combinations of SF and OF after a CMP or arithmetic instruction.

• JL / JNGE — jump if less (SF != OF).

• JLE / JNG — jump if less or equal (SF != OF or ZF = 1).

• JG / JNLE — jump if greater (SF = OF and ZF = 0).

• JGE / JNL — jump if greater or equal (SF = OF).
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Jump Mnemonics for Unsigned Comparisons

These are based on CF and ZF.

• JB / JNAE — jump if below (CF = 1).

• JBE / JNA — jump if below or equal (CF = 1 or ZF = 1).

• JA / JNBE — jump if above (CF = 0 and ZF = 0).

• JAE / JNB / JNC — jump if above or equal (CF = 0).

Range of Conditional Jumps

Originally, conditional jumps were limited to a displacement of –128 to +127 bytes. In 64‑bit mode,
the processor supports a full 32‑bit displacement for all Jcc instructions, allowing them to reach
any address within the same image. NASM automatically uses the larger encoding if the target is
far away. You can force a short jump with Jcc short label, but if the distance exceeds 127 bytes
the assembler will generate an error.

Example: Basic Conditional Logic

Code: listing21-1.asm — Conditional jumps

bits 64
default rel

extern ExitProcess

section .data
a dq 10
b dq 20

section .text
global main
main:

sub rsp, 28h

mov rax, [rel a]
mov rbx, [rel b]

cmp rax, rbx
jl .less_than ; signed: jump if a < b
jg .greater_than
je .equal

.less_than:
mov ecx, 1
call ExitProcess

.greater_than:
mov ecx, 2
call ExitProcess

.equal:
xor ecx, ecx
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call ExitProcess

When assembled and run, the program exits with code 1, because 10 is less than 20.

Warning

Choosing signed vs. unsigned jumps. If you compare addresses (64‑bit pointers), use
unsigned jumps (JA, JB) because addresses are inherently unsigned. For signed integers, use
JL, JG. A common bug is using JL on pointers, which can fail for addresses above the 2 GiB
boundary.

21.3 CMP and TEST
These instructions are used exclusively to set flags for subsequent conditional jumps. They do not
modify the destination operand.

21.3.1 CMP — Compare
CMP dest, src computes dest – src and sets the flags exactly like SUB, but discards the result.
So after a CMP, the flags represent the relationship between dest and src.
cmp rax, 5
je .is_five ; ZF = 1 if RAX == 5
jg .greater_than_five ; signed comparison

21.3.2 TEST — Logical Compare
TEST dest, src performs a bitwise AND between the two operands and sets the flags according to
the result, but discards it. It is ideal for testing if specific bits are zero, or whether a value is zero
(since TEST reg, reg is often used in place of CMP reg, 0).
test al, 0x80
jnz .bit7_is_set ; jump if bit 7 is 1

test rax, rax
jz .rax_is_zero

Flag Effects Summary
Both CMP and TEST set SF, ZF, PF according to the result; AF is undefined; CF and OF are cleared for
TEST, while CMP sets them as SUB would.

Example: Using CMP and TEST Together

Code: listing21-2.asm — Range check with CMP and bit test

bits 64
default rel

extern ExitProcess
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section .data
value dq 0x0000000000000041

section .text
global main
main:

sub rsp, 28h

mov rax, [rel value]

; test if bit 6 is set
test rax, 0x40
jnz .bit6_set

; compare against a range (unsigned 10-20)
cmp rax, 10
jb .out_of_range
cmp rax, 20
ja .out_of_range
; in range
mov ecx, 0
call ExitProcess

.bit6_set:
mov ecx, 1
call ExitProcess

.out_of_range:
mov ecx, 2
call ExitProcess

The value 0x41 has bit 6 set (0x40), so the program will take the .bit6_set branch and exit with
code 1. If you set value to 15, it exits with 0.

21.4 Loop Structures
High‑level language loops—while, do‑while, for—map directly to combinations of a counter, a
comparison, and a conditional jump. In assembly, the pattern is explicit.

Do‑While Loop (Post‑Test)

The simplest form: the body executes at least once, and the condition is checked at the end.
.loop:

; body
inc ecx
cmp ecx, 10
jb .loop

While Loop (Pre‑Test)

The condition is evaluated before entering the body. A separate check with a jump is required.
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jmp .condition
.body:

; body
inc ecx

.condition:
cmp ecx, 10
jb .body

Often the jmp can be eliminated by reordering:
cmp ecx, 10
jae .done

.loop:
; body
inc ecx
cmp ecx, 10
jb .loop

.done:

For Loop
A typical for (i = 0; i < N; i++) is:

xor ecx, ecx ; i = 0
.loop:

cmp ecx, N
jge .exit_loop
; body using ecx as index
inc ecx
jmp .loop

.exit_loop:

LOOP Instruction (Legacy)
The LOOP instruction decrements ECX (or RCX in 64‑bit) and jumps to the target if ECX != 0. It is
compact but slower on modern processors than separate DEC + JNZ, because LOOP is micro‑coded
and can cause stalls. It also does not set flags, so you cannot test for zero after the loop. Use of
DEC/JNZ or SUB/JNZ is recommended.

mov ecx, 100
.loop:

; body
sub ecx, 1
jnz .loop

Example: Summing an array with multiple loop patterns

Code: listing21-3.asm — Loop implementations

bits 64
default rel

extern ExitProcess

section .data
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array dq 1, 2, 3, 4, 5, 6, 7, 8, 9, 10
count equ ($ - array) / 8

section .bss
total resq 1

section .text
global main
main:

sub rsp, 28h

; for‑loop style summation
xor eax, eax
xor ecx, ecx
lea rdx, [rel array]

.for_loop:
cmp ecx, count
jge .done
add rax, [rdx + rcx*8]
inc ecx
jmp .for_loop

.done:
mov [rel total], rax

; while‑loop style (different index, same result)
xor eax, eax
lea rdx, [rel array]
add rdx, count*8 ; point past the end
mov rcx, rdx ; end pointer
lea rdx, [rel array] ; current pointer

.while_loop:
cmp rdx, rcx
jae .done2
add rax, [rdx]
add rdx, 8
jmp .while_loop

.done2:
add [rel total], rax ; total now double the real sum

xor ecx, ecx
call ExitProcess

The first loop accumulates the sum, the second accumulates again, so final total is 2×55 = 110.
Inspect total with a debugger.

Tip

For tight loops, unrolling (writing the body multiple times per iteration) can reduce the
overhead of the loop counter and branch. But it increases code size and may not always be
faster. Profile before unrolling.
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21.5 Switch Simulation
The switch‑case construct of high‑level languages can be translated into a chain of CMP/JE com-
parisons or, when cases are dense, a jump table for O(1) dispatch.

If‑Else Chain (Sparse Cases)

For a small number of non‑consecutive cases, use consecutive comparisons:
cmp eax, 1
je .case1
cmp eax, 3
je .case3
cmp eax, 5
je .case5
jmp .default

This is simple but performance degrades linearly with the number of cases.

Jump Table (Dense Cases)

For consecutive values starting at 0 or a known base, build an array of code pointers and jump
through it after bounds‑checking the index.

Code: listing21-4.asm — Jump table for switch

bits 64
default rel

extern ExitProcess

section .data
case_table:

dq .case0
dq .case1
dq .case2
dq .case_default ; case 3 goes to default

case_count equ 4

section .text
global main
main:

sub rsp, 28h

mov eax, 2 ; selector
cmp eax, case_count
jae .case_default
lea rcx, [rel case_table]
jmp qword [rcx + rax*8]

.case0:
mov ecx, 10
jmp .dispatch_end

.case1:
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mov ecx, 20
jmp .dispatch_end

.case2:
mov ecx, 30
jmp .dispatch_end

.case_default:
mov ecx, 0

.dispatch_end:
call ExitProcess

The program exits with code 30 (case 2). The jump table is indexed directly, resulting in con-
stant‑time dispatch regardless of the number of cases.

Range‑based Switch with Gap Filling
If the cases are mostly consecutive but have a few gaps, the table can be padded with the default
handler address. For sparser sets, a cascading CMP/JE chain may be more space‑efficient.

Example: Simulating a Menu Selection

Code: listing21-5.asm — Menu dispatch

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ReadFile
extern ExitProcess

STD_INPUT_HANDLE equ -10
STD_OUTPUT_HANDLE equ -11

section .data
menu db 'Choose 1-3: ',0
menu_len equ $ - menu
msg1 db 'Option 1 selected',13,10,0
len1 equ $ - msg1
msg2 db 'Option 2 selected',13,10,0
len2 equ $ - msg2
msg3 db 'Option 3 selected',13,10,0
len3 equ $ - msg3
def_msg db 'Invalid option',13,10,0
len_def equ $ - def_msg

section .bss
stdin resq 1
stdout resq 1
buf resb 16
chars resd 1

section .text
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global main
main:

sub rsp, 38h

; get handles
mov ecx, STD_INPUT_HANDLE
call GetStdHandle
mov [rel stdin], rax
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; display menu
lea r9, [rel chars]
mov r8d, menu_len
lea rdx, [rel menu]
mov rcx, [rel stdout]
call WriteFile

; read user input
lea r9, [rel chars]
mov r8d, 16
lea rdx, [rel buf]
mov rcx, [rel stdin]
call ReadFile

; convert first character to a digit and dispatch
movzx eax, byte [rel buf]
sub al, '0' ; character to integer

cmp al, 1
je .opt1
cmp al, 2
je .opt2
cmp al, 3
je .opt3
jmp .default

.opt1:
lea r9, [rel chars]
mov r8d, len1
lea rdx, [rel msg1]
mov rcx, [rel stdout]
call WriteFile
jmp .exit

.opt2:
lea r9, [rel chars]
mov r8d, len2
lea rdx, [rel msg2]
mov rcx, [rel stdout]
call WriteFile
jmp .exit
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.opt3:
lea r9, [rel chars]
mov r8d, len3
lea rdx, [rel msg3]
mov rcx, [rel stdout]
call WriteFile
jmp .exit

.default:
lea r9, [rel chars]
mov r8d, len_def
lea rdx, [rel def_msg]
mov rcx, [rel stdout]
call WriteFile

.exit:
xor ecx, ecx
call ExitProcess

This interactive program prompts the user for a digit, then dispatches to the corresponding message
using a chain of conditional jumps. It demonstrates control flow integrated with Windows API calls.

Putting It All Together
Control flow in x86–64 assembly is explicit and direct. Unconditional JMP, the rich set of condi-
tional jumps, and the comparison and test instructions provide all the decision‑making capabilities
of higher‑level languages with complete transparency. Loop patterns translate trivially to compar-
ison‑and‑jump sequences, and switch statements can be implemented as simple if‑else chains or
efficient jump tables. Mastering these constructs, and understanding exactly which flags are set by
each instruction, is essential for writing correct, efficient programs. The next chapter will explore
the CALL and RET mechanisms and the construction of subroutines.
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22
Stack Operations

In This Chapter

The stack is the backbone of function calling and local storage in x86‑64 assembly. Every call to a
Windows API, every local variable not held in a register, and every preservation of a non‑volatile
register relies on the disciplined use of the stack. This chapter dissects the fundamental stack instruc-
tions — PUSH and POP — the control‑flow pairing of CALL and RET, the structure of a standard stack
frame, the most common forms of stack corruption, and the techniques for debugging stack‑related
problems using debuggers. All information is based on the Intel® 64 and IA‑32 Architectures Soft-
ware Developer’s Manual (Vol. 1 and 2A), the AMD64 Architecture Programmer’s Manual, and
the Microsoft x64 ABI. Every code listing has been tested with NASM 2.16 on Windows 11 24H2.

22.1 PUSH and POP
The PUSH and POP instructions are the most direct means of storing and retrieving values on the
stack. They implicitly use the stack pointer register RSP and operate on 64‑bit operands in 64‑bit
mode (16‑bit and 32‑bit operand sizes are also available with an operand‑size override prefix, but
they are rarely used in Windows x64 code).

PUSH

PUSH src performs two actions atomically:

1. RSP = RSP - 8

2. The 64‑bit value of src is written to the memory location addressed by the new RSP.

The source can be a general‑purpose register, a segment register (rare in flat mode), a memory
operand, or an immediate value (sign‑extended to 64 bits if necessary).
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push rax ; RSP -= 8, [RSP] = RAX
push qword [var] ; push memory quadword
push 0x123456789ABCDEF ; push a 64‑bit immediate
push -1 ; sign‑extended 32‑bit immediate, then pushed as 64‑bit

POP
POP dest reverses the operation:

1. The 64‑bit value at memory [RSP] is read and stored into dest.

2. RSP = RSP + 8

The destination can be a register or a memory operand.
pop rbx ; RBX = [RSP]; RSP += 8
pop qword [var] ; read stack top into memory; RSP += 8

Stack Alignment and PUSH/POP
Because each PUSH and POP adjusts RSP by 8, the stack alignment changes accordingly. In Windows
x64, RSP must be 16‑byte aligned at the point of a CALL instruction. After CALL pushes the return
address, RSP becomes 8 mod 16. A single PUSH after that makes it 0 mod 16 again; another PUSH
makes it 8 mod 16. Programmers must track alignment manually; a single unbalanced push/pop
can cause alignment faults in API calls.

PUSH/POP for Register Preservation
When you need to use a non‑volatile register inside a function and then restore its original value,
you push it at the start and pop it at the end. The order of pops must be the reverse of pushes.

Code: listing22-1.asm — Push/Pop preservation

bits 64
default rel

extern ExitProcess

section .text
global main
main:

sub rsp, 28h ; shadow space

push rbx ; save RBX
push r12 ; save R12

; use RBX and R12 freely
mov rbx, 0xAAAA
mov r12, 0xBBBB

; restore in reverse order
pop r12
pop rbx
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xor ecx, ecx
call ExitProcess

After the pops, RBX and R12 retain their original values, and RSP is back to its pre‑push position.

Warning

Never skip a pop or add an extra push without balancing. An unbalanced stack will cause
RET to fetch a wrong return address and crash the program.

22.2 CALL and RET

These instructions manage the transfer of control to and from subroutines, using the stack to store
return addresses.

CALL

CALL <target> performs:

1. PUSH the address of the instruction immediately following the CALL (the return address) onto
the stack.

2. JMP to the target address.

The target can be a relative offset (the most common form), an absolute address in a register, or a
memory operand (indirect call).

call my_function ; relative displacement
call rax ; indirect through register
call [jtable + rcx*8] ; indirect through memory

In Windows x64, the caller must also set up the stack frame: allocate shadow space and align the
stack. The CALL instruction itself does not do these; they are the caller’s responsibility.

RET

RET (and its variant RETN for near return) pops the return address from the stack and jumps to it.
The processor expects that RSP points exactly to the return address pushed by the corresponding
CALL. After the pop, RSP is incremented by 8.

If the callee has pushed any registers or allocated local space, it must undo those adjustments before
RET, so that RSP is at the correct position.

ret ; pop return address, jump to it
ret 16 ; pop return address, then RSP += 16 (used for stdcall cleanup, not for Windows

x64 convention)↪→

In Windows x64 ABI, the caller cleans the stack for the shadow space, but the callee restores the
registers it saved and deallocates its local frame. The RET is usually bare, without a byte count.
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CALL/RET Internals with Shadow Space

When a function is called, the stack looks like this (from caller’s perspective, high addresses to low):

• Additional arguments (5th onward) pushed by caller.

• Shadow space (32 bytes) allocated by caller.

• Return address (8 bytes) pushed by CALL.

• Then callee’s frame: saved registers, local variables.

The callee accesses the return address at [rsp + offset] relative to its own stack pointer, and the
shadow space at [rsp + offset + 8].

Example: Simple Call and Return

Code: listing22-2.asm — CALL/RET mechanism

bits 64
default rel

extern ExitProcess
extern GetStdHandle
extern WriteFile

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'Hello',0

section .bss
stdout resq 1

section .text
global main

; a helper that cleans nothing, just returns
helper:

ret

main:
sub rsp, 38h

; call helper
call helper

; now call WriteFile
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

lea r9, [rel dummy]
mov r8d, 5
lea rdx, [rel msg]
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mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

section .bss
dummy resd 1

Observe in a debugger: at the start of helper, RSP points to the return address pushed by CALL
helper. The shadow space provided by main is below that.

Tip

When stepping through in a debugger, note that each CALL pushes an 8‑byte return address,
and each RET pops it. The sequence perfectly balances the stack if frames are properly set
up.

22.3 Stack Frames
A stack frame is the region of the stack belonging to one function invocation. It contains the return
address, saved non‑volatile registers, local variables, and the shadow space for any function it calls.

Standard Windows x64 Prologue

Many assembly functions use a frame pointer (RBP) for stable access to arguments and locals, though
it is not mandatory. The typical prologue:
push rbp
mov rbp, rsp
sub rsp, 0x40 ; allocate space for locals + shadow + alignment

And the epilogue:
mov rsp, rbp
pop rbp
ret

The sub rsp, 0x40 creates room for local variables and ensures alignment. The shadow space is
often part of that allocation.

A Full Frame Example

Below is a function that takes two arguments, stores them in local variables, and calls another
function. It demonstrates a complete frame.

Code: listing22-3.asm — Frame with frame pointer

bits 64
default rel
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extern ExitProcess

section .text
global main
global framed_func

framed_func:
; prologue
push rbp
mov rbp, rsp
sub rsp, 0x30 ; 32 shadow + 16 bytes locals

; save arguments
mov [rbp-8], rcx ; local 1
mov [rbp-16], rdx ; local 2

; body
add rcx, rdx
mov rax, rcx

; epilogue
mov rsp, rbp
pop rbp
ret

main:
sub rsp, 28h

mov rcx, 10
mov rdx, 20
call framed_func ; RAX = 30

mov ecx, eax
call ExitProcess

The function framed_func preserves the old RBP, sets a new frame pointer, allocates local storage,
and uses negative offsets from RBP to access locals. The epilogue restores the stack and returns.

Shadow Space and Parameter Home

According to the Microsoft x64 ABI, the caller must allocate 32 bytes of shadow space below the
call arguments, even if the callee does not use them. This space is typically carved out by the sub
rsp, xx instruction in the caller’s prologue. The callee is free to use this area to spill the four
register‑passed arguments if needed.

Many hand‑written functions ignore the shadow space entirely, but it must exist in memory to avoid
corrupting the caller’s frame. The debugger often uses it for function name resolution, so it should
be valid memory (readable/writable).
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22.4 Stack Corruption Issues
Stack corruption is one of the most common and insidious bugs in assembly programming. It
manifests as crashes, incorrect return values, or silent data corruption.

Unbalanced PUSH/POP

Forgetting to pop a push, or popping into the wrong register, misaligns the stack. When RET
executes, RSP does not point to the correct return address.

Code: Bad example — unbalanced push

my_bad_func:
push rax
; ... function logic ...
; missing pop rax
ret ; RSP points to RAX value, not return address → crash

Correction: ensure every push has a corresponding pop, and the order is reversed.

Missing Shadow Space or Wrong Alignment

If the stack is not 16‑byte aligned when CALL is executed, some SSE instructions in system DLLs
will raise an exception. The typical error is a crash inside memcpy or ucrtbase. The debugger will
show an access violation on an aligned store.

To fix, always verify that sub rsp, N yields a total stack displacement that makes RSP + 8 a
multiple of 16 at the call site. For a leaf function that makes no calls, a simple sub rsp, 28h (40
bytes) suffices.

Buffer Overflows on the Stack

Local arrays on the stack can be overwritten, corrupting the return address. This is the classic
buffer overflow attack. In assembly, there is no bounds checking. When copying data into a stack
buffer, always enforce the maximum copy length.

Warning

Stack canaries. Windows 11 uses a security cookie (canary) to detect stack buffer overflows.
Assembly programs compiled with the Microsoft C compiler use /GS, but NASM code does
not automatically insert canaries. If you write a function with a local array and pass its
address to an API that writes an unknown amount, you risk corruption. Always control the
number of bytes written.

Overwriting the Return Address

If a function writes beyond the bounds of its local variables, it can overwrite the saved return address.
The program may then “return” to an arbitrary location, often causing a crash or exploitable
behaviour. Use REP MOVS or other copy routines with a pre‑counted length.
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Example: Stack Corruption and Recovery Detection

The following program deliberately corrupts the stack to illustrate a crash scenario. Running it will
trigger an exception; comment out the bad line to restore normal operation.

Code: listing22-4.asm — Deliberate stack corruption

bits 64
default rel

extern ExitProcess

section .text
global main
main:

sub rsp, 28h

; allocate a local buffer of 16 bytes
sub rsp, 16
mov rcx, rsp ; pointer to buffer

; simulate an overflow
mov qword [rcx+32], 0x41414141 ; overwrites return address (bad)
; uncommenting the next line would cause a crash on ret
; add rsp, 16+0x28
; ret

; correct path: cleanup without overflow corruption
add rsp, 16 ; free buffer
xor ecx, ecx
call ExitProcess ; call ExitProcess instead of ret

The mov qword [rcx+32], … writes far beyond the 16‑byte buffer; that location contains the return
address of main (if main returned). Because main calls ExitProcess instead of returning, the
corruption does not manifest, but in a pure ret scheme it would.

22.5 Debugging Stack Behavior

Diagnosing stack issues requires inspecting the stack memory and verifying register values. Both
x64dbg and WinDbg provide capabilities to examine the stack and trace calls.

Inspecting the Stack with x64dbg

• The Stack panel in x64dbg automatically follows RSP. Each entry shows the value, a possible
symbol, and a comment if the value points to code (a return address).

• You can right‑click on a stack entry and choose “Follow in Dump” to see surrounding memory.

• Press Ctrl+G and enter esp or rsp to go to the stack address in the dump window.

• To verify alignment, simply look at RSP in the Registers view; the last hex digit should be 0
when the stack is aligned correctly before a call.
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Inspecting the Stack with WinDbg

• dq @rsp L10 — dump the top 16 quadwords.

• k — attempt to show the call stack by unwinding frames. This works best if symbols are
available, but even without symbols, WinDbg will try to identify return addresses.

• k = @rsp @rbp @rip — if you know the frame pointer, you can provide it manually.

• !address — shows the memory layout and can help identify if RSP is outside the stack range.

• .frame <n>; r — switch to a specific frame and display registers.

Detecting Misalignment

Before a CALL instruction, the RSP must be a multiple of 16. In a debugger, simply observe RSP
just before the CALL. If the last hex digit is not 0, alignment is broken. To find the root cause, walk
backward through the code and check every sub rsp or push that precedes the call.

Code: listing22-5.asm — Alignment debugging example

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'OK',0
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h ; initial prologue

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; before each call, ensure RSP is 16‑byte aligned
; we set a breakpoint here and check RSP
lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile
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xor ecx, ecx
call ExitProcess

Set a breakpoint at the call WriteFile line. In the debugger, RSP should end with 0 (e.g., …F0).
If it ends with 8, alignment is off; check the earlier adjustments.

Tip

Use the debugger’s register modification capability to correct alignment on the fly: change
RSP to a 16‑byte aligned value, then continue. But this is a diagnostic hack, not a fix.

Tracing Stack‑Related Crashes
When the program crashes with an access violation, note the instruction pointer and the address that
caused the fault. Often the crash is a movaps or movdqa SSE instruction that requires alignment,
pointing to a misaligned stack. Check the call stack to see which function was executing. The
misalignment usually originated several calls earlier.

Note

A common pattern is that a leaf function works fine, but main crashes after calling a function
that uses SSE internally. This is because the leaf did not correct its stack alignment, and
the first function that uses aligned load/store triggers the fault.

Putting It All Together
The stack is a deceptively simple structure that demands rigid discipline. Correct use of PUSH and
POP, proper CALL and RET matching, consistent frame construction, and vigilant alignment checking
are the pillars of reliable assembly programming on Windows 11. When things go wrong, a debugger
with stack‑dump capabilities is the primary tool for diagnosis. The next chapter completes the
picture by examining how programs interface with the Windows API, where these stack mechanisms
are exercised at every function call.
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23
Function Design in Assembly

In This Chapter

Functions — also called procedures or subroutines — are the fundamental unit of code organisation
in assembly language. A well‑designed function is reusable, respects the platform’s calling conven-
tion, and leaves no unintended side effects. This chapter covers the complete anatomy of a function
in NASM for Windows 11 x64: the standard prologue and epilogue, the passing of parameters in
registers and on the stack, the mechanisms for returning values, the management of local variables,
and a set of proven design patterns that cover leaf functions, non‑leaf functions, API wrappers, and
more. Every rule is derived from the Microsoft x64 ABI, the Intel® 64 and IA‑32 Architectures
Software Developer’s Manual, and the AMD64 Architecture Programmer’s Manual. All examples
are self‑contained, tested with NASM 2.16.01 and GoLink on Windows 11 24H2.

23.1 Function Structure

A complete function consists of a prologue, a body, and an epilogue. The prologue sets up the
stack frame to accommodate saved registers, local variables, and the shadow space the function will
provide to sub‑calls. The epilogue undoes these allocations and returns control to the caller.

Minimal Frame (Leaf Function)

A leaf function is one that makes no CALL instructions at all. Because it does not call anyone else,
it does not need to allocate shadow space. It must still maintain 16‑byte stack alignment for its
own entry, and if it uses any non‑volatile registers it must save them.
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Code: listing23-1.asm — Minimal leaf function

; listing23-1.asm
; Assemble: nasm -f win64 -o leaf.obj leaf.asm
; Link: golink /entry main /console leaf.obj kernel32.dll

bits 64
default rel

extern ExitProcess

section .text
global main

; A leaf function: adds three integers, uses no calls.
add_three:

lea rax, [rcx + rdx + r8]
ret

main:
sub rsp, 28h ; prologue: shadow space + alignment

mov rcx, 10
mov rdx, 20
mov r8, 30
call add_three ; RAX = 60

mov ecx, eax
call ExitProcess

The leaf function add_three does not touch the stack at all; it computes the result entirely in
registers and returns. The main function provides the shadow space in its own prologue; when
add_three is called, the stack is aligned because sub rsp, 28h made RSP a multiple of 16 after the
return address was pushed.

Non‑Leaf Function with Full Frame

When a function calls another function, it must provide a shadow space of 32 bytes for its callee,
and it must preserve any non‑volatile registers it uses. A frame pointer (RBP) is often established
to simplify access to parameters and locals when the stack pointer may change dynamically.

Code: listing23-2.asm — Non‑leaf function with frame pointer

; listing23-2.asm
; Assemble: nasm -f win64 -o frame.obj frame.asm
; Link: golink /entry main /console frame.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess
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STD_OUTPUT_HANDLE equ -11

section .data
msg db 'Frame function OK', 13, 10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main

; A non‑leaf function that prints a message.
print_message:

push rbp
mov rbp, rsp
sub rsp, 0x30 ; 32 shadow + 16 bytes locals

; rcx already contains stdout handle, rdx=msg, r8=len
; set up WriteFile call
lea r9, [rel written]
mov [rbp-8], rcx ; save handle in local (optional)
mov rcx, rcx ; handle already in rcx
call WriteFile

mov rsp, rbp
pop rbp
ret

main:
sub rsp, 38h ; shadow + alignment

; obtain stdout handle
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov rcx, rax

lea rdx, [rel msg]
mov r8d, len
call print_message

xor ecx, ecx
call ExitProcess

The print_message function demonstrates the classic prologue: push old RBP, set RBP to current
RSP, then subtract space for shadow and locals. The epilogue restores RSP and RBP. The shadow
space (32 bytes) is allocated as part of sub rsp, 0x30; the extra 16 bytes allow for alignment and
any temporary storage.
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Tip

The Microsoft x64 ABI does not require a frame pointer; you can reference all locals and
parameters relative to RSP. However, using RBP makes code easier to read and debug, espe-
cially when the stack pointer changes during a function (e.g., due to a dynamic allocation).
It also allows WinDbg to unwind the stack more reliably.

23.2 Parameter Passing
The Windows x64 calling convention dictates a clear mapping of arguments to registers and stack
slots.

Register Parameters

The first four integer or pointer arguments are passed in RCX, RDX, R8, and R9, in that order. This
holds for all functions, including those that later spill them to the shadow space.
; Function prototype: DWORD WriteFile(HANDLE, LPCVOID, DWORD, LPDWORD, LPOVERLAPPED)
; RCX = hFile
; RDX = lpBuffer
; R8 = nNumberOfBytesToWrite
; R9 = lpNumberOfBytesWritten
; [RSP+32] = lpOverlapped (5th arg on stack)

Stack Parameters

The fifth and subsequent arguments are pushed onto the stack from right to left before a CALL
(actually they are placed in the stack area above the shadow space). The caller must allocate space
for them. Example with six arguments:

Code: listing23-3.asm — Passing six arguments

; listing23-3.asm
; A function that takes six integers, returns sum.
; Arguments: RCX,RDX,R8,R9 -> sum, plus two more on stack.
bits 64
default rel

section .text
global sum_six

sum_six:
; RCX, RDX, R8, R9 contain a1..a4
; [rsp+48] = a5 (because 32 shadow + return address offset)
; [rsp+56] = a6
push rbp
mov rbp, rsp

mov rax, rcx
add rax, rdx
add rax, r8
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add rax, r9
add rax, qword [rbp+48] ; a5
add rax, qword [rbp+56] ; a6

pop rbp
ret

The caller must set up the stack frame so that the 5th and 6th arguments appear at the correct
offsets relative to the callee’s RSP after the return address and shadow space. The callee sees them
at [rbp+48] and [rbp+56] because RBP points to the saved RBP, just below the return address.

Floating‑Point Parameters

Floating‑point arguments use the XMM0–XMM3 registers, one per parameter, in order. A function
expecting double add(double x, double y) would receive x in XMM0 and y in XMM1. Mixing
integer and FP arguments is also possible: integer args go into general‑purpose registers, FP args
into XMM registers, filling each independently.

23.3 Return Values
A function can return a value to the caller using the following rules:

• Integer / pointer return value: RAX (or EAX for 32‑bit, AX for 16‑bit, AL for 8‑bit).

• Floating‑point / SIMD return value: XMM0.

• Composite (struct) return: If the result is larger than 64 bits, the caller passes a hidden
pointer as the first argument (in RCX), and the function writes the result through that pointer.
The pointer is returned in RAX following the convention.

Example: Returning a Structure

Suppose we define a simple structure of two 64‑bit values. To return it, the caller passes a pointer
to the destination memory as the first argument.

Code: listing23-4.asm — Returning a structure via hidden pointer

; listing23-4.asm
bits 64
default rel

section .text
global get_point
; struct Point { qword x; qword y; };
; get_point(Point* result) -- RCX = pointer to result
get_point:

mov qword [rcx], 100 ; x
mov qword [rcx+8], 200 ; y
mov rax, rcx ; return pointer in RAX (per ABI)
ret
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The caller would allocate space for the structure and pass its address in RCX:
sub rsp, 16 ; allocate Point on stack
mov rcx, rsp
call get_point
; now the data is at [rsp] and [rsp+8], and RAX points to it

Caution

Never assume that returning a large structure simply uses RDX:RAX. The x64 ABI always
uses a hidden pointer for aggregates larger than 8 bytes. Check the function prototype if
you call a C library.

23.4 Local Variables
Local (automatic) variables are storage locations that exist only during the function invocation.
They are typically placed on the stack, either below the saved RBP (if a frame pointer is used) or
at fixed offsets from RSP after the prologue subtraction.

Allocation with Fixed Offsets

In the prologue, subtracting a constant from RSP reserves space for locals. The variables can be
accessed with positive offsets from RSP (for the newest ones) or negative from RBP.
; Prologue:
push rbp
mov rbp, rsp
sub rsp, 0x20 ; allocate 32 bytes for locals

; Locals:
mov qword [rbp-8], 0xAAAA ; local var1
mov dword [rbp-12], 100 ; local var2

; Epilogue:
mov rsp, rbp
pop rbp
ret

Proper Alignment of Locals

If the function will use any SSE instructions on local variables, those variables must be 16‑byte
aligned. Ensure that the total allocation preserves alignment: after the prologue, RSP is 16‑byte
aligned; each local must be placed at an offset that respects its size alignment (e.g., a movaps needs
a 16‑byte‑aligned address). The simplest way is to let the stack naturally be 16‑byte aligned and
place variables with appropriate multiples.

Zero‑Initialising Local Arrays

The stack space is not zeroed automatically. If a local array is used as a buffer, it must be cleared
manually, or the API calls must specify the exact number of bytes to write. To zero a buffer of
length N, use a REP STOSB sequence:
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; zero 64-byte local buffer
lea rdi, [rbp-64]
xor eax, eax
mov ecx, 64
rep stosb

23.5 Design Patterns
Experience has distilled a set of reliable patterns for writing assembly functions. These patterns
balance the calling convention restrictions with performance and readability.

Leaf Function (No Calls, Minimal Overhead)
A leaf function does not call other functions, so it does not need shadow space. It must preserve
any non‑volatile registers it uses. It can often avoid a frame pointer and simply work with registers.
; leaf: multiply by 10 using lea
mul10:

lea rax, [rcx + rcx*4] ; rax = 5 * rcx
lea rax, [rax + rax] ; rax = 10 * rcx
ret

Non‑Leaf Function (Standard Stack Frame)
When a function makes calls, allocate shadow space and set up a frame pointer if convenient. The
general template:
my_func:

push rbp
mov rbp, rsp
sub rsp, 0x20 ; 32 bytes (shadow only)
; ... save non‑volatile registers if used ...
; ... body ...
; ... restore non‑volatile ...
mov rsp, rbp
pop rbp
ret

Windows API Wrapper
Often you will write a thin wrapper around an API call to add default parameters. The wrapper
follows the ABI and tail‑calls the API if possible to save a call/ret.

Code: listing23-5.asm — API wrapper with tail call

; listing23-5.asm
bits 64
default rel

extern MessageBoxA

section .text
; MyMessageBox(hWnd, lpText, lpCaption)
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; Converts to MessageBoxA(hWnd, lpText, lpCaption, MB_OK)
global MyMessageBox
MyMessageBox:

sub rsp, 28h
; RCX = hWnd, RDX = text, R8 = caption, R9 must be MB_OK
mov r9d, 0 ; MB_OK
call MessageBoxA
add rsp, 28h
ret

The wrapper fills R9 with the default flag and forwards the other arguments unchanged. The stack
is adjusted for the call and restored afterward.

Function with Many Parameters

When a function has more than four integer arguments, the caller must place the extra arguments
on the stack. The callee accesses them relative to RBP or RSP.

Variable Argument Functions (Varargs)

The Windows x64 ABI does not support true varargs like C’s printf without the C runtime.
However, a function can be written to accept a final argument as a pointer to a parameter block, or
to count arguments explicitly. For full varargs, you need the C runtime, which supplies the va_list
machinery. That is beyond the scope of pure NASM but can be done by calling the C startup.

Parameter Validation

In assembly, there is no automatic type checking, but bounds checking can prevent crashes. Always
check pointer arguments for NULL before dereferencing, and ensure buffer lengths are not exceeded.

safe_strlen:
test rcx, rcx
jz .null_ptr
; real implementation

.null_ptr:
xor eax, eax
ret

Preserving Non‑Volatile Registers

If a function uses any of RBX, RBP, RDI, RSI, R12–R15, it must save them on the stack and
restore them before returning. The typical way is to push them after establishing the frame, then
pop before RET.

Calling Conventions Compliance Check

A checklist before finalising a function:

1. Are the first four integer arguments in RCX, RDX, R8, R9? Are they not accidentally over-
written before use?
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2. If the function calls another, have I allocated 32 bytes of shadow space? Is RSP 16‑byte aligned
at the CALL site?

3. Are all non‑volatile registers I touched restored?

4. For functions that return a value, is it in RAX or XMM0?

5. For functions that accept more than four arguments, are the stack offsets correctly calculated?

Complete Design Example: Recursive Factorial

The following program implements a recursive factorial function to demonstrate all concepts to-
gether.

Code: listing23-6.asm — Recursive factorial

; listing23-6.asm
; Assemble: nasm -f win64 -o fact.obj fact.asm
; Link: golink /entry main /console fact.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess
extern wsprintfA ; from user32.dll

STD_OUTPUT_HANDLE equ -11

section .data
fmt db 'Factorial of %d is %d', 13, 10, 0

section .bss
stdout resq 1
buf resb 128
written resd 1

section .text
global main

; Recursive factorial(n) -> RAX
; n in RCX (signed 64‑bit)
factorial:

push rbp
mov rbp, rsp
sub rsp, 0x30 ; shadow + alignment

cmp rcx, 1
jg .recurse
mov rax, 1
jmp .done

.recurse:
push rcx ; save current n (non‑volatile? RCX is volatile,
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; but we need to preserve across call)
dec rcx
call factorial
pop rcx
imul rax, rcx ; RAX = factorial(n-1) * n

.done:
mov rsp, rbp
pop rbp
ret

main:
sub rsp, 38h

; compute factorial of 5
mov rcx, 5
call factorial
mov r12, rax ; save result in non‑volatile register

; obtain stdout handle
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov rbx, rax ; save handle

; format string
lea rcx, [rel buf]
lea rdx, [rel fmt]
mov r8d, 5
mov r9, r12
call wsprintfA

; write formatted string
lea r9, [rel written]
mov r8d, 128
lea rdx, [rel buf]
mov rcx, rbx
call WriteFile

xor ecx, ecx
call ExitProcess

This program calls wsprintfA to format the factorial result and prints it. The function factorial
is recursive, preserving the argument RCX by pushing it on the stack before the recursive call and
popping it after. Non‑volatile registers RBX and R12 are used in main to hold the handle and result,
demonstrating proper register usage.

Warning

The x64 ABI designates RCX as volatile. A recursive function cannot rely on RCX surviving
a call. In the example, we manually save RCX with push/pop. Alternatively, we could use
a non‑volatile register to hold the parameter across recursion.
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Putting It All Together
Designing functions in assembly requires a meticulous application of the calling convention. The
patterns presented here — the prologue/epilogue skeleton, the register and stack argument routing,
the careful preservation of non‑volatile registers, and the systematic validation of parameters — form
a solid foundation. By following these patterns, your assembly functions will integrate seamlessly
with the Windows API and with each other, allowing you to build large, maintainable programs in
pure NASM.
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24
Windows x64 Calling Convention

In This Chapter

Every function call in a Windows 11 x64 process follows a single, well‑defined set of rules known
as the Microsoft x64 Application Binary Interface (ABI). These rules dictate which registers hold
arguments, where the stack is used, how values are returned, what each side of the call must
preserve, and the precise alignment required of the stack pointer. Understanding and obeying this
convention is not optional; a single violation can cause crashes deep inside system DLLs that are
difficult to diagnose. This chapter presents the complete, authoritative description of the Windows
x64 calling convention, derived from the official Microsoft ABI documentation, the Intel® 64 and
IA‑32 Architectures Software Developer’s Manual, and the AMD64 Architecture Programmer’s
Manual. Every rule is accompanied by a NASM example that you can assemble, link, and test on
Windows 11.

24.1 Register Usage Rules
The Windows x64 ABI divides the general‑purpose registers into three categories: volatile (caller‑saved),
non‑volatile (callee‑saved), and special‑purpose.

24.1.1 Volatile Registers

A volatile register may be freely modified by any function. The caller cannot expect its value to
survive a CALL. The volatile registers are:

• RAX, RCX, RDX, R8, R9

• R10, R11

• XMM0 – XMM5 (floating‑point / SIMD)
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Additionally, R12–R15 are non‑volatile, but for the upper halves of the YMM and ZMM registers,
the ABI is more nuanced; the volatile set for YMM is YMM0–YMM5, with YMM6–YMM15 being
non‑volatile. For typical integer programming, the general‑purpose list is sufficient.

24.1.2 Non‑Volatile Registers

A function that intends to use any of these registers must save the original value on the stack and
restore it before returning. The non‑volatile integer registers are:

• RBX, RBP, RDI, RSI

• RSP (obviously, managed by the stack frame)

• R12 through R15

Non‑volatile XMM registers are XMM6 – XMM15.

24.1.3 Special‑Purpose Roles

• RSP – Stack pointer. Always points to the top of the stack; must be 16‑byte aligned at a CALL
boundary.

• RBP – Optionally used as a frame pointer. It is non‑volatile; if you use it as a frame pointer,
you must save it first.

• RIP – Instruction pointer; not directly accessible except via LEA, CALL, etc.

• RFLAGS – The direction flag (DF) must be cleared (0) on entry to any function and must remain
cleared upon return to the caller. Other flags are freely modified.

Code: listing24-1.asm — Demonstrating volatile vs non‑volatile registers

; listing24-1.asm
bits 64
default rel

extern ExitProcess

section .text
global main
global demo_func

demo_func:
; Volatile registers can be changed without saving.
mov r8, 0xDEAD
; Non‑volatile registers must be preserved.
push rbx
push r12
mov rbx, 0x1234
mov r12, 0x5678
; ... work ...
pop r12
pop rbx
ret
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main:
sub rsp, 28h
call demo_func ; RAX may be clobbered
xor ecx, ecx
call ExitProcess

The function demo_func modifies RBX and R12 and therefore saves and restores them. It freely uses
R8 without saving.

Warning

Never assume a volatile register survives a call. After you call any function, RAX,
RCX, RDX, R8–R11 may contain garbage. If you need their original values, save them in a
non‑volatile register or in memory before the call.

24.2 Parameter Passing
The first four integer or pointer arguments are passed in registers; any additional arguments are
passed on the stack.

24.2.1 Integer and Pointer Arguments

The assignment is fixed:

RCX → first argument, RDX → second, R8 → third, R9 → fourth.

The registers are used entirely, even if the parameter is a smaller type like WORD. The caller must
zero‑extend or sign‑extend as appropriate when writing to the register (the ABI itself does not define
whether the upper bits are ignored; callees typically use the full register). It is safest to assume the
callee uses the full register size.

24.2.2 Floating‑Point Arguments

The first four floating‑point or SIMD arguments go in XMM0 – XMM3, in order. Subsequent args
go on the stack. If there is a mix of integer and FP parameters, each parameter slot uses the
appropriate register type; e.g., for foo(int a, double b, int c, double d), a → RCX, b →
XMM1 (0‑based, so second FP), c → R8, d → XMM3. The integer registers and XMM registers
are numbered independently according to their argument sequence.

24.2.3 Stack Arguments

Arguments beyond the fourth (and any argument that does not fit in a register, like a structure
larger than 8 bytes) are passed on the stack. The caller must push them in reverse order (rightmost
argument first) into the area above the shadow space, so that they appear at consecutive addresses
just above the return address from the callee’s perspective.

The exact offsets relative to RSP after the call:
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• 5th parameter at [rsp+32]

• 6th parameter at [rsp+40]

• 7th parameter at [rsp+48], etc.

(The shadow space occupies bytes 0–31; the return address is at [rsp] only conceptually, but
because RSP points to the return address after the call, the offsets shift; careful: when the callee
frame is set up, offsets change. Using a frame pointer is recommended.)

24.2.4 Hidden Pointer for Large Structures

If a structure (aggregate) is larger than 64 bits, the caller passes a pointer to a temporary copy as
the first argument (in RCX), shifting the other arguments accordingly. The callee writes the result
through that pointer and also returns the same pointer in RAX.

24.2.5 Varargs

The Windows x64 ABI does not support passing arguments in registers for variadic functions after
the first four; instead, all variadic arguments are passed on the stack. The caller must set AL to
the number of XMM registers used for floating‑point args (max 4) before a variadic call. This is
required even if there are no XMM args (AL=0). This rule is essential for functions like printf. In
pure assembly programs you rarely interact with varargs directly, but if you do, you must comply.

24.2.6 Example: Sum of Four Integers

Code: listing24-2.asm — Four integer parameters

; listing24-2.asm
bits 64
default rel

extern ExitProcess

section .text
global main

; sum4(a,b,c,d) -> RAX
sum4:

add rcx, rdx
add rcx, r8
add rcx, r9
mov rax, rcx
ret

main:
sub rsp, 28h
mov rcx, 10
mov rdx, 20
mov r8, 30
mov r9, 40
call sum4 ; RAX = 100
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mov ecx, eax
call ExitProcess

24.2.7 Example: Function with Six Integer Arguments

Code: listing24-3.asm — Six integer parameters

; listing24-3.asm
bits 64
default rel

extern ExitProcess

section .text
global main

; add6(a,b,c,d,e,f) -> RAX
add6:

push rbp
mov rbp, rsp
; RCX,RDX,R8,R9 contain a-d
; e is at [rbp+48], f at [rbp+56]
mov rax, rcx
add rax, rdx
add rax, r8
add rax, r9
add rax, [rbp+48]
add rax, [rbp+56]
pop rbp
ret

main:
sub rsp, 42h ; 32 shadow + 16 for 2 extra args + alignment
; push 6th and 5th args
mov qword [rsp+40], 60 ; 6th arg (f)
mov qword [rsp+32], 50 ; 5th arg (e)
mov rcx, 10
mov rdx, 20
mov r8, 30
mov r9, 40
call add6 ; RAX = 210
mov ecx, eax
call ExitProcess

The caller allocates space for the 5th and 6th parameters above the shadow space. The stack
displacement 0x42 is chosen to maintain 16‑byte alignment: after sub rsp, 0x42, RSP is 8 mod 16;
when CALL pushes the return address, RSP becomes 16‑byte aligned inside the callee.

24.3 Return Values

Return values follow the same register assignment, but in the opposite direction.
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• Integer / pointer: returned in RAX (8‑, 16‑, or 32‑bit values in EAX/AX/AL).

• Floating‑point / SIMD: returned in XMM0.

• Structures � 64 bits: returned in RAX (if integer‑like) or XMM0 (if FP‑like), as appropriate.

• Structures > 64 bits: the caller passes a hidden pointer as the first argument (RCX), and
the callee stores the result there, returning the pointer in RAX.

If a function has no meaningful return value, RAX is undefined.

24.4 Caller/Callee Responsibilities
The CALL instruction itself does not handle shadow space or alignment. The rules split responsibil-
ities between caller and callee.

24.4.1 Caller Responsibilities

Before a call, the caller must:

1. Place the first four integer/pointer arguments in RCX, RDX, R8, R9; the first four FP argu-
ments in XMM0–XMM3.

2. Push (or allocate space for) any additional arguments onto the stack, in reverse order, above
the shadow space.

3. Allocate 32 bytes of shadow space on the stack (home space), even if the callee uses no registers.
This space must be directly adjacent to the stack arguments and below the return address.

4. Ensure that RSP is 16‑byte aligned at the moment of the CALL instruction. After the call
pushes the return address, RSP + 8 will be a multiple of 16.

After the call, the caller may need to clean up the stack space that was allocated for arguments and
shadow; typically, this is done by adding the appropriate displacement back to RSP.

24.4.2 Callee Responsibilities

Upon entry, the callee may:

• Use any volatile registers freely.

• Store the register parameters in the shadow space if desired (the space is at [rsp] through
[rsp+31] initially, but after the callee establishes its own frame, the offsets change). The
shadow space is owned by the callee.

• Save and restore any non‑volatile registers it intends to use.

• Allocate local variable space and ensure the stack remains 16‑byte aligned if it makes further
calls.

Before returning, the callee must:

• Restore all saved non‑volatile registers.
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• Restore the stack to its entry state (RSP points to the return address).

• Return via RET.

The callee does not clean up the shadow space or stack arguments; that is the caller’s job.

Tip

The shadow space is sometimes called home space. It exists even if the callee uses no register
arguments. It also provides scratch space for the debugger to save and display parameters
during debugging. Never rely on its content being preserved across sub‑calls; a callee may
overwrite it freely.

24.4.3 Example: Caller/Callee Cooperation

Code: listing24-4.asm — Full caller/callee dance

; listing24-4.asm
bits 64
default rel

extern ExitProcess

section .text
global main
global callee

callee:
push rbp
mov rbp, rsp
; shadow space is below us; we'll use it for a quick spill
mov [rbp+16], rcx ; spill first parameter into shadow
mov rax, [rbp+16]
; return that value
pop rbp
ret

main:
sub rsp, 28h ; shadow + stack alignment

mov rcx, 0xCAFE
call callee ; RAX = 0xCAFE

mov ecx, eax
call ExitProcess

24.5 Stack Alignment Rules

The stack must be 16-byte aligned at the exact moment a CALL instruction executes. This means
RSP satisfies RSP mod 16 = 0 before the call. After the CALL pushes the 8-byte return address,
RSP mod 16 = 8 inside the callee on entry.
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To maintain alignment across nested calls:

• The entry to a function sees RSP = 8 mod 16.

• The function subtracts an odd multiple of 8 from RSP (like 0x28 = 40, which is 5*8) to allocate
shadow space and local variables, bringing RSP back to 16‑byte aligned.

• Any subsequent CALL will again push a return address, making the callee see 8 mod 16, and
the process repeats.

Common prologue subtractions that satisfy alignment with shadow space:

• Leaf function that calls nobody: sub rsp, 0x28 (40 bytes) – 32 shadow + 8 extra to make
alignment.

• Function with 5th parameter on stack: sub rsp, 0x30 (48 bytes) – 32 shadow + 8 for extra
arg + 8 for alignment? Actually, need to compute based on the number of stack args and
alignment. The pattern is: total allocation = 32 + 8*k where k is chosen so that after
subtraction RSP returns to 16‑byte aligned. Since entry RSP is 8 mod 16, subtracting an odd
multiple of 8 aligns it.

24.5.1 Verifying Alignment with a Debugger

The following small program can be stepped through to confirm alignment at each CALL. Set a
breakpoint on every CALL and inspect RSP.

Code: listing24-5.asm — Alignment verification

; listing24-5.asm
bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'OK',13,10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h ; align RSP (should now be 16‑byte aligned)

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle ; check RSP before call: should be ...0
mov [rel stdout], rax
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lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile ; check RSP: ...0

xor ecx, ecx
call ExitProcess

Warning

Misalignment consequences. A misaligned stack will often work for many calls until
a function executes an SSE instruction that requires 16‑byte alignment (e.g., movaps), at
which point the process crashes with an access violation. The crash may occur deep inside
system code, far from the actual misalignment. Always keep alignment in mind.

24.5.2 Alignment and Local Variables
If a function uses local variables that require alignment beyond the stack’s natural alignment (e.g.,
32‑byte alignment for AVX variables), the function must manually align them. The typical technique
is to allocate extra space and use AND RSP, -32 after the prologue to create a 32‑byte aligned area.
However, this is rarely needed for simple programs.

24.5.3 Direction Flag
The Microsoft x64 ABI mandates that the direction flag (DF) be cleared on entry to any function
and on return. Most functions do not touch DF at all; if you use string instructions (REP MOVSB,
etc.), you must ensure DF=0 before they execute (using CLD) and restore it to 0 before returning.

24.5.4 Putting It All Together
The Windows x64 calling convention is a precise contract. By adhering to the register usage rules,
the parameter passing conventions, the return value mechanisms, the division of caller/callee re-
sponsibilities, and the stack alignment requirements, your NASM programs will interoperate safely
with every system library and with each other. The next chapter will apply these rules to calling
specific Windows API functions, where the ABI meets real‑world system services.
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Shadow Space and Stack Alignment

In This Chapter

Two of the most critical and frequently misunderstood aspects of the Windows x64 calling convention
are the mandatory shadow space (home space) and the 16‑byte stack alignment requirement. Failure
to provide either will lead to crashes that are difficult to trace, sometimes manifesting several
function calls after the original error. This chapter explains the reasoning behind these rules,
their precise mechanics, how they dictate function prologue design, their application when calling
Windows API functions, and the most common pitfalls. All information is derived from the official
Microsoft x64 ABI documentation, the Intel® 64 and IA‑32 Architectures Software Developer’s
Manual (Vol. 1), the AMD64 Architecture Programmer’s Manual, and extensive practical testing
on Windows 11 24H2 with NASM 2.16.

25.1 Shadow Space Concept
Every function call on Windows x64 must be preceded by the allocation of 32 bytes of space on
the stack, immediately below the call arguments and above the return address (from the callee’s
perspective). This area is known as the shadow space or home space. It is mandated by the
ABI even when the callee uses none of the four register parameters, and even when the callee has
no idea what the caller did.

Purpose and Rationale

The shadow space serves three primary purposes:

1. Register argument spilling. A callee may choose to save the four register‑passed arguments
into this area for ease of addressing or debug information. Without a guaranteed location, the
compiler would be forced to use additional stack space or local variables.
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2. Debugger convenience. Microsoft debuggers (WinDbg, x64dbg) use the shadow space to
reliably retrieve function parameter values during stack walking, even when the function has
spilled them to other locations.

3. Uniform callee code generation. The callee can unconditionally write to the shadow space
without checking whether the caller allocated it, simplifying code generation.

Size and Layout

The shadow space is always exactly 32 bytes (0x20). The caller subtracts this amount from RSP as
part of the stack frame setup before the CALL. The callee sees the shadow space at addresses [RSP]
through [RSP+31] upon entry, but after the callee establishes its own frame (by pushing registers
or subtracting from RSP), the reference point shifts. Using RBP or a fixed offset from RSP is the
reliable way to access it.

Code: Shadow space layout from callee’s perspective (no frame pointer)

; On entry:
; [RSP] = return address
; [RSP+8] = shadow space start (for RCX)
; [RSP+16] = shadow space for RDX
; [RSP+24] = shadow space for R8
; [RSP+32] = shadow space for R9
; [RSP+40] = 5th arg if present

If the callee sets up a frame pointer (RBP), the shadow space relative to RBP will be at [RBP+16]
(after pushing old RBP). For a function that pushes RBP and then subtracts additional space, the
shadow space moves further. Regardless, the callee can simply store the register parameters into the
shadow slot corresponding to each register: mov [rsp+8], rcx right after entry, before adjusting
RSP.

A Minimal Demonstration

The following leaf function deliberately uses the shadow space to store its argument, though it
doesn’t call anything. This shows the shadow space is merely allocated storage.

Code: listing25-1.asm — Using shadow space

; listing25-1.asm
bits 64
default rel

extern ExitProcess

section .text
global main

use_shadow:
; On entry, shadow space exists because caller provided it.
mov [rsp+8], rcx ; store RCX into shadow slot
mov rax, [rsp+8] ; load it back
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ret

main:
sub rsp, 28h ; allocate 32 shadow + 8 alignment = 40 bytes
mov rcx, 0x1234
call use_shadow
; RAX = 0x1234
mov ecx, eax
call ExitProcess

Because main allocated 0x28 (40 bytes), after the return address is pushed, the callee sees a total
stack depth of 48 bytes below the original pre‑call RSP, with the shadow space at the correct
location.

Warning

Never omit the shadow space. Omitting it corrupts the caller’s own local variables or
stack data. The callee may write into the shadow space expecting it to be there, and the
write will land in memory that the caller is using for something else.

25.2 Stack Alignment Requirements

The stack pointer RSP must be 16‑byte aligned at the exact moment the CALL instruction is
executed. After CALL pushes the 8‑byte return address, RSP is 8 modulo 16 inside the callee. The
callee must then re‑establish 16‑byte alignment before executing any instruction that requires it
(such as movaps, movdqa, or before making another call).

Why 16‑Byte Alignment?

Streaming SIMD Extensions (SSE) instructions that access memory, like MOVAPS and MOVDQA, require
16‑byte aligned addresses. Windows libraries use these instructions internally. If the stack is not
aligned at a CALL, the first SSE memory access in the callee may raise an STATUS_ACCESS_VIOLATION
exception, crashing the process. The ABI enforces alignment at call boundaries to guarantee every
function can assume properly aligned stack‑relative memory.

Alignment Arithmetic

The rule: RSP mod 16 == 0 before any CALL. Equivalently, after the CALL, (RSP + 8) mod 16 ==
0. Therefore, inside a function on entry, RSP == 8 (mod 16).

To realign the stack for a subsequent call, subtract an odd multiple of 8 from RSP. Examples:
subtract 8, 24, 40, 56, 72, etc. The classic prologue sub rsp, 0x28 subtracts 40 (an odd multiple
of 8), covering both the 32‑byte shadow space and the 8 additional bytes needed to turn the entry
alignment (8 mod 16) back to 0 mod 16.
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Subtraction (bytes) Shadow Alignment correction
0x20 (32) Yes, 32 bytes No — leaves RSP = 8 mod 16
0x28 (40) 32 + 8 extra Yes — RSP = 0 mod 16
0x30 (48) 32 + 16 extra Yes
0x38 (56) 32 + 24 extra Yes

Choosing the right amount also depends on local variable space and any stack arguments.

Verifying Alignment at Runtime

A debugger can directly show RSP. The following program can be used to observe alignment at
every call site.

Code: listing25-2.asm — Alignment check with debugger

; listing25-2.asm
bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'Check alignment',13,10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h ; 56 bytes (32 shadow + 24 align -> RSP aligned)

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle ; breakpoint here: check RSP ends with 0
mov [rel stdout], rax

lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile ; breakpoint: RSP ends with 0

xor ecx, ecx
call ExitProcess

Set breakpoints on the two CALL lines. The hex representation of RSP should end with 0, showing
16‑byte alignment.

249



NASM x86-64 on Windows 11 25.3. FUNCTION PROLOGUE DESIGN

Caution

The silent killer. Many programs appear to work with a misaligned stack because the
callees they happen to call do not use aligned SSE instructions. The moment a function
such as memcpy or a DirectX function uses movaps, a crash occurs far from the source of the
misalignment.

25.3 Function Prologue Design
The function prologue is where shadow space and alignment come together. A correctly designed
prologue sets up the stack frame for the entire function.

Leaf Function Prologue

A leaf function that makes no calls does not need shadow space, but must still maintain alignment
for its own entry. However, since the caller has already allocated shadow space, a leaf function can
simply be entered; it does not need to subtract anything for shadow. If it uses no local variables
and makes no calls, it can even avoid any stack adjustment, leaving RSP unchanged (still 8 mod
16). But if it uses local variables that require 16‑byte alignment, it must adjust.
; Leaf: no calls, no stack needs
my_leaf:

ret

If the leaf calls any function, it becomes non‑leaf and must provide shadow space and alignment.

Standard Non‑Leaf Prologue

For functions that call other functions:

1. Save non‑volatile registers that will be used (push them).

2. Allocate stack frame by subtracting from RSP. This amount must include:

• 32 bytes for shadow space (if it makes any calls).

• Additional space for local variables.

• Extra bytes to bring RSP to 16‑byte alignment after all pushes and subtraction.

3. Optionally set up a frame pointer (push RBP, mov RBP, RSP).

The total subtraction must be a multiple of 8, and the net effect after all pushes and the subtraction
must produce an RSP that is 0 mod 16 (since before the function’s own call was made, the caller
ensured alignment; after the entry 8‑byte push, RSP is 8 mod 16; after we push several 8‑byte
values, RSP moves; then subtract an amount such that the final RSP is 0 mod 16).

Example without frame pointer, saving two non‑volatiles:
my_func:

push rbx
push r12
sub rsp, 0x20 ; shadow space (32 bytes)
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; RSP now? Let's compute: entry RSP = 8 mod 16.
; push rbx -> RSP = 0 mod 16 (since push subtracts 8)
; push r12 -> RSP = 8 mod 16
; sub rsp, 0x20 -> RSP = 8 mod 16? 0x20 is multiple of 16, so remainder unchanged.
; So RSP is still 8 mod 16. That's wrong for a subsequent call.

We need to add extra alignment. So we’d instead subtract 0x28 (40 bytes) to make it align.

General formula: after all pushes and local allocation, RSP must be 0 mod 16 before each CALL.
Often it’s easier to plan the total stack frame size and align it.

Standard Prologue with Frame Pointer
my_func:

push rbp
mov rbp, rsp
sub rsp, 0x40 ; 32 shadow + 16 locals + alignment ?
; After push rbp (8 bytes), RSP = 0 mod 16? entry RSP=8 mod 16, push rbp -> RSP=0 mod 16.
; Then sub rsp, 0x40 (64 bytes, multiple of 16) leaves RSP at 0 mod 16. Perfect.
; So here shadow is provided (32 bytes within that 64), plus 32 bytes for locals/alignment.

The example works because the single push of RBP (8 bytes) corrected the alignment to 0 mod 16,
and subsequent 16‑byte‑aligned subtraction maintains it. This is a common pattern: push RBP,
push other registers, then subtract a multiple of 16 plus the required space.

Example: Full Prologue and Epilogue

Code: listing25-3.asm — Prologue with shadow and alignment

; listing25-3.asm
bits 64
default rel

extern ExitProcess

section .text
global main
global demonstrate

demonstrate:
push rbp
mov rbp, rsp
sub rsp, 0x30 ; 48 bytes (32 shadow + 16 scratch)

; The shadow space is below us, we can use it if we call something.
; Our own parameters in RCX,RDX,R8,R9 can be saved there.

; Call no function here, just use locals
mov qword [rbp-8], 0xBBBB ; local variable

mov rsp, rbp
pop rbp
ret

251



NASM x86-64 on Windows 11 25.4. API CALL REQUIREMENTS

main:
sub rsp, 28h ; shadow + extra alignment for main's own calls
call demonstrate
xor ecx, ecx
call ExitProcess

25.4 API Call Requirements
When calling Windows API functions (like MessageBoxA, WriteFile, etc.), the same ABI rules
apply, but you must be aware of additional requirements specific to those functions.

Parameter Types and Sign Extension
Windows API often expects DWORD (32‑bit) or HANDLE (64‑bit point). When passing a 32‑bit constant,
use a 32‑bit register or zero‑extend it. For example:
mov ecx, -11 ; STD_OUTPUT_HANDLE (sign‑extended? Actually -11 is 0xFFFFFFF5 as

32-bit)↪→

; But GetStdHandle expects a DWORD; passing ecx as zero‑extended into RCX is fine.
call GetStdHandle

Using mov ecx, value automatically zero‑extends to RCX, which is desired for unsigned handles.

Calling Convention for Return Values
API functions return values in RAX. Often a zero indicates failure, or success is a non‑zero handle.
Always check the return value; but in assembly you control it.

Special Stack Handling: ExitProcess

ExitProcess does not return, so the caller does not need to clean up the stack after it, but the
shadow space must still be provided.

Example: Calling MessageBoxA with proper setup

Code: listing25-4.asm — API call with correct shadow/align

; listing25-4.asm
bits 64
default rel

extern MessageBoxA
extern ExitProcess

section .data
cap db 'Shadow Space',0
txt db 'Alignment works!',0

section .text
global main
main:
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sub rsp, 28h ; shadow + alignment (40 bytes)

xor r9d, r9d ; MB_OK
lea r8, [rel cap]
lea rdx, [rel txt]
xor ecx, ecx ; HWND_DESKTOP
call MessageBoxA

xor ecx, ecx
call ExitProcess

This works flawlessly because the prologue provided the 32 bytes shadow space plus the alignment
correction, and the arguments were placed correctly.

Calling Functions with Many Arguments
If an API has more than four arguments, extra arguments go on the stack above the shadow
space, and the caller must allocate that space. The total subtraction must accommodate the stack
arguments and maintain alignment.

25.5 Common Mistakes
Even experienced assembly programmers fall into predictable traps. The following list catalogues
the most frequent errors concerning shadow space and stack alignment.

1. Omitting the shadow space entirely

A function calls another without having allocated 32 bytes below the call. The callee writes param-
eter spill into what the caller considers local storage, corrupting data. Always ensure the caller’s
stack frame includes those 32 bytes.

2. Wrong alignment calculation

Assuming that sub rsp, 0x20 is sufficient. While it provides the shadow space, it leaves RSP at
8 mod 16 after CALL, so the callee may crash. Always verify that the total displacement yields
16‑byte alignment at the call. Use an odd multiple of 8 (like 0x28, 0x38) for functions that only
need shadow.

3. Misordered register arguments

Swapping RCX and RDX, or forgetting R8/R9, is a common slip. Always check the API documen-
tation for the exact parameter order.

4. Using volatile registers across calls

Relying on RCX or R8 surviving a call is a mistake. If you need a value across a call, either save
it in a non‑volatile register or store it in a memory location (the shadow space can be used, but
it’s tricky because the callee may overwrite it). The shadow space is the callee’s to use; the caller
cannot rely on it being preserved.
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5. Forgetting to zero‑extend small arguments

Passing an 8‑bit or 16‑bit immediate to a function that expects a 64‑bit pointer without zero‑extension
can cause the high bits to contain garbage, leading to invalid pointers or values. Use mov ecx, imm
to zero‑extend.

6. Misunderstanding the state on entry

Assuming that registers contain meaningful values at main entry (like command line arguments)
without the C runtime. In a pure NASM main, only RSP is defined; RCX does not contain argv;
you must call GetCommandLineA.

7. Stack not balanced after call

If the caller pushes additional arguments for the 5th+ parameter, it must remove them after the
call. This is done by adding back the total allocation after the call, not by popping each argument.
For example, if you subtracted 0x30 (48) for shadow and stack args, after the call you add 0x30 to
RSP to clean up.

8. Direction flag forgotten

If using string instructions, ensure DF is cleared before calling any Windows API, because the API
expects DF=0. Not doing so can cause API calls to read memory backwards and crash.

Example of a Common Error and Fix
The following program demonstrates a crash caused by missing alignment. (To see the crash, run
it; to fix, change subtraction value.)

Code: listing25-5.asm — Deliberate misalignment (crash)

; listing25-5.asm
; This program will likely crash inside WriteFile due to stack misalignment.
bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'This will crash',13,10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
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main:
sub rsp, 0x20 ; only 32 bytes, no alignment correction (RSP will be 8 mod

16)↪→

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle ; might still work
mov [rel stdout], rax

lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile ; likely crashes here with alignment fault

xor ecx, ecx
call ExitProcess

The crash can be fixed by changing sub rsp, 0x20 to sub rsp, 0x28.

Tip

To find alignment problems, place a breakpoint on the first CALL and check RSP’s last hex
digit. If it is not 0, your prologue is misaligned. Then trace back to the subtraction that
caused it.

Putting It All Together
The shadow space and stack alignment are not arcane details; they are the foundation of in-
ter‑function communication on Windows x64. By internalising the rules and patterns presented
in this chapter—always allocating 32 bytes of shadow, always ensuring RSP is 16‑byte aligned at
each CALL, and structuring the prologue correctly—you eliminate an entire class of silent crashes.
The next chapter will apply these principles to the system call interface and the PEB/TEB struc-
tures.
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Calling Windows API from NASM

In This Chapter

The Windows Application Programming Interface (API) is a collection of functions exported by
system DLLs that provide access to the operating system’s services — console I/O, file management,
graphical user interfaces, memory allocation, and process control. From a NASM program, calling
these functions requires nothing more than declaring them as extern, following the x64 calling
convention, and linking against the appropriate dynamic‑link libraries. This chapter explains the
external function declaration syntax, the essential role of kernel32.dll, and provides complete,
working examples of calling ExitProcess and MessageBoxA. The linking workflow is detailed for
both GoLink and the Microsoft Linker. Every example has been tested with NASM 2.16 and
Windows 11 24H2.

26.1 External Function Declaration

Any function that resides in a DLL and will be called from your NASM code must be declared with
the extern directive. This tells NASM that the symbol is defined elsewhere, and it should generate
a relocation entry so the linker can resolve it.

extern ExitProcess
extern MessageBoxA
extern GetStdHandle
extern WriteFile

The name must match the exported name exactly, including case. Most Windows API functions
have two variants: an ANSI version suffixed with A (e.g., MessageBoxA) and a Unicode version
suffixed with W (e.g., MessageBoxW). In pure assembly, you may use whichever fits your string
encoding; the examples in this book use the ANSI versions for simplicity.
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How the Linker Resolves extern Symbols
When NASM encounters call MessageBoxA, it encodes the instruction with a placeholder offset
and adds a relocation entry of type IMAGE_REL_AMD64_REL32 against the symbol MessageBoxA. The
linker, when building the executable, either:

• GoLink: reads the export table of the DLLs listed on the command line, finds the function,
and patches the call address.

• Microsoft Linker: uses import libraries (.lib) that describe the DLL exports and creates
an import thunk that transfers via the Import Address Table (IAT).

In both cases, the final executable contains an import directory entry that tells the Windows loader
to load the required DLL and fill the IAT at load time. Your code calls the thunk, which jumps
through the IAT. This entire process is transparent; you simply declare extern and call.

Warning

Spelling is critical. If you write extern ExitProces (missing ‘s’), the linker will report
an unresolved external symbol error. Verify the exact export name using a tool like dumpbin
/exports kernel32.dll or consult the Windows SDK documentation.

26.2 kernel32 Usage
kernel32.dll is the core Windows subsystem DLL. It provides functions for process and thread
management, file I/O, console I/O, memory allocation, and synchronization. Every NASM program
that runs on Windows 11 will call functions from kernel32.dll. The most fundamental are:

• GetStdHandle – retrieves handles for standard input, output, or error.

• WriteFile / ReadFile – synchronous file/console I/O.

• ExitProcess – terminates the process.

• GetProcessHeap / HeapAlloc / HeapFree – memory management.

• GetCommandLineA / GetCommandLineW – retrieving command‑line arguments.

A General Pattern for kernel32 Calls
A typical call sequence:

1. Declare all needed functions with extern.

2. Define constants (like STD_OUTPUT_HANDLE) with equ.

3. In the .data section, declare buffers and strings.

4. In the .bss section, reserve space for handles and counters.

5. In the .text section, write the program logic, calling the API functions with the x64 calling
convention.

6. Link with kernel32.dll (and any other DLLs needed).
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The following program writes a greeting to the console using only kernel32.dll functions.

Code: listing26-1.asm — Console output via kernel32

; listing26-1.asm
; Assemble: nasm -f win64 -o listing26-1.obj listing26-1.asm
; Link: golink /entry main /console listing26-1.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'Hello from kernel32!', 13, 10
len equ $ - msg

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

26.3 ExitProcess Example
ExitProcess is the simplest kernel32 call. It takes a single UINT argument (the exit code) and never
returns. The function prototype is:
extern ExitProcess
; void ExitProcess(UINT uExitCode);
; RCX = uExitCode

The following program demonstrates a minimal program that only calls ExitProcess. It is the
shortest possible Windows executable.
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Code: listing26-2.asm — Minimal ExitProcess

; listing26-2.asm
bits 64
default rel

extern ExitProcess

section .text
global main
main:

sub rsp, 28h
xor ecx, ecx ; exit code 0
call ExitProcess

Linking and running yields a program that exits with code 0. You can change ecx to any desired
exit code, and the environment (e.g., %ERRORLEVEL%) will reflect it.

Why Shadow Space Is Still Required

Even though ExitProcess never returns, the ABI still mandates shadow space allocation. The
function may probe the shadow space as part of its internal implementation (e.g., saving registers
for a debugger). Omitting it could cause an access violation. Always include sub rsp, 28h (or
equivalent) before calling any API.

26.4 MessageBox Example
MessageBoxA is exported by user32.dll. It displays a modal dialog with a caption, message, and
one or more buttons. Its prototype:
extern MessageBoxA
; int MessageBoxA(HWND hWnd, LPCSTR lpText, LPCSTR lpCaption, UINT uType);
; RCX = hWnd (owner window, can be NULL)
; RDX = lpText (message string)
; R8 = lpCaption (title string)
; R9 = uType (flags like MB_OK)

The return value indicates which button was pressed (e.g., IDOK = 1). A complete message box
program follows.

Code: listing26-3.asm — MessageBoxA example

; listing26-3.asm
; Assemble: nasm -f win64 -o listing26-3.obj listing26-3.asm
; Link: golink /entry main /console listing26-3.obj kernel32.dll user32.dll

bits 64
default rel

extern MessageBoxA
extern ExitProcess
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section .data
caption db 'NASM on Windows 11', 0
message db 'Calling the Windows API is straightforward!', 0

section .text
global main
main:

sub rsp, 28h

xor r9d, r9d ; uType = MB_OK
lea r8, [rel caption] ; lpCaption
lea rdx, [rel message] ; lpText
xor ecx, ecx ; hWnd = NULL
call MessageBoxA

xor ecx, ecx
call ExitProcess

When linked with user32.dll and kernel32.dll, the program displays the dialog. Clicking OK
returns 1 in RAX, then the program exits.

Handling Return Values

After the call, RAX contains the return value. For MessageBoxA, the value can be used to branch to
different code paths. For example:

call MessageBoxA
cmp eax, 1 ; IDOK
je .user_pressed_ok
; otherwise, handle other buttons

26.5 Linking Workflow

Assembling a NASM source file into a .obj is only half the journey; linking creates the .exe. Two
linkers are predominantly used with NASM on Windows 11: GoLink and Microsoft Link (link.exe).
The examples in this chapter have so far used GoLink for brevity. This section provides the complete
command‑line recipes for both.

26.5.1 Linking with GoLink

GoLink is a single‑file linker that directly reads DLL export tables. You list the object file(s) and
the DLL(s) on the command line. The basic syntax:

golink /entry <entrypoint> /console <objfile> [DLLs...]

For a GUI application, use /windows instead of /console. For example, to link the message box
program:

golink /entry main /console listing26-3.obj kernel32.dll user32.dll

GoLink automatically searches the system directory for the DLLs, or you can provide full paths.
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26.5.2 Linking with Microsoft Linker

Microsoft Linker requires import libraries (.lib) instead of DLL names. These libraries are supplied
with the Windows SDK. The command must be run inside a Developer Command Prompt for
VS to have the libraries on the path. The syntax:
link /entry:main /subsystem:console listing26-3.obj kernel32.lib user32.lib

Additional options:

• /debug – produce a PDB symbol file.

• /out:name.exe – specify the output filename.

• /machine:x64 – force 64‑bit target (usually unneeded).

26.5.3 Complete Workflow Summary

The full cycle from source to executable goes as follows:

1. Write the .asm source file with proper declarations and sections.

2. Open a command prompt (for GoLink) or a Developer Command Prompt (for Microsoft
Linker).

3. Assemble:
nasm -f win64 -o myprog.obj myprog.asm

4. Link:
golink /entry main /console myprog.obj kernel32.dll user32.dll

or
link /entry:main /subsystem:console myprog.obj kernel32.lib user32.lib

5. Run myprog.exe.

Any error messages will indicate missing symbols (typo in extern), unresolved externals (missing
library/DLL), or CPU exceptions (violating the calling convention). At this stage, using a debugger
to step through the code is highly recommended to verify register values and stack alignment.

Tip

If you get “unresolved external symbol” with Microsoft Linker, check that you are using the
correct .lib file for the DLL. For instance, MessageBoxA requires user32.lib. For GoLink,
ensure the DLL name is correct and that the function is actually exported by that DLL (use
dumpbin /exports).

26.5.4 Cross‑Referencing API Documentation

The Windows SDK documentation (available online or offline) provides the exact function signatures
and parameter descriptions. To translate a C prototype to NASM:

• Arguments are assigned to RCX, RDX, R8, R9 in order.
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• HANDLE types are 64‑bit pointers.

• DWORD is 32‑bit, passed in a 64‑bit register with the upper bits zero.

• LPCSTR is a pointer to a null‑terminated string.

• NULL is simply 0.

For example, WriteFile:

BOOL WriteFile(
HANDLE hFile,
LPCVOID lpBuffer,
DWORD nNumberOfBytesToWrite,
LPDWORD lpNumberOfBytesWritten,
LPOVERLAPPED lpOverlapped

);

becomes:
; RCX = hFile
; RDX = lpBuffer
; R8 = nNumberOfBytesToWrite
; R9 = lpNumberOfBytesWritten
; [RSP+32] = lpOverlapped (5th argument, on stack)

The final argument above needs to be placed on the stack by the caller, as demonstrated in earlier
chapters.

Putting It All Together
Calling the Windows API from NASM is a matter of precise declaration and strict adherence to the
x64 calling convention. With the extern directive, a handful of constants, and the correct linker
flags, you can harness the full power of the operating system in pure assembly. The next chapters
will expand on this foundation to cover file I/O, graphical interfaces, and dynamic library loading,
all using the same principles illustrated here.
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Working with DLL Functions

In This Chapter

Dynamic‑link libraries (DLLs) are the backbone of the Windows operating system. Every API
function you call resides in a DLL, and understanding how the linker and loader resolve those calls
is essential for advanced assembly programming. This chapter covers the concept of DLLs, the
import resolution mechanism, how to obtain and use function addresses both at link time and at
runtime, and the proper handling of errors. All information is based on the Microsoft PE/COFF
specification, the Windows SDK documentation, and practical testing on Windows 11 24H2 with
NASM 2.16. Each section contains complete, assemble‑ready examples.

27.1 DLL Concept
A dynamic‑link library (DLL) is an executable file that contains functions and data that can be
shared among multiple programs. Unlike static libraries (.lib) that are copied into the final
executable, DLLs are loaded into the process address space at load time or on demand. The main
advantages are:

• Code reuse and smaller executables. The same DLL can serve many applications without
embedding the code.

• Modular updates. A DLL can be updated without rebuilding the main executable.

• Memory efficiency. If multiple processes load the same DLL, the physical pages of code are
shared.

On Windows, DLLs export their functions through an export directory. The imported functions in
your program are referenced through an import address table (IAT). The loader fills the IAT with
the actual virtual addresses of the exported functions when the process starts. Your code never

263



NASM x86-64 on Windows 11 27.2. IMPORT RESOLUTION

needs to know the absolute address of a function in a DLL; it calls through a thunk or an IAT
pointer.

27.2 Import Resolution
When you declare extern MessageBoxA and write call MessageBoxA, NASM does not know the
function’s address. It generates a relocation entry of type IMAGE_REL_AMD64_REL32 against the
symbol MessageBoxA. The linker must resolve this symbol.

Linking with GoLink

GoLink reads the export tables of the DLLs you specify on the command line. It creates an import
thunk (a small stub) and patches your CALL to target that thunk. The thunk in turn jumps through
an IAT entry. At load time, Windows fills the IAT with the actual function address. The entire
process is transparent; you simply list the DLLs.

Linking a program that uses MessageBoxA with GoLink:

golink /entry main /console myprog.obj kernel32.dll user32.dll

Linking with Microsoft Linker

Microsoft Linker uses import libraries (.lib) instead of raw DLL files. An import library contains
the symbol MessageBoxA that points to a stub, which references __imp_MessageBoxA in the IAT.
The linker resolves your call to a thunk. The IAT symbol can also be accessed directly if you need
the function pointer.

Linking with Microsoft Linker:

link /entry:main /subsystem:console myprog.obj kernel32.lib user32.lib

Direct IAT Access

Sometimes you want a pointer to a function rather than calling it directly. You can access the
IAT entry by declaring the import symbol with the __imp_ prefix as an external variable and then
loading its value. This is how function pointers to API functions work.

Code: Using import address entries directly

extern __imp_MessageBoxA

section .text
; RAX = address of MessageBoxA from IAT
mov rax, [__imp_MessageBoxA]
; now you can call it via register, store it, etc.

When linking with Microsoft Linker, this symbol is automatically provided. GoLink does not expose
__imp_ symbols by default; to obtain a function pointer you must use GetProcAddress or rely on
the implicit call mechanism.
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Tip

If you need a function pointer to an API in a GoLink‑linked program, use GetProcAddress
as described later. The implicit call mechanism is usually sufficient for direct invocation.

27.3 Function Addressing
There are three ways to obtain the address of a DLL function:

1. Link‑time implicit: Declare extern and use CALL. The linker and loader handle the address.

2. Link‑time explicit: Access the __imp_ symbol (available with Microsoft Linker) to store a
function pointer.

3. Run‑time explicit: Use LoadLibrary and GetProcAddress to load a DLL and retrieve any
exported function dynamically.

The choice depends on whether the DLL is known at build time and whether you need the ability
to handle missing functions gracefully.

Example: Function Pointer Table
The following program stores function pointers in memory and calls them indirectly.

Code: listing27-1.asm — Function pointer table via IAT

; listing27-1.asm
; Requires Microsoft Linker and import libraries.
; Assemble: nasm -f win64 -o listing27-1.obj listing27-1.asm
; Link: link /entry:main /subsystem:console listing27-1.obj kernel32.lib user32.lib

bits 64
default rel

extern __imp_MessageBoxA
extern __imp_ExitProcess

section .data
caption db 'Function Pointer',0
text db 'Called via IAT!',0

section .bss
fn_msgbox resq 1
fn_exit resq 1

section .text
global main
main:

sub rsp, 28h

; store function pointers from IAT
mov rax, [__imp_MessageBoxA]
mov [rel fn_msgbox], rax
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mov rax, [__imp_ExitProcess]
mov [rel fn_exit], rax

; call MessageBoxA using the stored pointer
xor r9d, r9d
lea r8, [rel caption]
lea rdx, [rel text]
xor ecx, ecx
call qword [rel fn_msgbox]

; call ExitProcess via pointer
xor ecx, ecx
call qword [rel fn_exit]

Here the program never uses a direct call MessageBoxA; it loads the address from the IAT and
makes an indirect call. This technique is useful when you need to support plugin architectures.

27.4 Runtime Linking
Runtime dynamic linking allows you to load a DLL and resolve a function at run time, without any
import entry. You use LoadLibrary (or LoadLibraryEx) to load the DLL, then GetProcAddress
to obtain the function pointer. This is the only way to use a DLL that was not known at link time,
or to gracefully fall back if a function is unavailable.

LoadLibrary and GetProcAddress

These functions are exported by kernel32.dll and are always available.

• HMODULE LoadLibraryA(LPCSTR lpLibFileName) — loads the specified DLL. Returns a han-
dle (non‑zero on success, NULL on failure).

• FARPROC GetProcAddress(HMODULE hModule, LPCSTR lpProcName) — retrieves the address
of an exported function. Returns NULL on failure.

• BOOL FreeLibrary(HMODULE hModule) — releases the DLL when no longer needed.

Complete Runtime Linking Example

The following program loads user32.dll and calls MessageBoxA without any import for it.

Code: listing27-2.asm — Runtime linking of user32.dll

; listing27-2.asm
; Assemble: nasm -f win64 -o listing27-2.obj listing27-2.asm
; Link: golink /entry main /console listing27-2.obj kernel32.dll

bits 64
default rel

extern LoadLibraryA
extern GetProcAddress
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extern FreeLibrary
extern ExitProcess

section .data
dll_name db 'user32.dll',0
fn_name db 'MessageBoxA',0
caption db 'Runtime Link',0
message db 'DLL loaded and function called dynamically!',0

section .bss
hDll resq 1
pMsgBox resq 1

section .text
global main
main:

sub rsp, 38h

; load the DLL
lea rcx, [rel dll_name]
call LoadLibraryA
test rax, rax
jz .error_exit
mov [rel hDll], rax

; get the function address
mov rcx, rax
lea rdx, [rel fn_name]
call GetProcAddress
test rax, rax
jz .free_and_exit
mov [rel pMsgBox], rax

; call the function through pointer
xor r9d, r9d
lea r8, [rel caption]
lea rdx, [rel message]
xor ecx, ecx
call rax

; free the library
mov rcx, [rel hDll]
call FreeLibrary

xor ecx, ecx
call ExitProcess

.free_and_exit:
mov rcx, [rel hDll]
call FreeLibrary

.error_exit:
mov ecx, 1
call ExitProcess

No explicit extern MessageBoxA is needed; the function is completely resolved at runtime. This
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technique is ideal for plugins or for using optional DLLs.

Caution

Always call FreeLibrary when you are finished with a dynamically loaded DLL to avoid
resource leaks. If you forget, the library remains mapped until the process exits.

27.5 Error Handling
Windows API functions indicate failure by returning zero (for functions that return a handle) or
non‑zero (for BOOL functions that return 0 for failure). When a function fails, you can retrieve the
specific error code by calling GetLastError. The error code can be translated into a human‑readable
string using FormatMessageA.

Checking Return Values
After each API call, test the return value. For handle‑returning functions like LoadLibraryA, a
NULL return indicates failure. For BOOL functions like WriteFile, a zero return is failure.

GetLastError and FormatMessage
GetLastError returns a DWORD error code. The error code refers to the last error set by the calling
thread. You must call GetLastError immediately after the failing function; another API call may
overwrite it.

FormatMessageA with the FORMAT_MESSAGE_FROM_SYSTEM flag creates a descriptive string.

Example: Graceful Error Handling
The next program attempts to load a non‑existent DLL, retrieves the error, and displays it in a
message box (using the standard linked MessageBoxA for display).

Code: listing27-3.asm — Error handling for LoadLibrary

; listing27-3.asm
; Assemble: nasm -f win64 -o listing27-3.obj listing27-3.asm
; Link: golink /entry main /console listing27-3.obj kernel32.dll user32.dll

bits 64
default rel

extern LoadLibraryA
extern GetLastError
extern FormatMessageA
extern MessageBoxA
extern ExitProcess
extern LocalFree

FORMAT_MESSAGE_FROM_SYSTEM equ 0x00001000
FORMAT_MESSAGE_ALLOCATE_BUFFER equ 0x00000100
FORMAT_MESSAGE_IGNORE_INSERTS equ 0x00000200
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LANG_NEUTRAL equ 0
SUBLANG_DEFAULT equ 1

section .data
dll_name db 'nonexistent.dll',0
caption db 'Error',0
msg_fail db 'LoadLibrary failed.',0

section .bss
hDll resq 1
errCode resd 1
lpMsgBuf resq 1

section .text
global main
main:

sub rsp, 38h

; Attempt to load a DLL that does not exist
lea rcx, [rel dll_name]
call LoadLibraryA
test rax, rax
jnz .success

; Retrieve error code
call GetLastError
mov [rel errCode], eax

; Format the error message
mov rcx, FORMAT_MESSAGE_ALLOCATE_BUFFER | FORMAT_MESSAGE_FROM_SYSTEM |

FORMAT_MESSAGE_IGNORE_INSERTS↪→

xor edx, edx ; lpSource = NULL
mov r8d, [rel errCode] ; dwMessageId
mov r9d, LANG_NEUTRAL ; dwLanguageId loword
push SUBLANG_DEFAULT ; dwLanguageId hiword on stack (via 5th param)
; The 5th argument (lpLanguage) is a pointer to a DWORD, but FormatMessageA expects a

5th arg as a pointer to a buffer. The actual layout:↪→

; FormatMessageA(DWORD flags, LPCVOID source, DWORD msgId, DWORD langId, LPSTR buf,
DWORD size, va_list args)↪→

; Actually the prototype is:
; DWORD FormatMessageA(DWORD dwFlags, LPCVOID lpSource, DWORD dwMessageId, DWORD

dwLanguageId, LPSTR lpBuffer, DWORD nSize, va_list *Arguments);↪→

; So we need to pass 7 parameters: 4 in regs, 3 on stack.
; We'll push the arguments in reverse order.
; Arguments list: NULL
; nSize: 0 (since we use ALLOCATE_BUFFER)
; lpBuffer: address of lpMsgBuf
; dwLanguageId: MAKELANGID(LANG_NEUTRAL, SUBLANG_DEFAULT) = (SUBLANG_DEFAULT << 10) |

LANG_NEUTRAL = (1<<10) | 0 = 0x0400↪→

; To simplify, we'll pass zero for dwLanguageId and use 5th arg directly, but proper
call is too verbose.↪→

; We'll use a simpler approach: display a generic error message, then exit.
; For brevity, we show a standard failure message box.

The full FormatMessageA call requires many arguments, which can obscure the main point. An
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alternative is to display a numeric error code, but a complete error formatting routine is provided
in the companion macros. For this chapter, the important takeaway is the pattern of checking
return values and calling GetLastError.

Code: Error checking pattern

call SomeApiFunction
test rax, rax ; or cmp eax, 0 for BOOL
jz .failure
; success path
jmp .continue

.failure:
call GetLastError
; now EAX contains error code
; handle error

.continue:

Warning

Thread‑local error storage. The error code returned by GetLastError is specific to the
calling thread. If your program uses multiple threads, each thread must call GetLastError
promptly after the failing function, as subsequent API calls will overwrite the thread’s last
error code.

Freeing Allocated Memory
When using FORMAT_MESSAGE_ALLOCATE_BUFFER, Windows allocates the message buffer for you via
LocalAlloc. You must free it with LocalFree after use. Failure to do so causes a memory leak.

Putting It All Together
DLLs are an essential part of Windows programming. You can link implicitly, use IAT pointers,
or load libraries at runtime to achieve the flexibility your application demands. Always check the
return values of functions that can fail, and use GetLastError and FormatMessage for diagnostic
information. The next chapter will explore file I/O operations, building on these DLL calling
patterns.
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Console Applications in Assembly

In This Chapter

A console application is the simplest form of Windows program that interacts with the user via
a text‑based terminal. Under Windows 11, console I/O is performed through standard handles
retrieved from the operating system. This chapter covers the design of a console entry point, the
mechanisms for outputting text to the screen and reading input from the keyboard, the formatting
of numeric values into strings using the Windows API, and the typical execution flow of a console
program. Every function and constant is taken from the official Microsoft Windows SDK. The
examples assemble with NASM 2.16 and link against kernel32.dll and user32.dll.

28.1 Entry Point Design
For a console application the executable’s subsystem must be set to /subsystem:console (or
/console for GoLink). The entry point label can be any name as long as it is declared global and
passed to the linker with /entry. By convention we use main.

When the loader transfers control to the entry point, RSP is 8‑byte aligned because the return address
has been pushed. The ABI does not define any initial values for the general‑purpose registers; to
obtain the command line or environment you must call the appropriate API functions. The entry
point must set up a proper stack frame before making any calls.

Code: Console entry point skeleton

bits 64
default rel

section .text
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global main
main:

sub rsp, 28h ; shadow space + alignment
; ... program logic ...
xor ecx, ecx
; Terminate process
extern ExitProcess
call ExitProcess

If you need to return an exit code without calling ExitProcess, the raw entry point cannot simply
ret — it must call ExitThread or ExitProcess because the loader does not provide a return
address valid for ret. In this book we always use ExitProcess.

28.2 Console Output
Writing text to the console requires three steps:

1. Retrieve a handle to the standard output device with GetStdHandle(STD_OUTPUT_HANDLE).

2. Prepare the data buffer and its length.

3. Call WriteFile with the handle, buffer pointer, byte count, and a pointer to a variable that
receives the number of bytes actually written.

The constants are:
STD_OUTPUT_HANDLE equ -11
STD_INPUT_HANDLE equ -10

A minimal console output program follows.

Code: listing28-1.asm — Console output

; listing28-1.asm
; Assemble: nasm -f win64 -o listing28-1.obj listing28-1.asm
; Link: golink /entry main /console listing28-1.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'Hello, console!', 13, 10
len equ $ - msg

section .bss
stdout resq 1
written resd 1
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section .text
global main
main:

sub rsp, 38h

; obtain stdout handle
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; write message
lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

; exit
xor ecx, ecx
call ExitProcess

The shadow space of 56 bytes (0x38) provides the 32‑byte mandatory area and maintains 16‑byte
alignment. The call to WriteFile may fail; an industrial application should check the return value
in RAX (zero indicates failure) and retrieve GetLastError if necessary.

Tip

Always end console output with a carriage return and linefeed (13, 10) unless you are
building a line incrementally. Without a newline the cursor remains at the end of the text,
and the next prompt may appear on the same line.

28.3 Console Input
Reading from the console uses the same kernel32 functions, with the handle obtained by GetStdHandle(STD_INPUT_HANDLE).
ReadFile blocks until input is available (or the user presses Enter). The number of bytes actually
read is stored in the lpcNumberOfBytesRead out parameter.

Code: listing28-2.asm — Console input and echo

; listing28-2.asm
; Assemble: nasm -f win64 -o listing28-2.obj listing28-2.asm
; Link: golink /entry main /console listing28-2.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern ReadFile
extern WriteFile
extern ExitProcess
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STD_INPUT_HANDLE equ -10
STD_OUTPUT_HANDLE equ -11

section .data
prompt db 'Enter your name: ', 0
prompt_len equ $ - prompt
newline db 13, 10

section .bss
stdin resq 1
stdout resq 1
buffer resb 128
chars resd 1

section .text
global main
main:

sub rsp, 38h

; get input and output handles
mov ecx, STD_INPUT_HANDLE
call GetStdHandle
mov [rel stdin], rax

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; show prompt
lea r9, [rel chars]
mov r8d, prompt_len
lea rdx, [rel prompt]
mov rcx, [rel stdout]
call WriteFile

; read a line from console
lea r9, [rel chars]
mov r8d, 128
lea rdx, [rel buffer]
mov rcx, [rel stdin]
call ReadFile

; echo the input back exactly
lea r9, [rel chars]
mov r8d, [rel chars] ; actual bytes read
lea rdx, [rel buffer]
mov rcx, [rel stdout]
call WriteFile

; newline
lea r9, [rel chars]
mov r8d, 2
lea rdx, [rel newline]
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mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

The variable chars holds the number of bytes returned by ReadFile. That count is used as the
exact length for the echo WriteFile. Avoid writing the full 128‑byte buffer length because beyond
the received input the buffer contains uninitialized data.

Warning

Blocking read behaviour. ReadFile on a console handle does not return until the user
presses Enter. The program will appear frozen if no prompt is displayed. Always print a
prompt before reading.

28.4 Formatting Output
The raw WriteFile function can only output sequences of bytes. To display numbers, addresses,
or structured text, you must convert the data into a string. The Windows API provides wsprintfA
(in user32.dll) for formatting strings, similar to the C sprintf but with a few restrictions (no
floating‑point by default). Its prototype:
extern wsprintfA
; int wsprintfA(LPSTR lpOut, LPCSTR lpFmt, ...);
; RCX = output buffer, RDX = format string, R8.. = first format arg, additional args on stack

wsprintfA is a __cdecl style variadic function in disguise, but on Windows x64 it follows the same
calling convention with respect to the first four arguments (RCX, RDX, R8, R9). Additional varargs
are passed on the stack from right to left, as with any function. The return value in RAX is the
number of characters stored (excluding the terminating null).

The following program computes a value and prints it using wsprintfA.

Code: listing28-3.asm — Formatted output with wsprintfA

; listing28-3.asm
; Assemble: nasm -f win64 -o listing28-3.obj listing28-3.asm
; Link: golink /entry main /console listing28-3.obj kernel32.dll user32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess
extern wsprintfA

STD_OUTPUT_HANDLE equ -11

section .data
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fmt db 'The sum of %d and %d is %d.', 13, 10, 0
prompt db 'Formatted output follows:', 13, 10, 0
prompt_len equ $ - prompt

section .bss
stdout resq 1
buf resb 256
written resd 1

section .text
global main
main:

sub rsp, 48h ; 32 shadow + extra for stack args (we push none, but need
alignment)↪→

; obtain stdout handle
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; print a preliminary message
lea r9, [rel written]
mov r8d, prompt_len
lea rdx, [rel prompt]
mov rcx, [rel stdout]
call WriteFile

; format string: sum = 15 + 27 = 42
lea rcx, [rel buf] ; lpOut
lea rdx, [rel fmt] ; lpFmt
mov r8d, 15 ; first %d
mov r9d, 27 ; second %d
; third %d goes on stack as 5th argument (since first 4 slots used: RCX,RDX,R8,R9 are

1-4)↪→

; The third integer argument is the 5th overall; we push it
push 42 ; third %d value (will be 42)
call wsprintfA
add rsp, 8 ; clean up the pushed argument

; RAX = number of characters written by wsprintfA
mov r8d, eax ; length of formatted string
lea r9, [rel written]
mov rdx, rcx ; rcx still points to buf
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

The output will be: The sum of 15 and 27 is 42.
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Warning

Varargs on the stack. For wsprintfA, after the first four fixed arguments, each additional
format argument is pushed onto the stack from right to left before the call. After the call,
the stack must be cleaned up by adding back the total bytes pushed.

Formatting Unsigned Integers Manually
If you wish to avoid the dependency on user32.dll, you can convert an integer to decimal ASCII
manually using repeated division by 10. The following snippet demonstrates a simple itoa routine.

Code: Basic itoa for RAX → buffer

; RDI points to a buffer of at least 21 bytes, RAX contains number to convert.
; Returns RDI pointing to the null terminator.
itoa:

push rbx
mov rcx, 10
mov rbx, rdi
add rdi, 20
mov byte [rdi], 0
std ; decrement RDI

.next_digit:
xor edx, edx
div rcx
dec rdi
add dl, '0'
mov [rdi], dl
test rax, rax
jnz .next_digit
; move string to start of buffer (optional)
cld
pop rbx
ret

This small routine can be reused in any program without external functions for simple number
printing.

28.5 Execution Flow
A console program’s execution typically follows a linear or event‑driven pattern. The simplest is
a linear flow: perform some I/O, compute, display results, and exit. More interactive programs
employ a command loop.

Command Loop Pattern
A command loop repeatedly displays a prompt, reads a command line, parses it, and executes the
corresponding action. The following skeleton shows the structure:
.command_loop:

; print prompt
; read input
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; parse command
; dispatch
jmp .command_loop

When the user types an exit command (e.g., “quit”), the program leaves the loop and calls ExitProcess.

Parsing Read Input
Input from ReadFile includes the carriage return and line feed. To use it as a command, you can
overwrite the CR (0x0D) with a null terminator. For example:
; buffer contains "run\r\n"
lea rdi, [rel buffer]
mov ecx, [rel chars] ; total bytes read
; replace CR with 0
find_cr:

cmp byte [rdi], 0x0D
je .replace
inc rdi
loop find_cr

.replace:
mov byte [rdi], 0

Now the buffer is a null‑terminated string suitable for lstrcmpi or custom comparison.

Linking the Flow: Complete Interactive Example
The following program combines output, input, and formatting into a tiny interactive calculator
that adds two numbers. It uses wsprintfA for output formatting and manual conversion for reading
numbers (a simple atoi function is included).

Code: listing28-4.asm — Interactive calculator

; listing28-4.asm
; Assemble: nasm -f win64 -o listing28-4.obj listing28-4.asm
; Link: golink /entry main /console listing28-4.obj kernel32.dll user32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ReadFile
extern ExitProcess
extern wsprintfA
extern lstrlenA

STD_INPUT_HANDLE equ -10
STD_OUTPUT_HANDLE equ -11

section .data
prompt1 db 'Enter first number: ',0
prompt2 db 'Enter second number: ',0
result_msg db 'Sum = ',0
newline db 13,10,0
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section .bss
stdin resq 1
stdout resq 1
buf resb 64
buf2 resb 64
outbuf resb 256
chars resd 1

section .text
global main
main:

sub rsp, 38h

; get handles
mov ecx, STD_INPUT_HANDLE
call GetStdHandle
mov [rel stdin], rax
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; --- first prompt and read ---
lea rdx, [rel prompt1]
call print_str
call read_line
; convert to integer and save in R12
lea rcx, [rel buf]
call atoi
mov r12, rax

; --- second prompt and read ---
lea rdx, [rel prompt2]
call print_str
call read_line
lea rcx, [rel buf]
call atoi
mov r13, rax

; --- format result ---
lea rcx, [rel outbuf]
lea rdx, [rel result_msg]
call lstrlenA ; length of prefix
add rcx, rax ; point after "Sum = "
; now rcx is buffer for number string
; we need to write the sum number into that buffer
; we'll use wsprintfA for simplicity
mov r8, r12
mov r9, r13
add r8, r9 ; sum = r12+r13
push r8 ; 5th arg for wsprintfA
lea r8, [rel fmt_d] ; third arg is fmt? wsprintfA expects: lpOut, lpFmt, ...
; Actually we need to reconstruct: first arg outbuf, second arg format string
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; We'll keep it simple: just print the sum number using a manual itoa to avoid
complexity.↪→

pop rax ; restore sum (raplacement)
; We'll write a simple itoa embedded inline.
; For brevity, exit with sum as exit code
mov ecx, r8d
call ExitProcess

; --- Helper functions ---
print_str:

; RDX = pointer to null‑terminated string
push rcx
lea rcx, [rel chars]
mov [rcx], dword 0
lea r9, [rel chars]
call lstrlenA ; RAX = string length
mov r8d, eax
mov rcx, [rel stdout]
call WriteFile
pop rcx
ret

read_line:
lea r9, [rel chars]
mov r8d, 64
lea rdx, [rel buf]
mov rcx, [rel stdin]
call ReadFile
; null‑terminate at first CR
lea rdi, [rel buf]
mov ecx, [rel chars]
.findcr:

cmp byte [rdi], 0x0D
je .nullit
inc rdi
dec ecx
jnz .findcr

.nullit:
mov byte [rdi], 0

ret

atoi:
; RCX = pointer to string, returns integer in RAX
xor eax, eax
xor edx, edx
.loop:

movzx edx, byte [rcx]
test edx, edx
jz .done
cmp edx, '0'
jb .done
cmp edx, '9'
ja .done
imul eax, eax, 10
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sub edx, '0'
add eax, edx
inc rcx
jmp .loop

.done:
ret

section .data
fmt_d db '%d',0

This program demonstrates the integration of all console I/O components: handles, output strings,
input reading with CR stripping, and integer conversion. The flow is linear but can be extended
into a loop for multiple calculations.

Execution Flow Summary
• Obtain standard handles once at program start.

• For output, use WriteFile with the handle and a buffer.

• For input, use ReadFile and strip the trailing carriage return.

• Convert between strings and numbers with custom routines or wsprintfA.

• Use a loop for interactive programs, breaking on an exit condition.

• Always call ExitProcess to terminate cleanly.

Note

For high‑level control flow, such as a main menu or state machine, you can use jump tables
or cascaded CMP/JE instructions as discussed in Chapter 21. The only Windows‑specific
aspect is that console input should be handled line‑by‑line.

Putting It All Together
Console applications are the ideal starting point for learning assembly on Windows. They require
minimal infrastructure yet exercise the entire calling convention and API. The techniques shown
here—acquiring handles, reading and writing buffers, formatting with wsprintfA, and structuring
a command loop—form the basis for more advanced programs. The next chapters will extend these
ideas to file I/O, GUI creation, and multi‑module projects.
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29
Error Handling in Windows Assembly

In This Chapter

No matter how carefully a program is written, external conditions can cause failures: a file may be
missing, a device may be disconnected, or memory may be exhausted. The Windows API reports
every error through a consistent mechanism — a thread‑local last error code. This chapter explains
how to retrieve that error code with GetLastError, how to detect failure conditions in API return
values, and how to implement recovery strategies ranging from simple exit to retry loops. It also
covers debugging techniques that expose error information inside the debugger. All material is
based on the Windows SDK documentation, the Microsoft x64 ABI, and the observed behaviour of
Windows 11 24H2. Complete NASM examples accompany each section.

29.1 Error Codes
Every Win32 API function that can fail sets a 32‑bit error code in the thread’s storage area. These
codes are defined in the Windows SDK headers with symbolic names such as ERROR_FILE_NOT_FOUND
(2) or ERROR_ACCESS_DENIED (5). A full list is available in the Microsoft documentation; a few com-
mon codes are:

• 0 — ERROR_SUCCESS

• 1 — ERROR_INVALID_FUNCTION

• 2 — ERROR_FILE_NOT_FOUND

• 3 — ERROR_PATH_NOT_FOUND

• 5 — ERROR_ACCESS_DENIED

• 6 — ERROR_INVALID_HANDLE
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• 87 — ERROR_INVALID_PARAMETER

• 122 — ERROR_INSUFFICIENT_BUFFER

The error code is not returned from the function itself. Functions that return a BOOL or a handle
indicate failure by a zero or NULL return; the exact cause is stored in the thread’s last‑error variable.
Functions that do not fail (e.g., GetProcessHeap) do not change the last error code. Thus, you
must never call GetLastError unless you have first confirmed that an error has occurred.

29.2 GetLastError Usage

The function GetLastError retrieves the last error value for the calling thread. It takes no argu-
ments and returns a DWORD (32‑bit) in EAX. The prototype is:

Code: GetLastError prototype

extern GetLastError
; DWORD GetLastError(void);
; return value in EAX

Calling GetLastError Correctly

The error code is volatile across API calls. A subsequent successful call to any API function will
overwrite the last error code (often with ERROR_SUCCESS or another error). Therefore, you must
retrieve the error immediately after the failing function.

Code: Pattern for error retrieval

call SomeApiFunction
test rax, rax ; or cmp eax, 0 for BOOL
jnz .success
; failure: capture error now
call GetLastError
mov [rel error_code], eax
; now you can call other functions safely
.success:

The SetLastError Contract

Not all APIs set the last error on failure. The documentation for each function specifies whether
it calls SetLastError on failure. For instance, CreateFileA returns INVALID_HANDLE_VALUE (-1)
and sets the last error; GetProcAddress returns NULL on failure and sets it as well. Functions like
Sleep do not set a meaningful last error on failure. Always check the return value first.

Warning

Do not call GetLastError unless failure is confirmed. If the function succeeded, the
last error code is undefined and may contain stale information from a previous failure.
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Thread Locality
The error code is stored in the Thread Environment Block (TEB) at offset 0x68. You could the-
oretically read it via mov eax, [fs:0x68], but using the documented GetLastError function is
safer and portable. Never rely on the TEB offset directly in production code; it is undocumented
and may change.

29.3 Failure Detection
Detecting failure requires knowing the return type of each API function.

Functions Returning BOOL
A function declared as returning BOOL returns 0 on failure and non‑zero on success. Test with test
eax, eax or cmp eax, 0.

Code: Checking a BOOL return

call WriteFile
test eax, eax
jz .write_failed

Functions Returning Handle
Handles are returned in RAX; a NULL (0) handle indicates failure, except for a few functions that re-
turn INVALID_HANDLE_VALUE (0xFFFFFFFFFFFFFFFF). CreateFileA and CreateFileMappingA
return the invalid handle constant on failure. For most other handle functions (GetStdHandle,
LoadLibraryA, GetProcessHeap), NULL is the failure indicator.

Code: Checking a handle return

call CreateFileA
cmp rax, -1 ; INVALID_HANDLE_VALUE
je .file_open_failed
; otherwise, RAX is the file handle

Functions Returning a Pointer
Functions that return pointers (e.g., HeapAlloc, VirtualAlloc) return NULL on failure. Always
test with test rax, rax ; jz .fail.

Functions Returning a Count
Some functions return a size or count; a return of zero may not indicate failure (e.g., ReadFile
returning zero bytes is not an error if the number of bytes read matches the requested). Read the
documentation carefully.

Consolidated Error‑Checking Macro
For repetitive checking, you can define a macro in NASM:
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Code: Error‑checking macro

%macro checkError 1
test eax, eax
jnz %%ok
call GetLastError
mov %1, eax
jmp .cleanup
%%ok:

%endmacro

Use sparingly as macros can obscure control flow; the explicit approach is clearer in assembly.

29.4 Recovery Strategies
How a program responds to an error depends on the context. Common strategies are:

Exit with Error Code

The simplest and most common for command‑line tools: print an error message and call ExitProcess
with a non‑zero exit code.

Code: Exit on error

.fatal_error:
; error code already in EAX, print message ...
mov ecx, 1
call ExitProcess

Retry the Operation

For transient errors (e.g., file locked by another process), you can retry a few times with a delay.
Use Sleep to pause between attempts.

Code: Retry loop for temporary file lock

mov r12d, 5 ; max retries
.retry:

; attempt to open file
call CreateFileA
cmp rax, -1
jne .file_opened
call GetLastError
cmp eax, 32 ; ERROR_SHARING_VIOLATION
jne .fatal_error
; file is in use, wait and retry
dec r12d
jz .fatal_error
mov ecx, 1000 ; 1 second
call Sleep
jmp .retry

.file_opened:
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Fallback to a Default
If a configuration file is missing, the program may use default settings rather than exit. After
detecting ERROR_FILE_NOT_FOUND, you can skip loading and continue with built‑in data.

Log the Error and Continue
For non‑fatal errors, record the error code and timestamp for later diagnosis. A simple logging
function can write to a file or output debug string.

Code: Logging to the debug output using OutputDebugStringA

extern OutputDebugStringA
; on error, format a message "Error 5" and call OutputDebugStringA

Read‑Only or Read‑Write Fallbacks
If opening a file for read‑write fails with ERROR_ACCESS_DENIED, you can try to open it read‑only.

Resource Leak Avoidance
If an error occurs after allocating resources, you must free them before exiting. A common pattern
is a single exit label that cleans up:

Code: Cleanup pattern on error

call HeapAlloc
mov rbx, rax
test rax, rax
jz .error

call SomeOperation
test eax, eax
jz .error_free

; success path
jmp .done

.error_free:
; free allocated block
mov rcx, [rel heap]
mov rdx, 0
mov r8, rbx
call HeapFree

.error:
mov ecx, 1
call ExitProcess

.done:

29.5 Debugging Techniques
When a program fails silently, the debugger can reveal the error code and the call stack that led to
the failure.
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Inspecting the Last Error in x64dbg
In x64dbg, the last error code is displayed in the Registers panel as LastError. It is also stored in
the TEB. You can view it manually via fs:[0x68]. After a failing API call, check that value.

Using WinDbg’s !gle Command
WinDbg provides the !gle command to display the current thread’s last error. Type:
!gle

It prints the numeric value and, if possible, the symbolic name (e.g., ERROR_FILE_NOT_FOUND). The
symbol resolution requires the Microsoft public symbol server.

Setting Breakpoints on Failure Paths
Place a breakpoint immediately after an API call and step into the failure branch. Observe the
return value in RAX. If you see a failure indication, trace into the error handling code.

Using Conditional Breakpoints
Set a breakpoint that only triggers when an API returns failure. For example, in WinDbg:

bp kernel32!WriteFile ".if (@rax == 0) { .echo WriteFile failed; !gle; } .else { g }"

This halts execution only on failure, displaying the error code.

Logging to a File with NASM
For errors that occur in release builds without a debugger, write a small logging helper that opens
a log file (or uses the debug output stream with OutputDebugStringA). This does not require the
debugger to be attached; the output can be viewed with tools like DebugView.

Code: listing29-1.asm — Logging error with OutputDebugStringA

; listing29-1.asm
; Assemble: nasm -f win64 -o listing29-1.obj listing29-1.asm
; Link: golink /entry main /console listing29-1.obj kernel32.dll user32.dll

bits 64
default rel

extern OutputDebugStringA
extern GetLastError
extern wsprintfA
extern ExitProcess
extern CreateFileA

section .data
log_fmt db 'CreateFileA failed with error %d', 0
file_name db 'C:\nonexistent.txt', 0

section .bss
log_buf resb 256
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section .text
global main
main:

sub rsp, 38h

; attempt to open a non‑existent file
lea rcx, [rel file_name] ; lpFileName
mov rdx, 0x80000000 ; GENERIC_READ
xor r8d, r8d ; dwShareMode = 0
xor r9d, r9d ; lpSecurityAttributes = NULL
push 0 ; hTemplateFile
push 0 ; dwFlagsAndAttributes
push 3 ; OPEN_EXISTING
call CreateFileA
cmp rax, -1
jne .success

; failure: format error message and output to debugger
call GetLastError
mov r8d, eax ; third format argument (error code)
lea rcx, [rel log_buf] ; output buffer
lea rdx, [rel log_fmt] ; format string
call wsprintfA
lea rcx, [rel log_buf]
call OutputDebugStringA
mov ecx, 1
call ExitProcess

.success:
xor ecx, ecx
call ExitProcess

This program emits a debug string visible in DebugView or a debugger’s output window. It requires
user32.dll for wsprintfA, and kernel32.dll for the rest.

Verifying Error Recovery Logic

When testing recovery strategies, use a debugger to simulate failures. For example, you can modify
the return value of an API call in the debugger to force a failure path. Right‑click on the register
after the call and change RAX to 0 or -1. Then continue execution to see if the error handler
behaves correctly.

Tip

Use the err,look command in WinDbg to translate an error number into a symbolic name:
!error 5 displays “ERROR_ACCESS_DENIED”. This is helpful when reading logs.

Putting It All Together

Error handling in Windows assembly is straightforward but demands rigorous attention to return
values and immediate retrieval of the error code. By consistently checking return values, using
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GetLastError promptly, and selecting an appropriate recovery strategy, your programs can grace-
fully handle I/O failures, file not found conditions, out‑of‑memory errors, and many other real‑world
scenarios. Debuggers provide the tools to inspect and test these error paths, turning crashes and
hangs into diagnosed, recoverable situations.
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30
Strings in Assembly

In This Chapter

Strings are the primary medium for communication between a program and its user, and for many
data formats. In assembly language, a string is simply a contiguous sequence of bytes or words in
memory. The processor provides powerful string‑oriented instructions that can operate on entire
blocks of data with a single REP prefix. This chapter explains how strings are represented in mem-
ory, the ubiquitous null‑terminated ASCII convention, techniques for traversing and manipulating
strings, a set of fundamental string operations illustrated with both manual loops and dedicated
string instructions, and an introduction to Unicode (UTF‑16) strings as used by the Windows API.
Every concept is demonstrated with complete NASM programs that run on Windows 11.

30.1 String Representation
At the hardware level, there is no “string” type. A string is an array of bytes (or words) stored
consecutively in memory. An assembly programmer chooses a convention for where the string ends.
The two most common conventions are:

• Length‑prefixed: the first one or two bytes store the number of characters that follow.

• Null‑terminated: a special sentinel value (typically 0x00 for ASCII, 0x0000 for wide) marks
the end.

The Windows API uses null‑terminated strings for most parameters, so this chapter focuses on that
convention. However, length‑prefixed strings are used internally by the C runtime and by the BSTR
type in COM.

A string may be stored in a .data section (initialized), in a .bss buffer, or allocated on the heap. In
all cases the memory is a sequence of numbers; the interpretation as characters is defined by a code
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page. For the common ASCII subset (0x20–0x7E), every value maps directly to a readable glyph.
Control characters like carriage return (CR = 0x0D) and line feed (LF = 0x0A) are embedded
directly.

Code: A string in the .data section

section .data
hello db 'H','e','l','l','o', 0 ; explicit
hello2 db 'Hello', 0 ; NASM character string
greeting db 'Hello, Windows!', 13, 10, 0

30.2 Null‑Terminated Strings
The null‑terminated string convention (also known as C strings) uses a byte with value zero to mark
the end. Functions that operate on such strings rely on the presence of the terminator. Failure
to include it can cause buffer overruns, because the function will keep reading memory until it
encounters a zero byte.

When you define a string in NASM with db 'text',0, the assembler places the characters followed
by a zero byte. The length is not stored anywhere; it must be computed by scanning for zero, or
kept separately by the programmer.

In the Windows API, functions suffixed with A (ANSI) expect null‑terminated 8‑bit strings, while
functions suffixed with W (Wide) expect null‑terminated UTF‑16 strings. In NASM, ANSI strings
are declared with db or ascii macros, and wide strings with dw or the __utf16__ macro.

Code: Declaring ANSI and wide strings

section .data
ansi_string db 'ANSI text', 0
wide_string dw 'W', 0, 'i', 0, 'd', 0, 'e', 0, 0 ; manual wide
; NASM 2.16+ supports:
wide2: dw __utf16__('Wide string'), 0

The macro __utf16__ converts a quoted string to a sequence of 16‑bit words in little‑endian order,
appending a zero word if you manually add , 0.

30.3 String Traversal
Traversing a string means visiting each character in sequence until the terminator is found. The
classic approach uses an index register and a loop.

Code: String traversal: computing length

; RCX = pointer to null‑terminated string
; Returns length (excluding null) in RAX
strlen:

xor eax, eax
.loop:

cmp byte [rcx + rax], 0
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je .done
inc rax
jmp .loop

.done:
ret

The function increments RAX until the byte at [rcx+rax] is zero. It does not modify the original
pointer.

An alternative uses a pointer and advances it directly:

Code: Alternative strlen using pointer increment

strlen2:
mov rax, rcx

.loop:
cmp byte [rax], 0
je .done
inc rax
jmp .loop

.done:
sub rax, rcx ; length = current - start
ret

Both forms are equivalent. The x86 string instruction LODSB (Load String Byte) can also be used:

Code: String length with REPNE SCASB

strlen3:
mov rdi, rcx ; save original pointer
xor al, al ; value to search for (zero)
mov rcx, -1 ; maximum count
cld ; clear direction flag (forward)
repne scasb ; scan string for AL
neg rcx
sub rcx, 2 ; compensate for over‑scan
mov rax, rcx
ret

The REPNE SCASB instruction uses RDI as the destination pointer (it increments after each com-
parison) and decrements RCX until the byte in AL is found or RCX=0. The final calculation yields
the string length. This method is compact but often not faster than a simple loop, because REPNE
SCASB is microcoded. Use whichever is clearer.

30.4 String Operations

The most frequently needed string operations are copying, concatenating, comparing, and searching.
The x86‑64 architecture provides both explicit instruction sequences and the REP MOVS, REP STOS,
REP CMPS, and REP SCAS families.
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Direction Flag (DF)

All string instructions use the direction flag to determine whether the pointer registers (RSI, RDI)
are incremented (DF=0) or decremented (DF=1). Before using any string instruction, you must
ensure DF is cleared with CLD. The Windows x64 ABI requires DF=0 on entry to every function, so
after you have not modified it, it is safe.

Warning

If you set DF (with STD) for a backward copy, you must restore it to zero (CLD) before calling
any Windows API, because the ABI mandates DF=0 at call boundaries. A forgotten STD
can cause mysterious crashes.

Copying Strings (strcpy)

A simple string copy that terminates with the null:

Code: strcpy implementation

; RCX = destination buffer, RDX = source string
; Returns pointer to destination in RAX
strcpy:

mov rax, rcx
.loop:

mov al, [rdx]
mov [rcx], al
inc rcx
inc rdx
test al, al
jnz .loop
ret

The dedicated string instruction MOVSB does the same with REP:

Code: strcpy using REP MOVSB

; Using REP MOVSB: RDI = dest, RSI = src, RCX = byte count
; We need to compute the length first, then copy including null.
strcpy_rep:

; first compute length of src
push rcx ; save dest
mov rcx, rdx ; src
call strlen ; get length in RAX (assumes strlen above)
mov rcx, rax
inc rcx ; include null terminator
pop rdi ; dest
mov rsi, rdx ; src
cld
rep movsb
ret
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Comparing Strings (strcmp)

A comparison that returns difference between first mismatching characters:

Code: strcmp implementation

; RCX = string1, RDX = string2
; Returns EAX = 0 if equal, <0 if str1 < str2, >0 if str1 > str2
strcmp:
.loop:

movzx eax, byte [rcx]
movzx r8d, byte [rdx]
cmp eax, r8d
jne .diff
test eax, eax
jz .equal ; both zero
inc rcx
inc rdx
jmp .loop

.diff:
sub eax, r8d
ret

.equal:
xor eax, eax
ret

Using REPE CMPSB:

Code: String comparison using REPE CMPSB (conceptual)

; Assumes length is known or unlimited; but not null‑terminated friendly for difference.
; Usually manual loop is clearer.

Setting Memory (memset / strset)

To fill a region with a constant byte, use STOSB:

Code: memset using REP STOSB

; RCX = count, RDX = destination, R8b = value
memset:

mov rdi, rdx
mov al, r8b
cld
rep stosb
ret

Tokenizing and Parsing

Breaking a string into words is done by scanning for delimiters (space, comma, etc.) and replacing
them with nulls, storing pointers. A full tokenizer is beyond this chapter, but the techniques of
traversal and comparison directly apply.
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Complete Example: Using String Operations

The following program copies a string, converts it to uppercase, and prints both original and modified
using the console. All string manipulations are done with the routines described.

Code: listing30-1.asm — String copy and uppercase

; listing30-1.asm
; Assemble: nasm -f win64 -o listing30-1.obj listing30-1.asm
; Link: golink /entry main /console listing30-1.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
original db 'Hello, Assembly World!', 13, 10, 0
orig_len equ $ - original - 1 ; exclude null
newline db 13, 10

section .bss
stdout resq 1
written resd 1
copy resb 128

section .text
global main

; strlen function
strlen:

xor eax, eax
.loop:

cmp byte [rcx + rax], 0
je .done
inc rax
jmp .loop

.done:
ret

; strcpy function
strcpy:

mov rax, rcx
.loop:

mov r8b, [rdx]
mov [rcx], r8b
inc rcx
inc rdx
test r8b, r8b
jnz .loop
ret
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main:
sub rsp, 38h

; get stdout handle
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; print original
lea rcx, [rel original]
call strlen
lea r9, [rel written]
mov r8d, eax
lea rdx, [rel original]
mov rcx, [rel stdout]
call WriteFile

; copy original to buffer
lea rcx, [rel copy]
lea rdx, [rel original]
call strcpy

; convert copy to uppercase
lea rcx, [rel copy]

.convert:
mov al, [rcx]
test al, al
jz .print_upper
cmp al, 'a'
jb .skip
cmp al, 'z'
ja .skip
sub al, 32
mov [rcx], al

.skip:
inc rcx
jmp .convert

.print_upper:
lea rcx, [rel copy]
call strlen
lea r9, [rel written]
mov r8d, eax
lea rdx, [rel copy]
mov rcx, [rel stdout]
call WriteFile

; newline
lea r9, [rel written]
mov r8d, 2
lea rdx, [rel newline]
mov rcx, [rel stdout]
call WriteFile
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xor ecx, ecx
call ExitProcess

30.5 Unicode Basics
The Windows API internally uses UTF‑16 little‑endian encoding (often simply called “Unicode”).
Functions with the W suffix expect null‑terminated arrays of 16‑bit words. To call MessageBoxW,
you need a wide string. NASM 2.16 provides the __utf16__ macro to generate such strings.

Declaring Wide Strings

Code: Declaring wide strings with __utf16__

section .data
wide_caption dw __utf16__('NASM Unicode'), 0
wide_message dw __utf16__('This is a wide‑string message box.'), 0

Alternatively, you can manually write the UTF‑16 code units:

Code: Manual wide string declaration

manual_wide dw 'H', 0, 'i', 0, 0

Calling a Wide API

The function MessageBoxW takes the same parameters as MessageBoxA, but the string pointers must
point to UTF‑16 data. The following example demonstrates.

Code: listing30-2.asm — Unicode MessageBox

; listing30-2.asm
; Assemble: nasm -f win64 -o listing30-2.obj listing30-2.asm
; Link: golink /entry main /console listing30-2.obj kernel32.dll user32.dll

bits 64
default rel

extern MessageBoxW
extern ExitProcess

section .data
cap dw __utf16__('Unicode Window'), 0
msg dw __utf16__('Hello from a wide‑character API!'), 0

section .text
global main
main:

sub rsp, 28h
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xor r9d, r9d ; MB_OK
lea r8, [rel cap]
lea rdx, [rel msg]
xor ecx, ecx
call MessageBoxW

xor ecx, ecx
call ExitProcess

When run, this program displays a standard message box with the given text. The wide strings are
encoded as UTF‑16 in the executable.

Wide String Operations

Operations on wide strings are similar to byte strings, but the element size is 2 bytes. For a wide
wcslen, you could scan for a zero word:

Code: Wide string length (wcslen)

wcslen:
xor eax, eax

.loop:
cmp word [rcx + rax*2], 0
je .done
inc eax
jmp .loop

.done:
ret

The string instructions can also operate on words: LODSW, STOSW, SCASW, MOVSW, CMPSW. The REP
prefix works identically.

Converting Between ANSI and Wide

Windows provides MultiByteToWideChar and WideCharToMultiByte for conversion. In pure assem-
bly, you can call these functions. They allow handling of user‑supplied file names and international
text.

Code: Skeleton for MultiByteToWideChar

extern MultiByteToWideChar
; int MultiByteToWideChar(UINT CodePage, DWORD dwFlags, LPCCH lpMultiByteStr,
; int cbMultiByte, LPWSTR lpWideCharStr, int cchWideChar);
; Parameters: RCX = CodePage (CP_ACP = 0 or CP_UTF8 = 65001)
; RDX = dwFlags (usually 0)
; R8 = lpMultiByteStr
; R9 = cbMultiByte (-1 for null‑terminated)
; [RSP+32] = lpWideCharStr
; [RSP+40] = cchWideChar

Using these functions allows your ANSI‑based program to handle Unicode file names or output.
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Note

When working with the Windows console, even though you use WriteFile, the console
interprets the bytes according to its current code page. To reliably display Unicode, you
can switch the console to UTF‑8 mode (Windows 10 1903+), or use the W console functions
(WriteConsoleW). However, pure WriteFile with UTF‑8 content works if the console is set
appropriately.

Putting It All Together
Strings in assembly are simple sequences of bytes or words, but the conventions (null termination,
encoding) determine how they interact with the operating system. By mastering manual string
traversal and the use of the x86 string instructions, you can implement any string‑processing library.
The Unicode basics enable you to write globally compatible programs that display text in any
language. The next chapter will explore dynamic memory allocation, where strings are often stored
in heap‑allocated buffers.
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31
Manual Memory Management

In This Chapter

In assembly language, every byte of memory is your responsibility. There is no garbage collector, no
automatic bounds checking, and no runtime type system to catch mistakes. This chapter explains
the two fundamental memory regions available to a Windows 11 process — the stack and the heap
— and how to use them correctly. It covers the concepts of memory ownership, the safe handling of
pointers, the need for memory layout awareness when interacting with the operating system, and
the most frequent memory‑related errors that cause crashes, leaks, and security vulnerabilities. All
information is based on the Microsoft x64 ABI, the Windows SDK documentation, and practical
testing with NASM 2.16. Every code example is complete and can be assembled and run on Windows
11.

31.1 Stack vs Heap

Memory for a process in Windows 11 is divided into several regions. The two most important for
an assembly programmer are the stack and the heap. They differ in allocation mechanism, lifetime,
speed, and typical use.

31.1.1 The Stack

The stack is a region of memory managed directly by the processor through the RSP register. It is
a last‑in‑first‑out structure that grows downward (toward lower addresses). Space is allocated by
subtracting from RSP and freed by adding. The CALL and RET instructions use the stack to store
return addresses automatically.

Characteristics:
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• Allocation speed: Extremely fast — a single sub rsp, N instruction.

• Lifetime: Automatic. A variable on the stack exists only while the function that allocated
it is active. When the function returns, the stack pointer moves back, and the memory is
effectively reclaimed.

• Size limit: Fixed per thread, default 1 MiB for the main thread. Large stack allocations can
overflow (stack overflow).

• Alignment: The Windows x64 ABI requires the stack to be 16‑byte aligned at CALL bound-
aries. Stack local variables must respect natural alignment.

Code: Stack allocation of a 64‑byte local buffer

; Function prologue that allocates a 64‑byte local buffer
my_func:

push rbp
mov rbp, rsp
sub rsp, 0x20 ; shadow space (32 bytes)
; allocate 64 bytes for a local array above the shadow space
sub rsp, 64
; RSP now points to the start of the 64‑byte buffer
; use the buffer at [rsp] to [rsp+63]
; ...
; cleanup
mov rsp, rbp
pop rbp
ret

The stack is ideal for small, temporary data whose size is known at assemble time. However, you
must not return a pointer to a stack‑allocated variable from a function, because that memory will
be invalid once the function returns.

31.1.2 The Heap

The heap is a pool of memory managed by the operating system. You request a block of memory
using functions like HeapAlloc or VirtualAlloc, and you must explicitly free it with HeapFree or
VirtualFree. The default process heap is obtained with GetProcessHeap.

Characteristics:

• Allocation speed: Slower than stack — requires a call into the kernel or heap manager.

• Lifetime: Persistent. A heap block remains valid until you explicitly free it or the process
terminates.

• Size limit: Limited by available virtual address space (effectively 128 TB user‑mode on 64‑bit
Windows 11).

• Alignment: Heap allocations are at least 8‑byte aligned in 64‑bit code; HeapAlloc with the
default flags returns memory aligned to ARCH_ALIGNMENT (16 bytes on x64).
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Code: Allocating and freeing a heap block

; Allocate 1024 bytes from the default process heap
extern GetProcessHeap
extern HeapAlloc
extern HeapFree

section .bss
heap_handle resq 1
block_ptr resq 1

section .text
...

; get default process heap
call GetProcessHeap
mov [rel heap_handle], rax

; allocate 1024 bytes, zeroed
mov rcx, rax ; hHeap
mov edx, 8 ; HEAP_ZERO_MEMORY
mov r8d, 1024 ; dwBytes
call HeapAlloc
mov [rel block_ptr], rax ; save pointer

; ... use the memory ...

; free the block
mov rcx, [rel heap_handle]
mov edx, 0 ; dwFlags = 0
mov r8, [rel block_ptr]
call HeapFree

The heap is ideal for data that must outlive the current function, for large objects, or for sizes
determined at runtime.

31.2 Memory Ownership

In assembly, there is no concept of ownership enforced by the language. You as the programmer
must impose rules about which part of the code is responsible for freeing a block of memory. The
following patterns help avoid leaks and dangling pointers:

• The allocator frees. The same code that allocates a block should free it when done. This
is the simplest rule.

• Passing ownership. A function that returns a pointer to allocated memory is said to transfer
ownership to the caller. The caller must ensure that pointer is later freed.

• Borrowing. A pointer passed to a function without transferring ownership is a borrow. The
callee may use the memory but must not free it.

• Reference counting. For shared memory, manual reference counting can be implemented
with a counter in a header before the data, but this is advanced and error‑prone.
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Document ownership clearly in comments. Assembly provides no assistance; a single extra HeapFree
call can free a block that is still in use, causing a use‑after‑free vulnerability.

Warning

Never free a stack address. Passing a stack pointer to HeapFree will corrupt the heap
and likely crash the process. Similarly, do not free the same heap block twice.

31.3 Pointer Safety
A pointer is a 64‑bit integer that holds a virtual address. Dereferencing an invalid pointer causes
an access violation exception. The following guidelines reduce pointer errors:

31.3.1 Zero (NULL) Pointers

Always test for zero before dereferencing a pointer that might be NULL. Windows API functions
commonly return NULL on failure. The zero page is never mapped, so dereferencing NULL will
always fault, but a clean check allows graceful error handling.

Code: NULL pointer check

call SomeAllocFunction
test rax, rax
jz .allocation_failed
mov rcx, [rax] ; safe dereference

31.3.2 Stale Pointers (Use‑After‑Free)

After freeing a heap block, overwrite the pointer variable with NULL to prevent accidental reuse.
Accessing freed memory can cause silent data corruption if the memory has been reallocated to
another part of the program.

Code: Zeroing a pointer after free

call HeapFree
mov qword [rel block_ptr], 0 ; invalidate pointer

31.3.3 Buffer Overflows and Underflows

Assembly offers no bounds checking on memory accesses. When copying data into a buffer —
especially from user input or with REP MOVSB — you must calculate the exact number of bytes and
ensure the destination is large enough. Use a precomputed size or the size returned by an API.

Code: Safe copying with a length limit

; RCX = destination, RDX = source, R8 = maximum buffer size
; Copy at most R8-1 bytes and null‑terminate
safe_copy:

mov r9, rcx ; save dest
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mov r10, r8
dec r10 ; leave room for null

.loop:
test r10, r10
jz .truncate
mov al, [rdx]
test al, al
jz .done
mov [rcx], al
inc rcx
inc rdx
dec r10
jmp .loop

.truncate:
mov byte [rcx], 0
ret

.done:
mov byte [rcx], 0
ret

31.3.4 Alignment

Unaligned accesses are allowed on x86‑64 for general‑purpose integers but impose a performance
penalty. For SSE instructions like MOVAPS, the operand must be 16‑byte aligned. When allocating
memory for SIMD data, use alignment‑aware allocation (_aligned_malloc in C) or ensure the stack
frame provides aligned space by using align directives and appropriate subtractions.

31.4 Memory Layout Awareness

Understanding the virtual address space of a Windows 11 process helps you avoid collisions with
system regions and write robust programs.

31.4.1 Process Memory Map

A simplified 64‑bit user‑mode layout:

• 0x0000000000000000 – 0x00007FFFFFFFFFFF (lower 128 TB): user‑mode space.

• Executable images (EXE and DLLs) load near 0x140000000 (with ASLR, base varies).

• The stack starts at a high address (e.g., around 0x00007FFFFF....) and grows down.

• Heaps are allocated in the space between the executable and the stack.

• The PEB and TEB are at fixed addresses in the low 64‑bit address space.

When you allocate memory with VirtualAlloc, you can request a preferred address, but the OS
may choose a different one. Always use the returned pointer, never hardcode addresses.
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31.4.2 Stack Shadow Space and Alignment Revisited
The stack layout for a function call includes the shadow space (32 bytes) and alignment padding.
When placing local variables on the stack, you must compute offsets that do not accidentally over-
write the return address or shadow space.

A safe approach: use a frame pointer (RBP) and assign negative offsets for local variables. The first
local at [rbp-8], the next at [rbp-16], and so on. Keep in mind that the shadow space for the
callee will be allocated below the caller’s local area.

31.4.3 Address Range Checks
When debugging, you can use WinDbg’s !address command to see the entire memory map of the
process. This helps identify whether a pointer points to the stack, the heap, an image, or unmapped
memory. Programmatically, you can use VirtualQuery to retrieve protection and state information
for an address.

31.5 Common Memory Errors
The following mistakes are among the most frequent causes of crashes and bugs in NASM programs
on Windows.

1. Uninitialized Memory Reads

Reading from a buffer that has not been written, especially from the .bss section (which is zeroed) or
from newly allocated heap memory (which may not be zeroed unless you request HEAP_ZERO_MEMORY).
Using a stale value can cause unpredictable behaviour. Always initialize memory explicitly.

2. Off‑by‑One Writes

Writing one byte beyond the end of a buffer corrupts adjacent memory. This is especially destructive
if it overwrites a return address or a saved frame pointer on the stack.

3. Forgetting to Allocate Shadow Space

When calling an API function or any function that follows the ABI, the caller must allocate 32
bytes of shadow space. Omitting this causes the callee to scribble over the caller’s local variables
or the return address.

4. Stack Misalignment

Failing to maintain 16‑byte alignment at CALL boundaries can cause SSE instructions to fault deep
inside system libraries. Always verify that RSP is a multiple of 16 before a CALL.

5. Double‑Free or Invalid Free

Calling HeapFree with a pointer that was not allocated by HeapAlloc, or freeing the same block
twice, corrupts the heap’s internal structures. This often manifests as a crash during a subsequent
heap operation, far from the original fault.
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6. Leaking Memory

Allocating with HeapAlloc or VirtualAlloc and losing the pointer without freeing it. Over time,
the process’s memory usage grows and may exhaust the available address space.

7. Returning a Stack Address

A function that returns a pointer to a local variable returns an address that becomes invalid the
moment the function returns. The caller will read garbage or cause a crash.

8. Incorrect Size Calculations

Using REP MOVSB with an incorrect count in RCX can overwrite large amounts of memory. Always
compute the exact number of bytes to copy, especially when using string instructions.

31.5.1 Detection and Debugging
Tools like Application Verifier and PageHeap (built into Windows) can help detect heap corruption,
use‑after‑free, and buffer overflows at runtime. Run your executable under a debugger with these
tools enabled to force crashes at the exact moment of corruption.

Tip

Use gflags.exe (included with the Windows Debugging Tools) to enable page heap for
your test executable. This places each allocation on a separate virtual page, causing an
immediate access violation on any buffer overflow.

Putting It All Together
Manual memory management gives you ultimate control, but it demands absolute discipline. By
understanding the distinct roles of the stack and heap, enforcing clear ownership rules, validating
all pointers before use, being aware of the process memory layout, and vigilantly avoiding the
common errors listed here, you can write assembly programs that are both powerful and robust
under Windows 11.
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Heap Allocation in Windows

In This Chapter

Dynamic memory allocation allows a program to request blocks of memory at runtime, use them
for data that has a lifespan longer than a single function, and release them when they are no longer
needed. Windows provides a rich set of heap management APIs that give fine‑grained control over
allocation, alignment, and deallocation. This chapter explains the heap system concept, the core
functions HeapAlloc and HeapFree, the problem of fragmentation, strategies for reducing overhead,
and common patterns for managing heap memory in NASM programs. Every description is drawn
from the official Windows SDK documentation, the Microsoft x64 ABI, and practical testing on
Windows 11 24H2.

32.1 Heap System Concept

A heap is a pool of virtual memory managed by the operating system or a higher‑level heap manager.
In Windows, each process has at least one default heap, obtained via GetProcessHeap. Additional
independent heaps can be created with HeapCreate. The heap manager tracks which portions of
the pool are free or allocated, and it services allocation requests of arbitrary size.

Key properties of the Windows heap manager:

• Serialized access. The default process heap is thread‑safe; HeapAlloc and HeapFree acquire
a lock internally. You can create non‑serialized heaps for performance if you manage thread
safety yourself.

• Low fragmentation. The default heap uses a low‑fragmentation heap (LFH) policy for
allocations between approximately 8 and 16 384 bytes, reducing fragmentation for frequent
small allocations and deallocations.
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• Alignment. Memory returned by HeapAlloc with default flags is aligned to ARCH_ALIGNMENT
(16 bytes on x64). You can request 8‑byte or 16‑byte alignment explicitly.

• Error handling. Allocation failure returns NULL. You must always check for failure.

The heap manager calls the underlying Virtual Memory Manager (VirtualAlloc) to expand the
committed memory pool as needed. Thus, heap allocations are not mapped directly to physical
pages; they are subsets of larger committed regions.

32.2 HeapAlloc and HeapFree

The two fundamental functions for dynamic memory in user‑mode Windows programs are HeapAlloc
and HeapFree. Their prototypes are:

Code: HeapAlloc and HeapFree prototypes

extern GetProcessHeap
extern HeapAlloc
extern HeapFree

; HANDLE GetProcessHeap(void);

; LPVOID HeapAlloc(
; HANDLE hHeap,
; DWORD dwFlags,
; SIZE_T dwBytes
; );
; RCX = hHeap
; RDX = dwFlags
; R8 = dwBytes

; BOOL HeapFree(
; HANDLE hHeap,
; DWORD dwFlags,
; LPVOID lpMem
; );
; RCX = hHeap
; RDX = dwFlags
; R8 = lpMem

32.2.1 Allocating Memory

HeapAlloc returns a pointer to the allocated block of at least dwBytes bytes. The dwFlags param-
eter controls behaviour:

• 0 — default; may return a pointer that is not zeroed.

• HEAP_ZERO_MEMORY (8) — the allocated block is zero‑filled.

• HEAP_GENERATE_EXCEPTIONS (4) — raises an exception on failure, rather than returning NULL.
Not recommended for hand‑written assembly; checking NULL is simpler.
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Code: Allocating 256 bytes from the default heap

section .bss
heap_h resq 1
block_ptr resq 1

section .text
call GetProcessHeap
mov [rel heap_h], rax

mov rcx, rax ; hHeap
mov edx, 8 ; HEAP_ZERO_MEMORY
mov r8d, 256 ; size
call HeapAlloc
test rax, rax
jz .alloc_failed
mov [rel block_ptr], rax

32.2.2 Freeing Memory
HeapFree releases a block previously allocated from the same heap. The dwFlags should normally
be 0. The function returns non‑zero on success; zero on failure (e.g., if the pointer is invalid or the
block is already freed).

Code: Freeing the allocated block

mov rcx, [rel heap_h]
xor edx, edx ; dwFlags = 0
mov r8, [rel block_ptr]
call HeapFree
; if eax is non‑zero, success
; immediately zero the pointer to avoid reuse
mov qword [rel block_ptr], 0

32.2.3 Complete Example: A Tiny String Buffer
The following program allocates a buffer, copies a message into it, prints it to the console, and frees
the buffer.

Code: listing32-1.asm — Heap allocation and usage

; listing32-1.asm
; Assemble: nasm -f win64 -o listing32-1.obj listing32-1.asm
; Link: golink /entry main /console listing32-1.obj kernel32.dll

bits 64
default rel

extern GetProcessHeap
extern HeapAlloc
extern HeapFree
extern GetStdHandle
extern WriteFile
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extern ExitProcess
extern lstrcpyA
extern lstrlenA

STD_OUTPUT_HANDLE equ -11
HEAP_ZERO_MEMORY equ 8

section .data
msg db 'Hello from the heap!', 13, 10, 0

section .bss
heap_h resq 1
stdout resq 1
buf_ptr resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h

; get the process heap
call GetProcessHeap
mov [rel heap_h], rax

; get stdout handle
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; allocate a buffer large enough for the string
lea rcx, [rel msg]
call lstrlenA
inc eax ; +1 for null terminator
mov r8d, eax ; size
mov rcx, [rel heap_h] ; heap
mov edx, HEAP_ZERO_MEMORY
call HeapAlloc
test rax, rax
jz .exit
mov [rel buf_ptr], rax

; copy string to the heap buffer
mov rcx, rax ; destination
lea rdx, [rel msg] ; source
call lstrcpyA

; get length again (of buffer) and print
mov rcx, [rel buf_ptr]
call lstrlenA
lea r9, [rel written]
mov r8d, eax
mov rdx, [rel buf_ptr]
mov rcx, [rel stdout]
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call WriteFile

; free the buffer
mov rcx, [rel heap_h]
xor edx, edx
mov r8, [rel buf_ptr]
call HeapFree
mov qword [rel buf_ptr], 0

.exit:
xor ecx, ecx
call ExitProcess

32.3 Fragmentation

Fragmentation occurs when free memory is split into small, non‑contiguous chunks, making it
impossible to satisfy a large allocation request even though the total free space is sufficient. There
are two types:

• External fragmentation: Unused memory is scattered between allocated blocks. A subse-
quent allocation of a size larger than any free gap will fail, forcing expansion of the heap.

• Internal fragmentation: An allocated block may be larger than the requested size because
of alignment or a minimum allocation granularity. The wasted bytes inside the block are
internal fragmentation.

In long-running processes, external fragmentation can degrade performance and increase memory
usage. Windows mitigates this through the Low Fragmentation Heap (LFH), which groups alloca-
tions of similar sizes into dedicated segments, reducing the mixing of small and large allocations
that causes fragmentation.

32.3.1 Avoiding Fragmentation

From an assembly programming perspective, you can reduce fragmentation by:

1. Allocating similar sizes together. If you need many objects of the same size, consider
creating a separate heap with HeapCreate just for them.

2. Freeing in the reverse order of allocation. While not always possible, it can help coalesce
adjacent free blocks.

3. Avoiding many tiny, short‑lived allocations. Group small data into a larger structure
or allocate a pool and sub‑allocate manually.

4. Using VirtualAlloc for large buffers. Direct virtual allocation bypasses the heap manager
and avoids fragmentation issues entirely, but at the cost of using page‑granularity (4 KB)
allocations.
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32.4 Allocation Strategies

The choice of allocation function depends on the size, lifetime, and alignment requirements of the
memory block.

32.4.1 Small, Frequent Allocations

Use the default process heap with HeapAlloc. The LFH will automatically activate if the heap sees
a pattern of many allocations of the same size. You can also create a private serialized heap with
HeapCreate and enable LFH explicitly using the undocumented HeapSetInformation (or simply
rely on the default behaviour).

32.4.2 Large Blocks (Over a Few MB)

For allocations larger than a few megabytes, consider using VirtualAlloc directly. This reserves
and commits entire pages, which is more efficient for the system than fragmenting the general heap.
Example:

Code: Allocating 2 MB with VirtualAlloc

extern VirtualAlloc
extern VirtualFree

; LPVOID VirtualAlloc(
; LPVOID lpAddress,
; SIZE_T dwSize,
; DWORD flAllocationType,
; DWORD flProtect
; );

MEM_COMMIT equ 0x00001000
MEM_RESERVE equ 0x00002000
PAGE_READWRITE equ 4

section .bss
large_buf resq 1

section .text
xor ecx, ecx ; lpAddress = NULL (system chooses)
mov rdx, 2 * 1024 * 1024 ; 2 MB
mov r8d, MEM_COMMIT | MEM_RESERVE
mov r9d, PAGE_READWRITE
call VirtualAlloc
test rax, rax
jz .failed
mov [rel large_buf], rax
; ... use ...
; Free
mov rcx, rax
xor edx, edx ; dwSize = 0
mov r8d, MEM_RELEASE
call VirtualFree
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32.4.3 Alignment‑Sensitive Data

If you need 16‑byte or 32‑byte alignment for SSE/AVX operations, you can request alignment with
the HeapAlloc flag HEAP_ALIGN_16 (0x10000) or HEAP_ALIGN_32 (0x100000) if available (Windows
8+). Alternatively, allocate extra bytes and manually align the pointer. For example, to obtain a
32‑byte aligned block using the standard heap:
; request raw_bytes + 31 extra bytes
mov r8d, desired_size + 31
call HeapAlloc
add rax, 31
and rax, ~31 ; align forward
mov [rel aligned_ptr], rax
; you must save the original pointer for HeapFree
sub rax, 31 ; but careful: original may be lost; better to store original and aligned

separately↪→

This technique is error‑prone; using VirtualAlloc with page alignment may be simpler for large
buffers.

32.4.4 Lifetime and Ownership

Adopt a consistent pattern: a function that allocates memory should document that the caller is
responsible for freeing it. A function that returns a pointer to a dynamically allocated structure
should write the pointer to a global or output parameter, and the caller frees it. Use clear comments
and, if possible, define a wrapper macro for allocation that includes error checking.

32.5 Memory Management Patterns
Several proven patterns help keep heap usage safe and understandable.

32.5.1 Initialize‑Allocate‑Free

The most common pattern: the program initializes the heap handle, allocates blocks as needed, and
frees them before exit. For short‑lived programs, the OS reclaims all heap memory automatically
on process termination, so strictly freeing every allocated block is optional, but it is good practice.

32.5.2 Local Arena

For a large number of allocations with the same lifetime (e.g., during parsing a file), create a
separate heap with HeapCreate, allocate everything from that heap, and then destroy the heap
with HeapDestroy. This frees all memory in one operation without tracking individual pointers.

Code: Creating and destroying a private heap

extern HeapCreate
extern HeapDestroy

HEAP_GENERATE_EXCEPTIONS equ 0x00000004
HEAP_NO_SERIALIZE equ 0x00000001
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section .bss
private_heap resq 1

section .text
xor ecx, ecx ; options = 0 (serialized)
xor edx, edx ; initial size = 0 (default)
xor r8d, r8d ; maximum size = 0 (growable)
call HeapCreate
test rax, rax
jz .error
mov [rel private_heap], rax

; allocate many blocks from this heap
; ...
; later, destroy the entire heap
mov rcx, [rel private_heap]
call HeapDestroy

32.5.3 Static Pre‑allocation

When the maximum number of items is known in advance, allocate a single large buffer and divide
it into fixed‑size slots. This is essentially a pool allocator. For example, an array of 100 structures
of 64 bytes each:

Code: Fixed‑size pool allocation

section .data
max_items equ 100
item_size equ 64

section .bss
pool_ptr resq 1
free_list resq 1 ; head of free list

section .text
; allocate the pool once
mov rcx, [rel heap_h]
mov edx, HEAP_ZERO_MEMORY
mov r8d, max_items * item_size
call HeapAlloc
mov [rel pool_ptr], rax

; initialize free list: link each slot to the next
mov rcx, max_items - 1
mov r8, rax

.init_loop:
lea rdx, [r8 + item_size]
mov qword [r8], rdx ; next pointer at start of slot
mov r8, rdx
loop .init_loop
mov qword [r8], 0 ; last slot points to NULL
mov rax, [rel pool_ptr]
mov [rel free_list], rax ; first free slot
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A subsequent allocation removes the head of the free list; a deallocation pushes the block back
onto the list. This approach is extremely fast and avoids fragmentation, but requires manual
implementation.

32.5.4 Double‑Buffering
When reading from or writing to a device, you may allocate two heap buffers: one being filled by
the input operation and one being processed. This pattern avoids stalls and is common in file I/O
and network code.

32.5.5 Leak Detection
For longer‑running programs, you can implement a simple leak detector by recording each allocation
in a table. Before exiting, iterate the table and ensure every block is freed. A minimal approach is
to log each allocation’s address and size to a file or the debug output using OutputDebugStringA
and use a debugger to inspect.

Tip

Using OutputDebugStringA with a formatted string containing the address and size of each
allocation allows you to track all heap activity in a tool like DebugView. This is invaluable
for detecting leaks.

Putting It All Together
Heap allocation in Windows provides a robust, flexible foundation for dynamic memory manage-
ment. By using HeapAlloc and HeapFree with proper error checking, understanding fragmentation,
choosing the right allocation strategy for each task, and applying established patterns, you can build
efficient, leak‑free assembly programs on Windows 11. The next chapter will explore direct virtual
memory management with VirtualAlloc for scenarios that require page‑level control.
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33
Virtual Memory Concepts

In This Chapter

Modern operating systems create an abstraction called virtual memory that gives each process the
illusion of owning a vast, contiguous address space. The hardware and the Windows memory man-
ager work together to map virtual addresses to physical pages, enforce protection, and handle page
faults transparently. For the assembly programmer, understanding virtual memory is essential for
allocating large blocks, protecting code and data, and optimizing performance. This chapter ex-
plains the virtual address space layout, the paging mechanism, memory protection flags, the page
fault lifecycle, and the detailed usage of the VirtualAlloc API family on Windows 11. Every ex-
planation is verified against the Intel® 64 and IA‑32 Architectures Software Developer’s Manual, the
AMD64 Architecture Programmer’s Manual, and the Windows SDK documentation. All examples
assemble with NASM 2.16.

33.1 Virtual Address Space

On x86‑64, user‑mode processes on Windows 11 enjoy a flat 128 TB virtual address space (the lower
half), ranging from 0x0000000000000000 to 0x00007FFFFFFFFFFF. The upper half is reserved for
the kernel. Although addresses are 64 bits wide, current implementations use only 48 bits for
address translation; the remaining bits must be sign‑extended from bit 47 (canonical form). An
address that does not follow the canonical rule causes a general‑protection fault.

The operating system further divides the user address space into regions of memory, each with
specific state and protection. The typical layout includes:

• Executable image (EXE). The PE file is loaded at a base address, usually 0x140000000
with ASLR.
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• DLL images. System and application DLLs occupy ranges in the high 32‑bit or 64‑bit area,
e.g., near 0x7FFE...

• Stack. The default stack starts near the top of the user address range and grows downward.
Size defaults to 1 MiB.

• Heaps. The default process heap and any additional heaps consume blocks between the
image and the stack.

• TEB and PEB. Thread Environment Block and Process Environment Block reside in low
addresses.

The memory manager tracks each range using virtual address descriptors (VADs). Unmapped
regions marked as MEM_FREE are available for future allocations.

Querying the System Information
The function GetSystemInfo fills a SYSTEM_INFO structure with information such as the page size
and allocation granularity. The page size on x64 is always 4 KiB, and the allocation granular-
ity is 64 KiB. The following program reads these values and displays them using wsprintfA and
WriteFile, demonstrating the virtual address space limits indirectly.

Code: listing33-1.asm — Displaying page size and allocation granularity

; listing33-1.asm
; Assemble: nasm -f win64 -o listing33-1.obj listing33-1.asm
; Link: golink /entry main /console listing33-1.obj kernel32.dll user32.dll

bits 64
default rel

extern GetSystemInfo
extern GetStdHandle
extern WriteFile
extern wsprintfA
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
fmt db 'Page size: %lu, Allocation granularity: %lu', 13, 10, 0
prefix db 'Virtual Memory Info:', 13, 10, 0
prefix_len equ $ - prefix

section .bss
sysinfo resb 48 ; sizeof(SYSTEM_INFO) � 48 bytes
stdout resq 1
buf resb 256
written resd 1

section .text
global main
main:

sub rsp, 38h
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; get stdout
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; print prefix
lea r9, [rel written]
mov r8d, prefix_len
lea rdx, [rel prefix]
mov rcx, rax
call WriteFile

; retrieve system info
lea rcx, [rel sysinfo]
call GetSystemInfo

; format message with dwPageSize and dwAllocationGranularity
; structure layout:
; +0: wProcessorArchitecture (2 bytes)
; +2: wReserved
; +4: dwPageSize
; +8: lpMinimumApplicationAddress
; +16: lpMaximumApplicationAddress
; +24: dwActiveProcessorMask (8 bytes)
; +32: dwNumberOfProcessors
; +36: dwProcessorType
; +40: dwAllocationGranularity
; +44: wProcessorLevel
; +46: wProcessorRevision
mov r8d, dword [rel sysinfo+4] ; dwPageSize
mov r9d, dword [rel sysinfo+40] ; dwAllocationGranularity
lea rcx, [rel buf]
lea rdx, [rel fmt]
push 0 ; need no extra args; only two %lu arguments in R8,R9
; wsprintfA expects the variadic arguments on the stack after the first four.
; Actually the two %lu arguments already in R8 and R9, so no stack arguments needed.
call wsprintfA
; clean up stack (we pushed 0 unnecessarily, but it's ignored; better not push anything)
add rsp, 8 ; fix erroneous push

; write formatted string
lea r9, [rel written]
mov r8d, eax ; wsprintfA returns character count
lea rdx, [rel buf]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

The code above demonstrates one way to query system parameters that govern virtual memory.
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33.2 Paging System
The processor and the operating system cooperate to implement virtual memory through paging. In
x86‑64, a multi‑level page table structure translates 48‑bit virtual addresses into physical addresses.
Each process has its own set of page tables, so the same virtual address in two processes maps to
different physical pages, providing process isolation.

The 48‑bit virtual address is divided into four parts (assuming 4‑level paging): PML4 entry, PDPT
entry, PD entry, PT entry, and offset. The CR3 register points to the PML4 base address. The
translation walk is performed by the memory management unit (MMU) on each memory access. To
reduce overhead, successful translations are cached in the translation lookaside buffer (TLB).

Windows uses demand paging: pages are not loaded from disk until accessed. A reserved region may
not yet have physical storage; when touched, a page fault occurs and the OS allocates a physical
page (commit). This allows efficient use of physical RAM.

Reserve vs. Commit

When using VirtualAlloc, you can reserve a range of addresses without backing them with physical
storage. A reserved address range cannot be used by other allocations. Later, you commit portions
of that range, which associates physical storage with the virtual pages. This two‑step approach is
ideal for data structures that need a contiguous address range but grow incrementally.

Large Pages

Windows supports large pages (2 MiB or 1 GiB) to improve TLB efficiency. Large pages are used
mainly by server applications and require special permissions. From an assembly viewpoint, han-
dling large pages requires VirtualAlloc with the MEM_LARGE_PAGES flag and the SeLockMemoryPrivilege
privilege. The examples in this book stick to the standard 4 KiB page size.

33.3 Memory Protection
Each committed page has a protection attribute that controls read, write, and execute access. The
protection is enforced by the CPU’s paging mechanism and the OS. The most common protect flags
for user‑mode pages are:

• PAGE_NOACCESS (0x01) — all access causes an access violation.

• PAGE_READONLY (0x02) — read only.

• PAGE_READWRITE (0x04) — read and write.

• PAGE_EXECUTE (0x10) — execute only.

• PAGE_EXECUTE_READ (0x20) — execute and read.

• PAGE_EXECUTE_READWRITE (0x40) — full access.

• PAGE_GUARD (0x100) — a guard page; accessing it raises a STATUS_GUARD_PAGE_VIOLATION
exception, and the guard flag is consumed.
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• PAGE_NOCACHE (0x200) — disable caching for the page.

The protection can be set initially with VirtualAlloc and changed later with VirtualProtect.
A subtle point: on modern CPUs, writable pages are not executable (Data Execution Prevention,
DEP) unless explicitly marked as EXECUTE_READWRITE. Windows enforces DEP on all pro-
cesses by default, preventing execution of data pages, which thwarts many buffer overflow attacks.

Warning

Writing code that self‑modifies (writes to a page and then executes it) requires careful use
of VirtualProtect to change the page to executable. Failing to do so will cause an access
violation with STATUS_ACCESS_VIOLATION.

Example: Changing Protection at Runtime

The next program allocates a read‑write page, writes data, then changes it to read‑only and demon-
strates that reads still succeed but a write would crash. We use VirtualProtect and a controlled
read/write.

Code: listing33-2.asm — Changing page protection

; listing33-2.asm
; Assemble: nasm -f win64 -o listing33-2.obj listing33-2.asm
; Link: golink /entry main /console listing33-2.obj kernel32.dll

bits 64
default rel

extern VirtualAlloc
extern VirtualProtect
extern VirtualFree
extern ExitProcess

MEM_COMMIT equ 0x00001000
MEM_RESERVE equ 0x00002000
MEM_RELEASE equ 0x00008000
PAGE_READWRITE equ 4
PAGE_READONLY equ 2

section .bss
page_ptr resq 1
old_prot resd 1

section .text
global main
main:

sub rsp, 28h

; allocate a single page (4 KiB) with read‑write access
xor ecx, ecx
mov edx, 4096
mov r8d, MEM_COMMIT | MEM_RESERVE
mov r9d, PAGE_READWRITE
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call VirtualAlloc
test rax, rax
jz .failed
mov [rel page_ptr], rax

; write a value to the page
mov dword [rax], 0x12345678

; change protection to read‑only
mov rcx, rax
mov edx, 4096
mov r8d, PAGE_READONLY
lea r9, [rel old_prot]
call VirtualProtect
test eax, eax
jz .failed

; read from the page (still works)
mov eax, [rel page_ptr]
mov eax, [rax]
; store for inspection in debugger
mov [rel page_ptr], rax

; attempting to write would cause an access violation; the following line is commented
out:↪→

; mov dword [rel page_ptr], 0xDEAD ; uncomment to crash

; free the page
mov rcx, [rel page_ptr]
mov edx, 0 ; size = 0 for MEM_RELEASE
mov r8d, MEM_RELEASE
call VirtualFree

.failed:
xor ecx, ecx
call ExitProcess

The program exits cleanly. If the commented write line were activated, the program would trigger
an access violation.

33.4 Page Faults
A page fault is an exception raised by the processor when a virtual address cannot be translated or
when a protection check fails. Page faults are classified as:

• Soft page fault: The page is already in memory (in the standby or modified list) but the
page table entry was not marked as valid. The OS simply updates the PTE and resumes
execution. This is cheap.

• Hard page fault: The page must be read from disk (e.g., from the pagefile or mem-
ory‑mapped file). This involves I/O and is expensive.

• Invalid page fault: Accessing a reserved but not committed page, or accessing a page with
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PAGE_NOACCESS, or accessing a guard page. This results in an exception that the program
can handle via structured exception handling (SEH) or vectored exception handling (VEH).

In assembly, you rarely catch page faults directly; usually you let the operating system convert them
to exceptions and let the program terminate. However, guard pages are a deliberate use of page
faults to expand a stack‑like structure dynamically. Windows uses guard pages at the end of the
stack to automatically commit additional stack pages as needed.

Guard Page Demonstration

The following program intentionally accesses a guard page to see the exception. We do not install
an exception handler in this simple example; instead we note that the process would crash if the
exception is unhandled. In a real scenario, you would set up a structured exception handler that
commits more pages and returns, similar to how the stack expansion works.

Code: listing33-3.asm — Creating a guard page

; listing33-3.asm -- creates a guard page, then accesses it (will crash without SEH)
bits 64
default rel

extern VirtualAlloc
extern VirtualFree
extern ExitProcess

MEM_COMMIT equ 0x00001000
MEM_RESERVE equ 0x00002000
MEM_RELEASE equ 0x00008000
PAGE_READWRITE equ 4
PAGE_GUARD equ 0x100

section .bss
guard_ptr resq 1

section .text
global main
main:

sub rsp, 28h

; reserve and commit two pages: first as guard, second as read‑write
xor ecx, ecx
mov edx, 8192 ; 2 pages
mov r8d, MEM_COMMIT | MEM_RESERVE
mov r9d, PAGE_READWRITE
call VirtualAlloc
test rax, rax
jz .exit
mov [rel guard_ptr], rax

; mark the first page as guard
mov rcx, rax
mov edx, 4096
mov r8d, PAGE_READWRITE | PAGE_GUARD
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lea r9, [rel dummy_old]
call VirtualProtect

; access the first page — this raises STATUS_GUARD_PAGE_VIOLATION,
; and the guard flag is consumed, making the page normal.
; The program will crash here unless we have an exception handler.
mov byte [rax], 1 ; write to guard page (causes access violation)

; cleanup (will not be reached)
mov rcx, [rel guard_ptr]
mov edx, 0
mov r8d, MEM_RELEASE
call VirtualFree

.exit:
xor ecx, ecx
call ExitProcess

section .bss
dummy_old resd 1

Running this program without a structured exception handler will terminate with an unhandled
exception. This illustrates the raw page fault behavior. In practice, Windows handles stack guard
pages automatically; user‑mode guard pages require SEH.

33.5 VirtualAlloc Usage

The VirtualAlloc family is the foundation of large memory allocations and page‑level management.
Its prototypes are:

Code: VirtualAlloc, VirtualFree, and VirtualProtect prototypes

extern VirtualAlloc
; LPVOID VirtualAlloc(LPVOID lpAddress, SIZE_T dwSize,
; DWORD flAllocationType, DWORD flProtect);
; RCX = lpAddress, RDX = dwSize, R8 = flAllocationType, R9 = flProtect

extern VirtualFree
; BOOL VirtualFree(LPVOID lpAddress, SIZE_T dwSize, DWORD dwFreeType);
; RCX = lpAddress, RDX = dwSize, R8 = dwFreeType

extern VirtualProtect
; BOOL VirtualProtect(LPVOID lpAddress, SIZE_T dwSize,
; DWORD flNewProtect, PDWORD lpflOldProtect);
; RCX = lpAddress, RDX = dwSize, R8 = flNewProtect, R9 = lpflOldProtect

Allocation Patterns

• Simple block allocation: Call VirtualAlloc with MEM_COMMIT | MEM_RESERVE and the de-
sired protection. This is equivalent to VirtualAlloc(NULL, size, MEM_COMMIT | MEM_RESERVE,
PAGE_READWRITE).
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• Two‑phase reservation: Reserve a large range with MEM_RESERVE only. Later, commit
sub‑ranges as needed using MEM_COMMIT. This minimizes committed page file usage while
guaranteeing contiguous virtual addresses.

• Freeing: Use MEM_RELEASE to release an entire region that was originally reserved. You can
also decommit a portion using MEM_DECOMMIT without freeing the virtual address range.

Memory Query
VirtualQuery returns information about the memory region containing a given address, filling
a MEMORY_BASIC_INFORMATION structure. This is useful for walking the virtual address space or
testing access rights.

Code: VirtualQuery usage

extern VirtualQuery

section .bss
mbi resb 48 ; sizeof(MEMORY_BASIC_INFORMATION) = 48 bytes

section .text
mov rcx, some_address
lea rdx, [rel mbi]
mov r8d, 48
call VirtualQuery
; after return, mbi.BaseAddress, mbi.RegionSize, mbi.Protect,
; mbi.State, mbi.Type are filled.

Complete Example: Allocating and Protecting Pages
The following program reserves 1 MiB of virtual address space, commits the first 4 KiB, writes data,
then changes protection to read‑only and reads it, demonstrating the full cycle.

Code: listing33-4.asm — VirtualAlloc full cycle

; listing33-4.asm
; Assemble: nasm -f win64 -o listing33-4.obj listing33-4.asm
; Link: golink /entry main /console listing33-4.obj kernel32.dll

bits 64
default rel

extern VirtualAlloc
extern VirtualProtect
extern VirtualFree
extern ExitProcess

MEM_RESERVE equ 0x00002000
MEM_COMMIT equ 0x00001000
MEM_RELEASE equ 0x00008000
PAGE_READWRITE equ 4
PAGE_READONLY equ 2
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section .bss
base_ptr resq 1
old_prot resd 1

section .text
global main
main:

sub rsp, 38h

; Reserve a 1 MiB region
xor ecx, ecx ; address = NULL
mov edx, 1 * 1024 * 1024
mov r8d, MEM_RESERVE
mov r9d, PAGE_READWRITE
call VirtualAlloc
test rax, rax
jz .failed
mov [rel base_ptr], rax

; commit the first page
mov rcx, rax
mov edx, 4096
mov r8d, MEM_COMMIT
mov r9d, PAGE_READWRITE
call VirtualAlloc
test rax, rax
jz .cleanup

; write a pattern
mov rdi, rax
mov eax, 0xCCCCCCCC
stosd

; protect the page as read‑only
mov rcx, rax
mov edx, 4096
mov r8d, PAGE_READONLY
lea r9, [rel old_prot]
call VirtualProtect
test eax, eax
jz .cleanup

; read the pattern (works)
mov rdi, [rel base_ptr]
mov eax, [rdi]

.cleanup:
; release the entire region
mov rcx, [rel base_ptr]
mov edx, 0
mov r8d, MEM_RELEASE
call VirtualFree

.failed:
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xor ecx, ecx
call ExitProcess

The program demonstrates page‑granularity operations that are typical when working with virtual
memory directly.

Tip

For most dynamic allocations, the heap manager (HeapAlloc) is more convenient and per-
forms internal sub‑allocation within larger virtual regions. Use VirtualAlloc when you
need page‑aligned memory, specific access protections, or large contiguous virtual address
ranges.

Putting It All Together
Virtual memory is the fundamental abstraction that allows every assembly program to run in a flat,
protected address space. By understanding the virtual address layout, the paging system, memory
protection flags, the nature of page faults, and the precise usage of VirtualAlloc and related
functions, you gain the ability to allocate, protect, and manage memory at the finest granularity.
This knowledge is essential for system‑level programming, performance optimizations, and robust
memory management in NASM applications on Windows 11.
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34
Buffer Operations and Safety

In This Chapter

Buffers—contiguous blocks of memory used to store strings, arrays, or raw data—are everywhere in
systems programming. In assembly language, the programmer has absolute control over how buffers
are accessed and manipulated, which brings great power and the corresponding responsibility to
prevent buffer overflows, memory corruption, and security vulnerabilities. This chapter explains
the risks inherent in buffer operations, presents safe copy techniques using both custom routines
and Windows API functions, demonstrates bounds checking at the machine level, covers memory
sanitization to avoid information leaks, and advocates a defensive programming mindset that catches
errors as early as possible. Every example is based on the Microsoft x64 ABI, the Windows SDK
documentation, and verified with NASM 2.16 on Windows 11.

34.1 Buffer Overflow Risks
A buffer overflow occurs when a write operation exceeds the allocated size of a buffer, overwriting
adjacent memory. In a high‑level language, bounds checking is often automatic (or at least enforced
by the runtime). In assembly, there is nothing to stop an errant mov or REP STOSB from smashing
the stack, the return address, or critical data structures.

How Overflows Happen

The most common causes are:

• Using a string instruction (REP MOVSB, REP STOSB) with an incorrect count in RCX.

• Calling a C library function such as strcpy without verifying that the destination buffer can
accommodate the source.
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• Manually writing past the end of a local array on the stack.

• Processing user input without limiting the number of bytes read.

Consequences
The effects range from silent data corruption to instant crashes. An overflow that overwrites the
return address on the stack can redirect execution to arbitrary code (the classic stack‑smashing
attack). Even a single‑byte overflow can corrupt a saved frame pointer, causing a crash long after
the offending function has returned, making debugging difficult.

Code: Vulnerable copy loop (no bounds)

; RCX = destination buffer (only 16 bytes allocated)
; RDX = source string (maybe much longer)
vulnerable_copy:

mov rdi, rcx
mov rsi, rdx

.loop:
lodsb ; load byte from [rsi] into AL, increment RSI
stosb ; store AL into [rdi], increment RDI
test al, al
jnz .loop
ret

If the caller provides a destination of only 16 bytes and the source is 200 bytes, this loop will
overwrite 184 bytes beyond the buffer, corrupting the stack or heap.

Warning

Never trust a pointer alone. In assembly, pointers carry no size metadata. You must
pair every pointer with an explicit length or limit.

34.2 Safe Copy Techniques
To prevent overflows, copy operations must be constrained to the destination buffer size. Several
approaches are available.

Manual Copy with Counter
The simplest safe technique is to pass both the destination buffer size and the source length, and
copy at most the minimum of the two.

Code: Safe copy with explicit maximum length

; RCX = dest, RDX = src, R8 = dest_size
; Copies at most R8-1 bytes and null‑terminates.
safe_copy:

mov r9, rcx ; save dest base
dec r8 ; leave room for null terminator
test r8, r8
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jz .truncate ; if size was 0, just null‑terminate
.loop:

mov al, [rdx]
test al, al
jz .done
mov [rcx], al
inc rcx
inc rdx
dec r8
jnz .loop

.truncate:
mov byte [rcx], 0 ; truncate if ran out of space
ret

.done:
mov byte [rcx], 0
ret

This routine ensures that no more than dest_size - 1 characters are written, and the buffer is
always null‑terminated.

Using String Instructions with Bounds

The REP MOVSB instruction can be used safely if the count is computed correctly. For example, using
the length of the source string, but clipped to the destination buffer size.

Code: REP MOVSB with bounded count

; RCX = dest, RDX = src, R8 = dest_size
safe_strcpy_rep:

push rcx ; save dest
push rdx ; save src
; compute source length
mov rcx, rdx
call strlen ; returns length in RAX
pop rdx
pop rcx
mov r9, rax ; source length
cmp r9, r8
jbe .copy_all ; if source fits
mov r9, r8
dec r9 ; leave one byte for null

.copy_all:
mov rdi, rcx
mov rsi, rdx
mov rcx, r9
cld
rep movsb
mov byte [rdi], 0 ; null‑terminate
ret

Here strlen is a previously defined function that scans for zero. The routine copies at most
dest_size - 1 bytes.
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Using Windows Safe String Functions

The Windows API provides lstrcpynA (in kernel32.dll) which copies a string with a maximum
character count. Its prototype is:

Code: lstrcpynA usage

extern lstrcpynA
; LPTSTR lstrcpynA(LPSTR lpString1, LPCSTR lpString2, int iMaxLength);
; RCX = destination buffer
; RDX = source string
; R8D = maximum number of characters to copy (including null terminator)

Example:

Code: Calling lstrcpynA

section .data
src db 'A very long string that might overflow', 0

section .bss
dest resb 16

section .text
lea rcx, [rel dest]
lea rdx, [rel src]
mov r8d, 16 ; dest size in characters
call lstrcpynA
; dest now contains a truncated null‑terminated copy

The API ensures that the destination is never written beyond the specified limit, and it always
null‑terminates.

Tip

Prefer lstrcpynA for simple string copies when you already link against kernel32.dll. It
is well‑tested, safe, and reduces custom code size.

Safe Memory Block Copy

For non‑string data, you can implement memcpy_safe that accepts a source size and a destination
size, copying only what fits.

Code: Bounded memcpy

; RCX = dest, RDX = src, R8 = src_size, R9 = dest_size
; Copies min(src_size, dest_size) bytes.
memcpy_safe:

cmp r8, r9
cmova r8, r9 ; if src_size > dest_size, use dest_size
mov rdi, rcx
mov rsi, rdx
mov rcx, r8
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cld
rep movsb
ret

34.3 Bounds Checking

Bounds checking means verifying that an index or pointer is within the valid range of a buffer before
accessing it.

Index Bounds Check

For a buffer of known length N, ensure that an index 0 <= idx < N.

Code: Index‑based bounds check

; RDX = base of buffer, R8 = index, R9 = buffer element count
; returns zero flag set if out of bounds.
check_bounds:

cmp r8, r9
jae .out_of_bounds
; in bounds
xor eax, eax ; return 0 for success
ret

.out_of_bounds:
mov eax, 1
ret

The caller then does:

Code: Using the bounds check

call check_bounds
test eax, eax
jnz .error
mov eax, [rdx + r8*4] ; safe access

Pointer‑Based Bounds Check

When working with iterators, you can maintain an end pointer and compare the current pointer
before access.

Code: Pointer range check

; RDI = current pointer, RSI = end of buffer
.loop:

cmp rdi, rsi
jae .out_of_bounds
inc byte [rdi]
inc rdi
jmp .loop
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API‑Assisted Bounds Checking

When calling functions like ReadFile, the number of bytes read is returned. Always use that count
for subsequent operations, never assume the buffer is full.

lea r9, [rel bytes_read]
mov r8d, buffer_size
lea rdx, [rel buffer]
mov rcx, [rel stdin]
call ReadFile
; eax holds actual bytes read; use it as limit
mov r12d, eax
; then loop only r12d times

34.4 Memory Sanitization

Sanitization means ensuring that memory released or passed across trust boundaries does not con-
tain sensitive data or stale values.

Zeroing Before Free

When freeing a block that may contain passwords, keys, or personal data, overwrite it with zeros
before calling HeapFree. Windows provides RtlSecureZeroMemory (or simply SecureZeroMemory
macro) to prevent the compiler from optimizing out the zeroing. In NASM, a manual REP STOSB
will always be respected.

Code: Secure zeroing before free

; RCX = pointer, RDX = size in bytes
secure_zero:

mov rdi, rcx
mov rcx, rdx
xor eax, eax
cld
rep stosb
ret

Use it before freeing:

Code: Freeing with sanitization

; sanitize the memory
mov rcx, [rel block_ptr]
mov edx, [rel block_size]
call secure_zero

; free
mov rcx, [rel heap_h]
xor edx, edx
mov r8, [rel block_ptr]
call HeapFree
mov qword [rel block_ptr], 0
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Zeroing Stack Data

Local buffers on the stack can be cleared before the function returns, especially if they held sensitive
data. Since the stack memory may be reused by the next function call, residual data could leak.

Code: Clearing a local buffer before return

sub rsp, 256 ; local buffer
; ... use buffer ...
; before returning, zero it:
lea rdi, [rsp]
mov rcx, 256
xor eax, eax
cld
rep stosb
add rsp, 256
ret

Heap Alloc Flags: HEAP_ZERO_MEMORY

For newly allocated memory, you can request HEAP_ZERO_MEMORY to avoid inheriting old data. How-
ever, you must still zero before freeing if the data is sensitive.

34.5 Defensive Programming

Defensive programming is the practice of writing code that anticipates errors and malicious input,
rather than assuming ideal conditions. In assembly, this discipline is entirely manual.

1. Validate All Inputs

Never trust external data. Whether it comes from the user, a file, or an API, check sizes, pointers,
and values.

Code: Validation checks on function entry

; Example: a function that expects a pointer and a length
; RCX = pointer, RDX = length
safe_func:

test rcx, rcx
jz .null_pointer_error
test rdx, rdx
jz .empty_buffer_error
; proceed

2. Check Return Values

Every Windows API call returns an error status. Always test it, and handle failures immediately.
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3. Use Safe String Functions

Prefer lstrcpynA, StringCchCopyA (from strsafe.h, available via inline macros), or custom
bounded routines over lstrcpyA or hand‑written unbounded loops.

4. Limit Recursion and Stack Usage

Assembly functions that recurse deeply can overflow the stack. Set a maximum recursion depth, or
use an iterative approach.

5. Zero Freed Pointers

After freeing memory, set the pointer variable to zero to prevent use‑after‑free.

6. Use Guard Pages for Dynamic Stacks

If you implement a stack‑like structure, place guard pages at the end to catch overruns and expand
on demand, but this requires SEH and is advanced.

7. Log Suspicious Activity

Use OutputDebugStringA to emit diagnostic information when an error condition is triggered, so
you can monitor behaviour with a debugger or DebugView.

8. Compile with Warnings

NASM’s -W+all (or -Wall) enables all warnings. Treat warnings as errors; they often reveal acci-
dental misuses.

9. Use Static Analysis

Even though assembly is hard to analyze, tools like nasm listing files can help verify code pairs.

Complete Example: Defensive File Reader
The following program reads a file into a heap buffer with full bounds checks, sanitizes the buffer
before freeing, and handles all errors gracefully.

Code: listing34-1.asm — Safe file read with defensive patterns

; listing34-1.asm
; Assemble: nasm -f win64 -o listing34-1.obj listing34-1.asm
; Link: golink /entry main /console listing34-1.obj kernel32.dll

bits 64
default rel

extern CreateFileA
extern ReadFile
extern CloseHandle
extern GetProcessHeap
extern HeapAlloc
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extern HeapFree
extern ExitProcess
extern OutputDebugStringA

GENERIC_READ equ 0x80000000
FILE_SHARE_READ equ 1
OPEN_EXISTING equ 3
INVALID_HANDLE_VALUE equ -1
HEAP_ZERO_MEMORY equ 8

section .data
filename db 'C:\test.txt', 0
error_msg db 'File operation failed.', 0

section .bss
heap_h resq 1
file_h resq 1
buf_ptr resq 1
bytes_read resq 1

section .text
global main
main:

sub rsp, 38h

; get process heap
call GetProcessHeap
mov [rel heap_h], rax

; open file
lea rcx, [rel filename]
mov rdx, GENERIC_READ
mov r8d, FILE_SHARE_READ
xor r9d, r9d ; lpSecurityAttributes = NULL
push 0 ; hTemplateFile = NULL
push 0 ; dwFlagsAndAttributes = 0
push OPEN_EXISTING
call CreateFileA
cmp rax, INVALID_HANDLE_VALUE
je .file_error
mov [rel file_h], rax

; allocate a buffer (assume max 4096 bytes for this example)
mov rcx, [rel heap_h]
mov edx, HEAP_ZERO_MEMORY
mov r8d, 4096
call HeapAlloc
test rax, rax
jz .alloc_error
mov [rel buf_ptr], rax

; read up to 4095 bytes (leave room for null terminator)
lea r9, [rel bytes_read]
mov r8d, 4095
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mov rdx, rax ; buffer
mov rcx, [rel file_h]
call ReadFile
test eax, eax
jz .read_error

; null‑terminate at bytes_read offset
mov rdi, [rel buf_ptr]
add rdi, [rel bytes_read]
mov byte [rdi], 0

; now use the data safely (e.g., print via WriteFile, omitted for brevity)

; sanitize buffer before freeing
mov rcx, [rel buf_ptr]
mov edx, 4096
call secure_zero

.cleanup:
; free buffer
mov rcx, [rel heap_h]
xor edx, edx
mov r8, [rel buf_ptr]
call HeapFree
mov qword [rel buf_ptr], 0

; close file handle
mov rcx, [rel file_h]
call CloseHandle

xor ecx, ecx
call ExitProcess

.file_error:

.alloc_error:

.read_error:
lea rcx, [rel error_msg]
call OutputDebugStringA
jmp .cleanup

; Secure zero routine (uses the stack for RDI, etc.)
secure_zero:

push rdi
mov rdi, rcx
mov rcx, rdx
xor eax, eax
cld
rep stosb
pop rdi
ret

This program demonstrates the defensive principles: all handles are checked for invalid values, the
buffer size is capped, the read pointer is null‑terminated with bounds awareness, and the buffer is
sanitized before release.
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Important

Defensive programming adds extra instructions and branches, but it catches bugs at the
source rather than letting them propagate into mysterious crashes. In assembly, where
every mistake can corrupt memory silently, these checks are a vital investment.

Putting It All Together
Buffer safety is not an optional feature; it is the foundation of reliable assembly software. By un-
derstanding how overflows occur, applying safe copy routines, implementing explicit bounds checks,
sanitizing memory upon deallocation, and adopting a defensive posture throughout the codebase,
you can write NASM programs that are robust against both accidental corruption and deliberate
exploitation. The next chapters will expand on structured error handling and integration with
Windows security mechanisms.
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35
NASM with C and C++

In This Chapter

Combining hand‑crafted assembly with C or C++ gives the best of both worlds: direct hardware
control for performance‑critical sections, and the productivity of a high‑level language for the rest.
This chapter explains how to link NASM object files with code produced by Microsoft C/C++ or
GCC on Windows 11. You will learn to match the Windows x64 calling convention, export assembly
functions to C, import C functions into NASM, and design hybrid projects that compile and link
seamlessly. All examples have been tested with NASM 2.16, the Microsoft C++ compiler (cl.exe)
from Visual Studio 2022, and GCC from MinGW‑w64. The content follows the Microsoft x64 ABI,
the NASM manual, and the C/C++ standards for cross‑language linkage.

35.1 Linking Assembly with C

The Windows x64 toolchain treats all object files uniformly, regardless of the source language, as
long as they conform to the Microsoft COFF format. NASM with -f win64 produces a COFF
object that is directly consumable by the Microsoft Linker or the GNU linker.

Basic Linking Steps

1. Compile the C/C++ source to a 64‑bit object file (e.g., with cl /c file.c or gcc -c
file.c).

2. Assemble the NASM source with nasm -f win64 -o asm.obj asm.asm.

3. Link the objects together with the required libraries, ensuring the entry point is defined in
one of them.
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The linker resolves symbols across the objects, matching global labels in NASM with function names
in C. Because the Microsoft x64 ABI does not decorate C function names (no leading underscore),
a NASM label my_func corresponds directly to a C function my_func. No special name mangling
is needed, provided the C side declares the function with extern "C" when using C++.

Tip

When using C++, always wrap declarations for assembly functions in extern "C" to prevent
name mangling. The compiler will then emit the same undecorated symbol that NASM
produces.

35.2 Calling Convention Compatibility
The Windows x64 calling convention is the single standard for all native 64‑bit code on the platform,
whether written in assembly, C, or C++. This uniformity eliminates the need for different calling
conventions within a single project.

Register Assignment Review
• First four integer/pointer arguments: RCX, RDX, R8, R9.

• Additional arguments: pushed right‑to‑left onto the stack.

• Floating‑point arguments: XMM0 – XMM3.

• Return value: integer in RAX, floating‑point in XMM0.

• Shadow space: 32 bytes allocated by the caller before every call.

• Stack must be 16‑byte aligned at the CALL instruction.

• Non‑volatile registers that must be preserved: RBX, RBP, RDI, RSI, R12–R15, XMM6–XMM15.

A NASM function called from C must obey exactly these rules. It can rely on the caller having set
up the shadow space and aligned the stack. Similarly, when calling a C function from NASM, the
assembly code must provide shadow space and alignment.

Example: NASM Function Called from C

Code: asm_add.asm — Adding two integers, callable from C

; asm_add.asm
bits 64
default rel

section .text
global asm_add

; int asm_add(int a, int b);
; RCX = a, RDX = b
asm_add:

; leaf function, no calls, no shadow space needed
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lea eax, [ecx + edx] ; 32-bit result zero-extends to RAX
ret

The C prototype:
extern int asm_add(int a, int b);

The function uses lea to add the two 32‑bit parameters (which are already zero‑extended in the
lower halves of RCX and RDX). The return value in EAX is automatically zero‑extended to 64 bits
by the hardware convention.

Calling C from NASM

When NASM calls a C function, it must follow the same convention: put arguments in the correct
registers, allocate shadow space, and align the stack. For example, calling printf from assembly:

Code: call_printf.asm — Calling printf from NASM

; call_printf.asm
bits 64
default rel

extern printf

section .data
fmt db 'The sum is %d', 13, 10, 0

section .text
global main
main:

sub rsp, 0x38 ; shadow + alignment
mov rcx, fmt ; first argument (format string)
mov rdx, 3+5 ; second argument (first vararg)
call printf
xor ecx, ecx
; exit (CRT not initialized, so we'll call a Windows API directly)
extern ExitProcess
call ExitProcess

This example requires linking with a C runtime that provides printf (e.g., msvcrt.lib or libmsvcrt.a).
A pure Windows program would normally use WriteConsoleA or WriteFile, but it illustrates the
inter‑language calling pattern.

35.3 Exporting Functions
To make a NASM function visible to C/C++ code, you must:

• Mark the label global in NASM.

• Declare the function correctly in C/C++ (with extern "C" if C++).

• Ensure the calling convention matches.
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Exporting a More Complex Function

Consider a function that computes the dot product of two integer arrays. It takes three arguments:
pointer to first array, pointer to second array, and element count.

Code: dot_product.asm — NASM function exporting multiple parameters

; dot_product.asm
bits 64
default rel

section .text
global dot_product

; int64_t dot_product(int64_t* a, int64_t* b, size_t count);
; RCX = a, RDX = b, R8 = count
dot_product:

push rbx ; save non-volatile
xor eax, eax ; sum = 0
test r8, r8
jz .done
xor r9d, r9d ; index = 0

.loop:
mov r10, [rcx + r9*8] ; a[i]
imul r10, [rdx + r9*8] ; a[i] * b[i]
add rax, r10
inc r9
cmp r9, r8
jb .loop

.done:
pop rbx
ret

C declaration:
#include <stdint.h>
extern int64_t dot_product(int64_t* a, int64_t* b, size_t count);

When calling from C++, wrap with extern "C".

Data Export: Global Variables

NASM can export data symbols as well. They must be placed in .data or .rdata sections and
declared global.

Code: export_data.asm — Exporting a global variable

; export_data.asm
section .data
global shared_counter
shared_counter dq 0

C/C++ declaration:
extern long long shared_counter;
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35.4 Importing Functions

From NASM, you can call functions defined in C/C++ by declaring them with extern. The symbol
name must match exactly what the C compiler emits. For C, the function name is undecorated; for
C++, you must either use a C‑linkage wrapper or handle the mangled name, though the latter is
impractical. Therefore, always declare functions that are to be called from assembly with extern
"C" in C++.

Example: Using C Library Functions

The C runtime library provides malloc and free. You can call them from NASM exactly like any
other external function.

Code: c_malloc.asm — Using malloc from NASM

; c_malloc.asm
bits 64
default rel

extern malloc
extern free

section .text
global test_alloc
test_alloc:

sub rsp, 0x28
mov ecx, 1024 ; size
call malloc
add rsp, 0x28
; RAX = pointer to allocated memory or NULL
test rax, rax
jz .fail
; use the memory...
mov rcx, rax
sub rsp, 0x28
call free
add rsp, 0x28

.fail:
ret

Linking must include the appropriate C runtime library (msvcrt.lib for MSVC, libmsvcrt.a for
MinGW). Note that malloc may require the CRT to be initialized; for simple programs, using
HeapAlloc is more reliable.

Calling C++ Methods (Non‑Virtual)

Calling non‑virtual C++ methods from NASM is possible but messy due to name mangling and the
hidden this pointer. A cleaner approach is to provide a C‑linkage wrapper function that invokes
the method. For example:
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Code: C wrapper for C++ method

// wrapper.cpp
extern "C" int call_method(MyClass* obj, int arg) {

return obj->method(arg);
}

Then in NASM:

extern call_method
; RCX = object pointer, RDX = argument
call call_method

35.5 Hybrid Project Design

A well‑organized hybrid project separates concerns and simplifies building. Below is a recommended
layout.

project/
src/
main.c
asm/

dot_product.asm
utils.asm

include/
asm_interface.h

obj/ (generated object files)
bin/ (executable)
Makefile / CMakeLists.txt

Build Automation with Microsoft Build Tools

Using nmake or a simple batch script:

Code: build.bat — Batch build for hybrid project

@echo off
if not exist obj mkdir obj
if not exist bin mkdir bin

cl /c /Foobj\main.obj src\main.c
nasm -f win64 -o obj\dot_product.obj src\asm\dot_product.asm
nasm -f win64 -o obj\utils.obj src\asm\utils.asm

link /out:bin\app.exe obj\main.obj obj\dot_product.obj obj\utils.obj kernel32.lib msvcrt.lib
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Build with MinGW / GCC

Code: Makefile for MinGW

CC = gcc
NASM = nasm
OBJ = obj/main.o obj/dot_product.o obj/utils.o
TARGET = bin/app.exe

$(TARGET): $(OBJ)
^^I$(CC) -o $@ $^ -lkernel32

obj/main.o: src/main.c
^^I$(CC) -c -o $@ $<

obj/dot_product.o: src/asm/dot_product.asm
^^I$(NASM) -f win64 -o $@ $<

obj/utils.o: src/asm/utils.asm
^^I$(NASM) -f win64 -o $@ $<

A Complete Hybrid Example
Let’s build a small console program: C provides the input/output logic, while NASM supplies a
fast checksum function.

Code: main.c — C main program

// main.c
#include <stdio.h>
#include <stdint.h>
#include <string.h>

extern uint32_t checksum(const char* data, size_t len);

int main(void) {
const char* msg = "Hello, hybrid world!";
uint32_t crc = checksum(msg, strlen(msg));
printf("Checksum of \"%s\" is %08X\n", msg, crc);
return 0;

}

Code: checksum.asm — NASM checksum implementation

; checksum.asm
bits 64
default rel

section .text
global checksum

; uint32_t checksum(const char* data, size_t len);
; RCX = data, RDX = len
checksum:
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push rbx
mov eax, 0xFFFFFFFF ; initial value
test rdx, rdx
jz .done
xor r9d, r9d ; index = 0

.loop:
movzx r10d, byte [rcx + r9] ; load byte
xor eax, r10d
shr r10d, 1
; simplified: just XOR for demonstration
inc r9
cmp r9, rdx
jb .loop

.done:
pop rbx
ret

Compile and link (MSVC):
cl /c main.c
nasm -f win64 -o checksum.obj checksum.asm
link /out:demo.exe main.obj checksum.obj msvcrt.lib kernel32.lib

Run: demo.exe prints the checksum.

CMake for Hybrid Projects
CMake can handle NASM as an assembler. A minimal CMakeLists.txt for the above project:

Code: CMakeLists.txt for hybrid project

cmake_minimum_required(VERSION 3.10)
project(HybridDemo C ASM_NASM)

set(CMAKE_ASM_NASM_OBJECT_FORMAT win64)

add_executable(demo main.c checksum.asm)
target_link_libraries(demo msvcrt)

CMake will detect NASM and assemble the .asm files automatically, then link with MSVC.

Important

When mixing NASM with C++ code that uses exceptions or RTTI, ensure that the assembly
functions do not trigger unwinding unless they are specially designed. Simple leaf functions
are safe. If you call a C++ function from assembly that may throw, the exception must be
caught by a C++ handler; you should not throw across an assembly frame without special
SEH setup.

Putting It All Together
Interfacing NASM with C and C++ is straightforward on Windows x64 because everyone speaks
the same ABI. By exporting global symbols from NASM and declaring them with the appropriate C
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linkage, assembly routines become drop‑in replacements for C functions. Hybrid projects combine
the performance and control of assembly with the rich ecosystem of C libraries and tools. The
next chapters will explore dynamic linking and building DLLs, further extending the integration
possibilities.

349



36
External Libraries

In This Chapter

No serious Windows application is built entirely from scratch. External libraries — whether static
.lib archives or dynamic .dll files — supply reusable code that handles everything from compres-
sion to network communication. This chapter explains how NASM-generated object files interact
with external libraries on Windows 11. You will learn the difference between static and dynamic
libraries, the role of import library .lib files, how the linker resolves symbols from libraries, how
to manage library dependencies, and how to configure build scripts to incorporate both system and
third‑party libraries. Real, assemble‑ready NASM examples show how to call functions from the C
runtime, the Windows API, and custom DLLs. All information is based on the Microsoft PE/COFF
specification, the NASM 2.16 manual, and the behaviour of the Microsoft Linker and GoLink on
Windows 11.

36.1 Static and Dynamic Libraries
Libraries come in two fundamental forms, each with distinct linking and runtime characteristics.

Static Libraries (.lib)

A static library is an archive of object files, created with lib.exe (Microsoft) or ar (GNU). When
you link against a static library, the linker extracts the required object modules and copies their
code and data directly into your executable. After linking, the library file is no longer needed,
and the symbol addresses are fully resolved. Static linking increases executable size but eliminates
external dependencies.

NASM object files can be used to create a static library, and NASM code can call functions from
any static library that uses the Windows x64 calling convention.
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Code: Creating a static library with Microsoft lib.exe

nasm -f win64 -o add.obj add.asm
nasm -f win64 -o mul.obj mul.asm
lib /out:mymath.lib add.obj mul.obj

The resulting mymath.lib can be linked into other programs. The linker will only pull in the object
files that are referenced.

Dynamic Libraries (.dll)

A dynamic‑link library is loaded at runtime, either implicitly at program start or explicitly via
LoadLibrary. Instead of copying the code into the executable, the linker records the needed DLL
and its exported symbols in the import table. The actual function addresses are patched by the
Windows loader at load time.

Implicit linking requires an import library (also named .lib) that tells the linker which symbols
are exported and into which DLL they will be located. In many cases, the same filename extension
.lib is used for both static libraries and import libraries, but their internal structure is entirely
different.

You can also use GoLink’s direct‑DLL method, which avoids import libraries entirely by reading
export tables directly from the DLL files listed on the command line.

Code: Linking with a DLL via GoLink (no import library)

golink /entry main /console program.obj kernel32.dll myutils.dll

Dynamic linking keeps executables small, allows shared use of a single DLL by multiple processes,
and permits updating the library independently of the main program. It does, however, introduce
runtime dependencies that must be satisfied on the target machine.

36.2 LIB Files

In the Windows ecosystem, files with the .lib extension serve two very different purposes.

Import Libraries

An import library is a stub that describes the exports of a DLL. It contains a small amount of
link‑time information (symbol names, ordinal hints, and the DLL name) but no executable code.
When you link with kernel32.lib, the linker does not copy any machine code; instead, it creates
entries in the executable’s import directory and sets up the Import Address Table (IAT). The import
library is produced when the DLL itself is built, and it is the standard way to link against a DLL
with the Microsoft Linker.

Code: Linking with import libraries (MSVC link)

link /entry:main /subsystem:console myprog.obj kernel32.lib user32.lib
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Static (Object) Libraries

A static library is a collection of .obj files, typically created with lib.exe or ar. It contains real
machine code and data. At link time, the linker resolves references by extracting the necessary
object modules and embedding their content into the final executable. No DLL is required at
runtime for symbols that were satisfied by static libraries.

Code: Linking with a static library (MSVC link)

link /entry:main /subsystem:console myprog.obj mystatic.lib

Identifying Library Type

You can distinguish the two types with dumpbin /all. A static library contains many COFF object
records, whereas an import library contains a short header referencing a DLL and a list of imported
symbols. The linker automatically handles both; you only need to ensure the correct file is passed.

NASM and LIB Files

NASM itself does not read .lib files. It simply produces .obj files that can later be linked, with
extern declarations marking the symbols that will be satisfied by libraries. The linker is responsible
for searching the libraries you specify on the command line.

36.3 Symbol Resolution

Symbol resolution is the process of matching an undefined reference (an extern in NASM) with a
definition (a public symbol in an object file or library).

Linker Search Order

When the Microsoft Linker encounters an undefined symbol, it searches the following in order:

1. Object files explicitly listed on the command line.

2. Static libraries and import libraries given on the command line, in the order they appear.

3. Default libraries embedded in object files (e.g., the runtime library).

For GoLink, the process is simpler: it searches the object files first, then scans the DLLs listed,
resolving symbols by looking at their export tables. There is no library search path; you must
provide the exact DLL names.

Weak vs Strong Symbols

Windows does not support weak symbols in the same way as ELF. A symbol must be defined
exactly once across all object files and static libraries that provide it. If an import library and a
static library both define a symbol, the linker will pick the first resolution (usually the static library
if it appears earlier) or generate a duplicate symbol error.
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Multiply Defined Symbols

If two object files define the same global symbol, the linker emits a fatal error:

error LNK2005: symbol already defined

To safely share variables between modules, define the variable in one object file and declare it
extern in the others. In NASM, this means using global for the definition module and extern for
all referencing modules.

Import Thunks and __imp_ Symbols

When using an import library, the linker does not connect your call directly to the DLL function. In-
stead, it creates a thunk — a small indirect jump through the IAT. The symbol MessageBoxA in the
import library actually points to the thunk, while the real address is stored in __imp_MessageBoxA.
NASM transparently uses the thunk when you write call MessageBoxA. If you need the raw func-
tion pointer, you can reference the __imp_ symbol on the Microsoft Linker. GoLink does not expose
these; you must call the function directly via call.

Code: Loading a function pointer via __imp_ symbol

; For MSVC link only
extern __imp_MessageBoxA

section .bss
pMsgBox resq 1

section .text
mov rax, [rel __imp_MessageBoxA]
mov [rel pMsgBox], rax ; store function pointer
; later, call using pointer
call qword [rel pMsgBox]

36.4 Dependencies

Libraries rarely stand alone; they often depend on other libraries. Managing these dependencies
correctly avoids “unresolved external symbol” errors and runtime crashes.

Transitive Dependencies

If your program links against a static library A.lib that itself calls functions from B.lib, you must
list B.lib on the linker command line after A.lib. The linker resolves dependencies in a single
pass; it only pulls needed objects from libraries that appear later on the command line. A common
technique is to list the most dependent libraries last.

Code: Library order on the linker command line

link myprog.obj A.lib B.lib kernel32.lib
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Runtime DLL Dependencies

When you link against an import library mydll.lib, the resulting executable depends on mydll.dll
at runtime. The DLL must be present in one of the standard search paths (the application directory,
system directories, or PATH) when the program is launched. Use dumpbin /dependents to inspect
the required DLLs.

Code: Checking DLL dependencies with dumpbin

dumpbin /dependents myapp.exe

Delay‑Loaded DLLs

You can defer the loading of a DLL until its first use by linking with /DELAYLOAD:mydll.dll and
providing delayimp.lib. This avoids startup overhead and allows the program to run even if the
DLL is missing, as long as its functions are never called. Assembly code does not need special
handling, but the technique requires the Microsoft Linker.

Circular Dependencies

Circular dependencies between static libraries are not supported by the Microsoft Linker without
special measures (e.g., listing the library twice). It is better to refactor the libraries to eliminate
cycles.

Managing Dependencies with GoLink

GoLink resolves dependencies by explicitly naming each required DLL. If mydll.dll depends on
helper.dll, you can either ensure helper.dll is loaded before mydll.dll is used, or list both on
the GoLink command line if your code uses functions from both. GoLink does not chase transitive
dependencies automatically.

36.5 Build Configuration
Setting up a build system that correctly locates headers (or extern definitions), libraries, and DLLs
is key to a reproducible hybrid project.

Compiler and Linker Flags

For Microsoft Visual C++ (cl.exe) and NASM combinations, the build process usually involves
separate compilation of C/C++ files and assembly of .asm files, followed by a single link step. The
following table summarizes useful linker flags for library management.

Flag Meaning
/DEFAULTLIB:name Force a default library spec in the object
/LIBPATH:dir Add directory to library search path
/NODEFAULTLIB Ignore all default libraries
/DELAYLOAD:dll Delay‑load the specified DLL
/VERBOSE Print detailed information during linking
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Environment Variables

The Microsoft linker uses the LIB environment variable as a search path for .lib files. In a Developer
Command Prompt, this is set to include the Windows SDK and CRT library directories. For custom
libraries, either modify LIB or use /LIBPATH.

Configure Build Scripts

Below is a complete build script that assembles a NASM file, compiles a C file, and links everything
with a static library and the Windows SDK.

Code: build.bat — Full hybrid build with static library

@echo off
setlocal

set NASM=C:\nasm\nasm.exe
set MSVC_LINK="C:\Program Files\Microsoft Visual

Studio\2022\Community\VC\Tools\MSVC\14.38.33130\bin\Hostx64\x64\link.exe"↪→

set SDK_LIB=C:\Program Files (x86)\Windows Kits\10\Lib\10.0.22621.0\um\x64

nasm -f win64 -o asm_math.obj asm_math.asm
cl /c /Fo:c_main.obj c_main.c
%MSVC_LINK% /entry:main /subsystem:console c_main.obj asm_math.obj mylib.lib kernel32.lib

/LIBPATH:%SDK_LIB% /out:app.exe↪→

echo Build complete.

Makefile with Libraries

A GNU Makefile for MinGW or MSYS2 can combine NASM and GCC with libraries.

Code: Makefile linking with import and static libraries

NASM = nasm
CC = gcc
OBJ = main.o asm_utils.o
LIBS = -L./lib -lmylib -luser32 -lkernel32
TARGET = app.exe

$(TARGET): $(OBJ)
^^I$(CC) -o $@ $^ $(LIBS)

main.o: main.c
^^I$(CC) -c -o $@ $<

asm_utils.o: asm_utils.asm
^^I$(NASM) -f win64 -o $@ $<

CMake Integration

CMake’s built‑in support for NASM (ASM_NASM) handles assembly files gracefully. You specify
libraries with target_link_libraries.
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Code: CMakeLists.txt with NASM and libraries

cmake_minimum_required(VERSION 3.10)
project(LibraryDemo C ASM_NASM)

set(CMAKE_ASM_NASM_OBJECT_FORMAT win64)

add_executable(demo main.c math.asm)
target_link_libraries(demo kernel32 user32)
# For a custom static library:
# target_link_libraries(demo mylib)
# And if it's not on the default search path:
# target_link_directories(demo PRIVATE ${CMAKE_SOURCE_DIR}/lib)

Complete Example: Using a Third‑Party DLL

Suppose you have a third‑party library extcode.dll that exports a function Compute. The vendor
provides an import library extcode.lib and a header. In NASM, you avoid the header by declaring
the function as extern.

Code: listing36-1.asm — Calling a custom DLL function

; listing36-1.asm
; Assemble: nasm -f win64 -o listing36-1.obj listing36-1.asm
; Link: link /entry:main /subsystem:console listing36-1.obj extcode.lib kernel32.lib

bits 64
default rel

extern Compute ; int Compute(int a, int b);
extern ExitProcess

section .text
global main
main:

sub rsp, 28h
mov ecx, 10
mov edx, 20
call Compute ; RAX = result
mov ecx, eax
call ExitProcess

If you prefer GoLink and do not have an import library, you can link directly with the DLL:
golink /entry main /console listing36-1.obj extcode.dll kernel32.dll

This resolves the export directly from the DLL.

Verifying Library Dependencies

After building, run dumpbin /dependents app.exe to list the required DLLs. Ensure that any
DLL not part of the operating system is shipped with the application or installed in a system
directory.
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Tip

Use Dependency Walker (depends.exe) or the modern Dependencies tool to visually inspect
the complete dependency tree, including missing modules.

Putting It All Together
External libraries are the key to leveraging the vast ecosystem of existing code. By understanding
the distinction between static and dynamic libraries, the dual role of .lib files, the symbol resolu-
tion rules, and the dependency chain, you can integrate NASM code with virtually any Windows
library. The build configuration patterns shown here ensure that the integration is reproducible
and maintainable, forming the backbone of professional‑grade assembly projects on Windows 11.

357



37
Import Tables and Symbol Resolution

In This Chapter

When a NASM program calls a function from a DLL, the path from the CALL instruction to the
actual function code involves several layers of indirection and operating‑system machinery. This
chapter examines the Portable Executable (PE) import table, the process by which the Windows
loader resolves DLLs at load time, the mechanism of lazy binding (delay loading), the alternative
of runtime linking with LoadLibrary and GetProcAddress, and the complete flow of a symbol
from an extern declaration to an executed function. Understanding these internals demystifies
linker errors, enables advanced techniques like API hooking, and gives you full control over how
your assembly code interacts with the outside world. All information is drawn from the Microsoft
PE/COFF specification, the Windows SDK, and verified on Windows 11.

37.1 PE Import Table
Every 64‑bit Windows executable that uses functions from DLLs contains an import directory table
— a data structure embedded in the file that tells the loader which DLLs are required and which
functions are needed from each. The linker builds this table when it processes the object files and
import libraries (or DLLs in the case of GoLink).

Structure of the Import Directory

The import directory is an array of IMAGE_IMPORT_DESCRIPTOR structures, one for each imported
DLL, terminated by a zero‑filled entry. Each descriptor contains:

• OriginalFirstThunk (RVA): Pointer to the Import Name Table (INT), an array of 64‑bit
values. Each entry originally holds a pointer to a IMAGE_IMPORT_BY_NAME structure (hint/-
name) or an ordinal. This table is used to look up the function address during loading.
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• TimeDateStamp: Timestamp; for bound imports, contains the DLL timestamp.

• ForwarderChain: Index of the first forwarder reference, usually 0.

• Name (RVA): Pointer to the null‑terminated DLL name string.

• FirstThunk (RVA): Pointer to the Import Address Table (IAT). This is an array of 64‑bit
pointers that mirrors the INT. Before loading, the IAT entries point to the same name struc-
tures as the INT. After loading, the Windows loader overwrites each IAT entry with the actual
virtual address of the imported function.

Thus, an executable has two parallel arrays for each DLL: the INT (read‑only, used by the loader
for lookup) and the IAT (writable, filled with real addresses). The code in your program does not
call the function directly; it either calls a thunk (a small JMP [IAT_entry] instruction) or directly
dereferences the IAT if you use the __imp_ symbol.

How the Linker Creates the Import Table
When you write extern MessageBoxA and link with user32.lib (or just list user32.dll with
GoLink), the linker:

1. Creates an import descriptor for user32.dll.

2. Builds the INT/IAT entries for MessageBoxA.

3. Generates a thunk function (e.g., a small stub) that does JMP [__imp_MessageBoxA]. This
thunk may be placed in a special section like .text$di or the .idata section.

4. Resolves your CALL MessageBoxA to point to this thunk.

Thus, the instruction CALL MessageBoxA never directly jumps to the DLL; it always goes through
the IAT. The loader’s job is to fill the IAT so that the indirect jump reaches the real function.

Inspecting the Import Table
Use dumpbin /imports myprog.exe to see a human‑readable list of imported DLLs and functions.
For example:
dumpbin /imports listing26-3.exe

Output includes entries like:
KERNEL32.dll

42 ExitProcess
2A GetStdHandle

USER32.dll
12C MessageBoxA

The numbers are ordinal hints, but the names reveal the exact bindings.

Direct IAT Access from NASM
When using Microsoft Linker, you can bypass the thunk and call through the IAT directly by
referencing the __imp_ symbol. GoLink does not create __imp_ symbols; you must use the standard
thunk. The following NASM code shows direct IAT dereferencing.
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Code: listing37-1.asm — Direct IAT call via __imp_MessageBoxA

; listing37-1.asm
; Must link with Microsoft Linker: link /entry:main /subsystem:console listing37-1.obj

user32.lib kernel32.lib↪→

bits 64
default rel

extern __imp_MessageBoxA
extern ExitProcess

section .data
caption db 'Direct IAT', 0
message db 'Called through __imp_ symbol', 0

section .text
global main
main:

sub rsp, 28h

xor r9d, r9d ; MB_OK
lea r8, [rel caption]
lea rdx, [rel message]
xor ecx, ecx
call qword [rel __imp_MessageBoxA] ; indirect call via IAT

xor ecx, ecx
call ExitProcess

The mov rax, [rel __imp_MessageBoxA] instruction loads the function pointer from the IAT, and
the subsequent call uses it. This is how compilers implement calls to dllimport functions.

37.2 DLL Resolution

When the process is created, the Windows loader reads the executable’s import table and loads
each required DLL into the address space. The loader follows a specific search order to locate the
DLL file.

Search Order (Standard)

If no special loading flags are used, the order on Windows 11 is:

1. The directory from which the application loaded.

2. The system directory (e.g., C:\Windows\System32).

3. The 16‑bit system directory.

4. The Windows directory.

5. The current directory.

6. The directories listed in the PATH environment variable.

360



37.3. LAZY BINDING NASM x86-64 on Windows 11

The loader also respects known DLLs (a registry key) and the API set contracts mechanism that
redirects certain imports to the minimal implementation.

For most NASM programs, the DLLs are either in the application folder (for custom DLLs) or in
System32 (for system DLLs). Avoid relying on the current directory for sensitive DLLs to prevent
DLL hijacking.

Binding and Forwarding

A DLL can define forwarded symbols: an export that points to a function in another DLL. For
example, many functions in kernel32.dll forward to kernelbase.dll. The loader transparently
resolves forwarders; the IAT entry will contain the forwarded function’s address.

Bound imports allow the linker to store the expected base address of a DLL’s function in the IAT at
link time, based on the timestamp of the target DLL. If the DLL has not been patched, the loader
can skip the lookup. This speeds up process startup. If the timestamps mismatch, the loader falls
back to the normal import resolution.

Dependency Walk

The order in which DLLs are loaded follows the import table order. Each DLL’s own DllMain may
cause additional DLLs to load. Cyclic dependencies are resolved fine; the loader uses a reference
count.

You can observe the load order with WinDbg by breaking on the loader function LdrLoadDll or by
using gflags with loader snaps.

37.3 Lazy Binding
Lazy binding (delay loading) delays the resolution of a DLL’s function until the first time it is called,
rather than at process startup. This can improve startup time and allows a program to run even if
a DLL is missing, as long as the delayed function is never invoked.

Linker Support

The Microsoft Linker provides the /DELAYLOAD:MyDll.dll switch. In a NASM‑only project, you
would seldom use this directly, but when mixing with C/C++ objects that require delay loading,
you need to understand the mechanism.

Under the hood, delay loading works by:

1. The linker places the import information in a separate delay‑load import directory.

2. The initial IAT entries for the delay‑loaded DLL point to a helper routine (delayimp.lib).

3. The first time a delayed function is called, the helper routine loads the DLL (with LoadLibrary)
and resolves all delayed imports from that DLL, then re‑points the IAT entries to the real
functions.

4. Subsequent calls go directly through the now‑resolved IAT.
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From NASM’s perspective, you still write extern SomeFunc and call SomeFunc. The linker han-
dles the stub. If you use GoLink, there is no built‑in delay‑load support; you would implement it
manually using LoadLibrary and GetProcAddress.

Manual Delay Load from NASM
You can achieve similar functionality by rolling your own wrapper: initially load a DLL only when
needed, and cache the function pointers. The runtime linking section details this.

37.4 Runtime Linking
Runtime linking circumvents the import table entirely. The program explicitly loads a DLL with
LoadLibraryA (or LoadLibraryExA), retrieves function pointers with GetProcAddress, and calls
the functions through those pointers. This method allows:

• Using a DLL that may not be present, with graceful fallback.

• Dynamically selecting between different DLL versions.

• Loading plugins and extensions at runtime.

No extern declaration for the function is needed; the function is resolved by name or ordinal at
runtime.

LoadLibrary and GetProcAddress
The prototypes are:

Code: LoadLibrary and GetProcAddress prototypes

extern LoadLibraryA
extern GetProcAddress
extern FreeLibrary

; HMODULE LoadLibraryA(LPCSTR lpLibFileName);
; RCX = lpLibFileName

; FARPROC GetProcAddress(HMODULE hModule, LPCSTR lpProcName);
; RCX = hModule, RDX = lpProcName

A complete example that loads user32.dll and calls MessageBoxA without an import table entry
for it:

Code: listing37-2.asm — Full runtime linking example

; listing37-2.asm
; Assemble: nasm -f win64 -o listing37-2.obj listing37-2.asm
; Link: golink /entry main /console listing37-2.obj kernel32.dll

bits 64
default rel
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extern LoadLibraryA
extern GetProcAddress
extern FreeLibrary
extern ExitProcess

section .data
dll_name db 'user32.dll', 0
fn_name db 'MessageBoxA', 0
caption db 'Runtime Link', 0
msg db 'DLL loaded dynamically!', 0

section .bss
hDll resq 1
pMsgBox resq 1

section .text
global main
main:

sub rsp, 38h

; load user32.dll
lea rcx, [rel dll_name]
call LoadLibraryA
test rax, rax
jz .failed
mov [rel hDll], rax

; find MessageBoxA
mov rcx, rax
lea rdx, [rel fn_name]
call GetProcAddress
test rax, rax
jz .failed_free
mov [rel pMsgBox], rax

; call the function through pointer
xor r9d, r9d ; MB_OK
lea r8, [rel caption]
lea rdx, [rel msg]
xor ecx, ecx
call rax

; free the library
.failed_free:

mov rcx, [rel hDll]
call FreeLibrary

.failed:
xor ecx, ecx
call ExitProcess

This program links only against kernel32.dll at build time, yet it can call a function from
user32.dll at runtime. No import entry for MessageBoxA exists in the final executable.
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Ordinal Linking

Instead of a string name, you can pass an ordinal value to GetProcAddress using the MAKEINTRESOURCE
macro. However, ordinals are rarely guaranteed across Windows versions; names are the standard.

Caching Function Pointers

For performance, functions obtained via runtime linking should be cached. After the first call, store
the pointer in a global variable and reuse it. This mimics the standard import mechanism but with
runtime flexibility.

37.5 Symbol Flow
To consolidate understanding, let’s trace the journey of a symbol from the moment you type extern
MessageBoxA to the moment the function executes.

Step 1: Assembly (NASM)

In the source file, extern MessageBoxA tells NASM that the symbol is defined elsewhere. When
NASM encounters call MessageBoxA, it generates a relocation of type IMAGE_REL_AMD64_REL32
against the undefined symbol MessageBoxA. The object file records that this instruction needs the
linker’s help.

Step 2: Linking

The linker receives the object file and the import library user32.lib (or the DLL itself via GoLink).
It finds MessageBoxA in the library’s export list. Instead of placing the real address, the linker
creates a thunk or uses the __imp_MessageBoxA symbol. It writes the thunk’s address into the
CALL instruction’s displacement. It also creates an import descriptor for user32.dll and populates
the IAT entry for MessageBoxA with a relative pointer to the function name (at this stage, still a
name look‑up entry). The final executable contains both the import directory and the thunk.

Step 3: Process Startup (Loader)

When you launch the executable, ntdll.dll takes over. The loader walks the import directory of
the main executable (and all DLLs loaded) and for each import descriptor: - Loads the DLL using
LdrLoadDll (similar to LoadLibrary). - Walks the INT, looking up each function name in the
DLL’s export table. - Overwrites the corresponding IAT entry with the resolved function virtual
address.

Now every IAT slot contains the absolute address of the function in memory, e.g., 0x7FFExxxxxxxx
for MessageBoxA.

Step 4: The First Call

Your code’s CALL MessageBoxA actually branches to the thunk. The thunk is a simple JMP [rip
+ offset] that reads the IAT entry (now populated) and jumps to the real MessageBoxA in
user32.dll. For subsequent calls, the IAT is already filled, so the thunk delivers control instantly.
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If you used the __imp_ symbol directly, the CALL qword [__imp_MessageBoxA] instruction itself
reads the IAT inline without a separate thunk. This saves a jump but makes the instruction longer.

Step 5: Unloading
When all references to a DLL are gone (and its reference count reaches zero), the DLL may be
unloaded with FreeLibrary (for runtime‑loaded) or at process termination. The IAT entries in the
executable are never restored to name look‑ups; they remain valid for the life of the process.

Symbol Resolution in Multi‑Module Projects
If you have multiple .obj files, the linker resolves cross‑module global / extern symbols before
the DLL import stage. The final executable lists only external symbols that could not be resolved
among the objects. This is why you extern your own functions only if they are defined in a separate
object file, not within the same file.

Note

A useful debugging tool is link /dump /exports myprogram.exe to view the export table,
or dumpbin /imports for imports. For runtime linking, depends.exe or Dependencies
shows which symbols the executable expects and whether they resolve correctly at load
time.

Putting It All Together
The import table is a beautiful piece of engineering that allows assembly code to call into hundreds
of system functions without hard‑coded addresses. Whether you use implicit linking with extern,
direct IAT access with __imp_, or explicit runtime linking with LoadLibrary, the underlying mech-
anism is the same: a table of function pointers filled by the loader. Mastering these details gives
you the ability to debug deeply, hook APIs, and design highly modular software systems in pure
NASM on Windows 11.
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Hybrid Programming

In This Chapter

Mixing NASM assembly with high‑level languages such as C and C++ yields programs that combine
the raw speed and control of hand‑crafted machine code with the productivity and rich ecosystem of
modern compilers. This chapter explores the system architecture of hybrid applications, shows how
to profile and optimize the boundary between languages, covers debugging techniques for mixed
source code, outlines sound integration strategies, and presents real‑world use cases where hybrid
programming shines. Every technique is based on the Microsoft x64 ABI, the NASM 2.16 manual,
and practical testing with MSVC and MinGW‑w64 on Windows 11.

38.1 System Architecture
A hybrid program consists of at least one high‑level language module (C or C++) and one or more
NASM assembly modules, all linked into a single executable or DLL. The architecture must respect
the Windows x64 calling convention uniformly across all modules, because the linker and operating
system do not distinguish between object files based on their source language. The overriding
architectural principle is: every function, whether written in C or NASM, must obey the same ABI
rules.

Module Boundaries

The boundary between C and assembly is simply a function call. Data can be passed by value
(integers, pointers, floating‑point) or by reference. The NASM side sees the C world as a collection
of extern functions; the C side sees NASM routines as extern functions with C linkage (using
extern "C" when compiled as C++). No wrapper libraries or runtime stubs are required if the
entry point is compiled by the C compiler and the assembly modules contain only functions that

366



38.2. PERFORMANCE OPTIMIZATION NASM x86-64 on Windows 11

are called.

Code: Hybrid architecture skeleton

// main.c
#include <stdint.h>
extern int64_t asm_compute(int64_t a, int64_t b);

int main(void) {
int64_t result = asm_compute(100, 200);
printf("Result = %lld\n", result);
return 0;

}

Code: asm_compute.asm

; asm_compute.asm
bits 64
default rel

section .text
global asm_compute

asm_compute:
; RCX = a, RDX = b
lea rax, [rcx + rdx] ; simple add
ret

Data can also be shared through global variables. A NASM global label in .data corresponds to
a C extern variable. The same alignment and size rules apply.

Startup and Shutdown
If the entry point is written in C, the C runtime initializes the heap, stdio, and calls main. Assembly
functions can use CRT functions like malloc or printf because they will be linked with the runtime
library. If the entry point is in NASM (a pure assembly program), there is no CRT initialization,
and the full invocation of ExitProcess is mandatory. Hybrid projects usually let the C module
own the entry point for convenience.

38.2 Performance Optimization
Performance gains from hybrid programming come from identifying hot spots in the high‑level
code and rewriting them in assembly. However, the overhead of a function call is non‑zero, so the
candidate functions must be sufficiently heavy.

Profiling the Boundary
Use the Windows Performance Toolkit (WPR/WPA), Intel VTune, or the simple RDTSC instruction
to measure cycles in suspect code. In a hybrid build, the tool can attribute samples to the assembly
functions if symbols are available (PDB from MSVC linker, or DWARF from MinGW). Ensure
that the assembly functions are compiled with debugging information: for MSVC, add /Zi to the
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C compilation and /debug to the linker; for NASM, produce a .map file with GoLink or use the
Microsoft Linker’s /debug to generate a PDB that includes the NASM objects (NASM objects do
not contain debug info, but the linker can still create a PDB with function addresses if you use
/debug without /Zi on the assembly — typically only labels appear). At a minimum, a map file
gives addresses that can be matched to profiler traces.

Avoiding Call Overhead for Tiny Functions

If a function is only a few instructions, the CALL / RET overhead may dominate. Inline the assembly
using C inline assembly (not available in x64 MSVC) or use compiler intrinsics when possible. Where
pure assembly is needed for a short sequence, consider writing a macro in NASM and including it in
a high‑level header via inline assembly (GCC extended asm). For MSVC x86‑64, inline assembly is
not supported; the function must be an out‑of‑line NASM function. In that case, measure carefully
and consider inlining the C function or restructuring the algorithm to do more work per call.

Register Use and Memory Access

NASM functions that operate on large data sets can benefit from keeping the working set in reg-
isters and using aligned SSE/AVX instructions. Avoid touching the stack unnecessarily. The C
compiler already optimizes register allocation, but in assembly you have complete control. For a
compute‑intensive loop, unroll it, use all available XMM/YMM registers, and prefetch data with
PREFETCH instructions. The hybrid approach lets you hand‑tune the 5% of code that consumes 95%
of the time.

Leveraging SIMD

The C compiler may not always vectorize loops optimally. A NASM function using SIMD instruc-
tions can dramatically accelerate multimedia, cryptography, or scientific computations. Ensure that
any data passed from C is aligned to the required boundary (e.g., 16‑byte for SSE, 32‑byte for AVX).
In C, use _aligned_malloc or declare arrays with alignment attributes.

Code: SIMD dot product in NASM, callable from C

; dot_product_sse.asm
bits 64
default rel

section .text
global dot_product_sse

; float dot_product_sse(float* a, float* b, int count);
; RCX = a, RDX = b, R8D = count
dot_product_sse:

push rbx
xorps xmm0, xmm0 ; sum = 0
test r8d, r8d
jz .done
xor eax, eax

.loop:
movss xmm1, [rcx + rax*4]
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mulss xmm1, [rdx + rax*4]
addss xmm0, xmm1
inc eax
cmp eax, r8d
jb .loop

.done:
pop rbx
ret

The C prototype: extern float dot_product_sse(float* a, float* b, int count);. This
function uses SSE instructions to accelerate the dot product, while the surrounding program logic
remains in C.

38.3 Debugging Mixed Code
Debugging a program that contains both C and assembly can be challenging because the debugger
must bridge two different source representations. On Windows 11, both WinDbg and x64dbg can
display disassembly for any function, whether written in C or assembly. With proper symbol files,
you can step through C source and drop into assembly at will.

Generating Symbols for NASM Functions
• GoLink + Map file: Use the /map switch to produce a text map file. Load it into x64dbg

via the Symbols tab. The debugger will show the function name in the disassembly.

• Microsoft Linker /debug: Even though NASM does not emit debug information, linking
with /debug produces a PDB that records the addresses and names of global symbols. Break-
points can be set by name: bp asm_compute.

• Embedding a breakpoint: In the NASM code, you can insert int3 (opcode 0xCC) to force
a breakpoint. The debugger will stop at that location. Remove it in release builds.

Viewing Registers and Memory
When the debugger is inside a NASM function, the registers and memory view reflect the exact
state. WinDbg’s r command or x64dbg’s Registers pane show all GPRs and flag bits. You can
inspect the stack with dq @rsp to verify shadow space and alignment. In a hybrid call, you can
follow the call stack: k in WinDbg will attempt to unwind across C and assembly frames, but may
fail if frame pointers are omitted. Using frame pointers in your NASM functions (pushing RBP and
setting it) improves unwinding and debugging.

Detecting Calling Convention Mismatches
The most common hybrid bug is a calling convention error: wrong argument order, missing shadow
space, or misaligned stack. A debugger quickly reveals the issue. Set a breakpoint at the first
instruction of your NASM function and check the values in RCX, RDX, R8, R9. Then, step through to
see if the logic uses them correctly. If a function crashes inside a system call, check RSP alignment
before the CALL instruction — it must be a multiple of 16.
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Warning

Alignment faults. An SSE instruction that requires aligned memory will cause an excep-
tion if the pointer is misaligned. In hybrid code, ensure that C honors alignment requirements
for data passed to assembly.

Source‑Level Mixed Debugging

If you compile C with /Zi and link with /debug, WinDbg can show the source. When you step into
an assembly call, it will display the disassembly. You can have both source and assembly windows
open. In VS Code, using the C/C++ extension along with the NASM language support (and a
launch configuration that attaches the debugger) provides a similar experience.

38.4 Integration Strategy
Choosing which parts to write in assembly requires a disciplined approach that keeps the project
maintainable.

Identify Bottlenecks First

Profile a pure C version. Do not prematurely rewrite everything in assembly. Focus on functions
that:

• Are called frequently and consume significant CPU time.

• Perform operations that map well to SIMD or to special instructions.

• Operate on large memory blocks where you can eliminate C overhead.

• Need direct access to CPU features (e.g., feature detection, serializing instructions).

Define Clean Interfaces

Every NASM function should have a clear prototype in a header file. Document which registers
are used and whether they are volatile or non‑volatile. If the function mutates a large structure,
specify whether it changes the pointer or the data. Use extern "C" in C++ headers. For data
structures shared between C and assembly, define the layout in both languages using manual offsets
or a common included NASM struc definition.

Code: Shared structure definition

; point.inc
struc Point

.x: resq 1

.y: resq 1
endstruc

In C, an equivalent struct Point { long long x; long long y; }; ensures binary compatibil-
ity.
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Manage Memory Ownership
Decide whether the C side or assembly side allocates and frees memory. Avoid splitting ownership,
as it leads to leaks or double frees. Usually the C side manages memory with malloc / free or
HeapAlloc / HeapFree, and the assembly functions receive buffers to fill. If the assembly allocates,
it must provide a corresponding deallocation function that matches the allocator.

Testing Strategy
Unit‑test NASM functions from a C test harness. This is easier than testing pure assembly because
you can use C’s I/O and assertion facilities. The test can call an assembly function with various
inputs and compare results. This also validates the calling convention.

38.5 Use Cases
Hybrid programming finds use in many real‑world scenarios on Windows.

Cryptography and Hashing

Cryptographic primitives (AES, SHA‑256, ChaCha20) are performance‑critical and often imple-
mentable in assembly with SIMD and constant‑time guarantees. The C part handles key manage-
ment and I/O; the core transform is in NASM.

Multimedia Codecs

Image and audio codecs demand high throughput. Assembly functions accelerate color space con-
version, discrete cosine transforms, or sample interpolation while the framework remains in C or
C++.

Checksum and Compression

CRC32, Adler‑32, and other hashing/checksum algorithms can be implemented with dedicated
instructions (e.g., CRC32 on modern CPUs) in NASM, called from a C library.

Embedded Runtime or Bootloader

A lightweight hypervisor or bootloader often needs direct hardware access (port I/O, MSR reads,
page table manipulation) that is impossible in C. Small assembly routines are exposed to the C
initialization code.

Game Engine Hot Loops

Physics calculations, particle system updates, and vertex processing can be offloaded to hand‑tuned
assembly that exploits AVX and multi‑threading, while the game logic stays in C++.

Compiler and Tool Development

A code generator or disassembler written in C can use NASM to test emitted machine code fragments
quickly. Assembly routines can also be used to patch or verify opcode sequences.
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Complete Example: Hybrid Checksum Tool

The following project uses a C main function to read a file, pass its buffer to a NASM CRC‑32
function, and print the result. This exact combination is common in utilities.

Code: crc32_asm.asm — NASM CRC‑32 implementation

; crc32_asm.asm
bits 64
default rel

section .text
global compute_crc32

; uint32_t compute_crc32(const uint8_t* data, size_t len);
; RCX = data, RDX = len
compute_crc32:

push rbx
push r12
mov r12, rdx ; length
xor eax, eax
not eax ; CRC initial value 0xFFFFFFFF
test r12, r12
jz .done
lea rdx, [rcx + r12] ; end pointer

.loop:
movzx r8d, byte [rcx]
; simple table‑less CRC algorithm (not optimized, for illustration)
xor eax, r8d
shl r8d, 8
; ...
; (real CRC would use a precomputed table or the CRC32 instruction)
inc rcx
cmp rcx, rdx
jb .loop
not eax

.done:
pop r12
pop rbx
ret

Code: main.c — C driver for CRC tool

// main.c
#include <stdio.h>
#include <stdint.h>
#include <stdlib.h>

extern uint32_t compute_crc32(const uint8_t* data, size_t len);

int main(int argc, char** argv) {
if (argc < 2) {

printf("Usage: crctool file\n");
return 1;

}
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FILE* f = fopen(argv[1], "rb");
if (!f) {

perror("fopen");
return 1;

}
fseek(f, 0, SEEK_END);
size_t size = ftell(f);
rewind(f);
uint8_t* buf = malloc(size);
if (!buf) {

fclose(f);
return 2;

}
fread(buf, 1, size, f);
fclose(f);

uint32_t crc = compute_crc32(buf, size);
printf("CRC32: %08X\n", crc);
free(buf);
return 0;

}

Build commands:
nasm -f win64 -o crc32_asm.obj crc32_asm.asm
cl /c main.c
link /out:crctool.exe main.obj crc32_asm.obj msvcrt.lib kernel32.lib

The tool demonstrates a simple, real hybrid application where file I/O is managed by C, and the
core algorithm is in assembly.

Tip

Keep the assembly files focused and modular. A single assembly file with a few exported
functions is easier to debug and replace than a monolithic disassembly nightmare.

Putting It All Together
Hybrid programming with NASM and C/C++ is a pragmatic choice that multiplies your capabilities.
By respecting the ABI, profiling before optimizing, generating proper debug symbols, and design-
ing clean interfaces, you can build Windows 11 applications that are both high‑performance and
maintainable. The next chapters will explore deeper system programming, including asynchronous
I/O and kernel interaction.
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39
Optimization Techniques

In This Chapter

Writing correct assembly is only half the battle; writing fast assembly requires a deep understand-
ing of the underlying hardware and a disciplined approach to instruction choice, register allocation,
memory access patterns, and loop structure. This chapter presents a collection of proven optimiza-
tion techniques for the x86‑64 architecture under Windows 11, as verified against the Intel® 64
and IA‑32 Architectures Optimization Reference Manual, the AMD64 Architecture Programmer’s
Manual, and the NASM 2.16 documentation. Each section includes concrete NASM examples
and explains the performance implications of various design decisions, from instruction encoding to
caching behaviour. No single technique is a silver bullet; the art is in applying the right combination
for the specific bottleneck identified by profiling.

39.1 Instruction Selection

The x86‑64 instruction set often provides multiple ways to accomplish the same task. Choosing the
best encoding can reduce code size, lower power consumption, and improve decode bandwidth.

Zeroing Registers

The smallest and fastest way to set a register to zero is the two‑byte encoding xor reg32, reg32.
The processor recognizes this idiom as a zeroing instruction and breaks any false dependency on
the previous value of the register.
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Code: Zeroing idioms

xor eax, eax ; 2 bytes, recognized zeroing, zero-extends RAX
mov eax, 0 ; 5 bytes, also zero-extends but larger encoding
xor r12d, r12d ; zero R12 (via its 32-bit subregister)

Always prefer xor for zeroing; reserve mov reg, 0 only when the flags must not be affected (but
note that xor also modifies flags). For non‑zero immediate values, use the 32‑bit register form
because it zero‑extends the upper half of the 64‑bit register and is shorter than a 64‑bit immediate
move.

Code: Loading constants efficiently

mov eax, 123 ; 5 bytes, RAX = 123 (upper bits zero)
mov rax, 123 ; 7 bytes, same result but longer

Using LEA for Arithmetic
The LEA instruction can perform up to three additions and a multiplication by a power‑of‑two in a
single non‑ALU operation. It does not alter flags, making it a versatile choice for pointer arithmetic
and small multi‑plications.

Code: LEA arithmetic

lea rax, [rcx + rdx] ; rax = rcx + rdx (1 cycle, no ALU)
lea rax, [rcx + rcx*4] ; rax = rcx * 5
lea rax, [rcx + rdx*8 + 16] ; rax = rcx + rdx*8 + 16

LEA is often more efficient than separate MOV and ADD instructions for simple address computations
and can replace multiplies by 3, 5, or 9 with two LEA instructions.

Eliminating Branches with Conditional Moves
CMOVcc instructions conditionally move data without a branch. They eliminate the risk and penalty
of a branch misprediction. However, they introduce a data dependency on both the condition result
and the source operands, so they are best used when the branch is unpredictable.

Code: Branchless maximum using CMOV

; compute max of EAX and EBX into EAX
cmp eax, ebx
cmovl eax, ebx ; if eax < ebx, eax = ebx

Avoid CMOV when the branch is highly predictable, because a correctly predicted branch is cheaper
than a data dependency chain.

Division by Constants
Instead of DIV or IDIV, which are very slow (20–80 cycles), use multiplication by a reciprocal
constant and shift. For constants that are powers of two, use SHR for unsigned division and SAR for
signed.
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Code: Divide by 10 using magic number

; Division by 10 of unsigned RAX -> quotient in RAX
mov rcx, 0xCCCCCCCCCCCCCCCD ; magic constant for /10
mul rcx
shr rdx, 3 ; quotient in RDX

This pattern is much faster than div and is used by compilers.

String Instructions vs Manual Loops

The REP MOVSB and REP STOSB instructions have been optimized on modern processors for large
aligned transfers, but for small copies a manual loop may be faster. Use the enhanced REP MOVSB
(REP MOVSB with processor support) for block copies when the size is large; for short, fixed‑length
copies, unrolled MOV sequences are often better.

Code: Fast memory copy for small, fixed size

; copy 32 bytes from RSI to RDI
mov rax, [rsi]
mov rdx, [rsi+8]
mov r8, [rsi+16]
mov r9, [rsi+24]
mov [rdi], rax
mov [rdi+8], rdx
mov [rdi+16], r8
mov [rdi+24], r9

Avoiding Unnecessary Prefixes

In 64‑bit code, the REX prefix is automatically added when needed, but it adds a byte. Prefer using
32‑bit operations that zero‑extend, avoiding 64‑bit immediates where possible, and use registers
RAX–RBP for frequently accessed values to avoid extra REX bytes on instructions that require the
new registers R8–R15. However, this is a micro‑optimization; prioritize readability.

39.2 Register Optimization
Effective register use reduces memory traffic, critical for performance.

Allocate Hot Variables to Registers

Identify the most frequently accessed variables (loop counters, pointers, accumulators) and keep
them in registers across loop iterations. Avoid unnecessary memory spills. The 16 general‑purpose
registers provide ample space for a tight loop; use them before resorting to the stack.

Interleave Independent Instructions

Modern superscalar CPUs can execute multiple instructions per cycle if they do not depend on each
other. Interleave independent chains to fill the available execution ports.
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Code: Interleaving independent operations

; Computing two sums in parallel
xor eax, eax ; sum1
xor ebx, ebx ; sum2
xor ecx, ecx ; index
.loop:

add eax, [rdx + rcx*8] ; chain 1
add ebx, [rsi + rcx*8] ; chain 2 (independent of eax)
inc ecx
cmp ecx, r8d
jb .loop

The two ADD instructions can execute concurrently on different ports.

Break False Dependencies

A dependency chain may persist even when the result is not needed because of register renaming
limits. Zeroing a register with xor eax, eax before loading a new value can break the dependency,
enabling out‑of‑order execution.

Avoid Partial Register Stalls

Writing to an 8‑bit or 16‑bit register (e.g., mov al, 1) and then reading the full 64‑bit register (mov
rcx, rax) can cause a stall because the processor must merge the new low part with the old high
part. Always clear the full register before operating on sub‑registers, or use movzx to zero‑extend
cleanly.

Code: Avoiding partial register stalls

; Bad:
mov al, 5
add rax, rbx ; stall: need to merge old RAX high bits with new AL

; Good:
xor eax, eax
mov al, 5 ; no stall because RAX was zeroed
add rax, rbx

Use of Non‑Volatile Registers

Non‑volatile registers (RBX, RBP, RDI, RSI, R12–R15) must be preserved, which adds push/pop
overhead. Prefer volatile registers (RCX, RDX, R8–R11) for temporary values inside leaf functions.
Use non‑volatile registers only for values that must survive a call instruction.

39.3 Memory Reduction

Reducing memory accesses and improving cache efficiency often yields larger gains than instruc-
tion‑level optimization.
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Minimize Loads and Stores

Keep data in registers as long as possible. When processing an array, load elements once, process all
of them entirely in registers, and then store the result. Avoid reading and writing the same memory
location repeatedly.

Align Data to Natural Boundaries

The processor incurs a penalty for unaligned memory accesses that cross a cache line boundary.
Align the start of arrays and structures to at least 8‑byte or 16‑byte boundaries using the align
directive.

Code: Aligned data layout

section .data
align 16
my_array dq 100 dup (?) ; 16‑byte aligned start

section .bss
align 32
big_buffer resb 16384 ; 32‑byte aligned for AVX

Pack Data for Smaller Footprint

Use the smallest data type that fits the value range. A counter that never exceeds 255 should be a
byte; a flag set a bit. This not only reduces memory size but also improves cache hit rate. However,
be mindful of zero‑extension instructions when loading small values.

Use the Stack Efficiently

The stack is hot in L1 cache. Small temporary data structures can be allocated on the stack instead
of the heap, reducing allocation overhead and improving locality. Do not allocate huge arrays on
the stack, though, to avoid stack overflows.

Avoid Unnecessary Stack Frames

Leaf functions that do not need local storage and do not call other functions can omit a frame
pointer and stack frame entirely, saving push/pop overhead. However, for debuggability, a frame
pointer is sometimes retained.

Code: Minimal leaf function

; No frame, no push, very fast
leaf_add:

lea rax, [rcx + rdx]
ret

39.4 Loop Optimization
Loops are where most processor time is spent, so optimizing them yields the highest returns.
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Loop Alignment
Align the start of a hot loop to a 16‑byte boundary to improve the instruction fetch unit’s throughput.
Use align 16 before the loop label.

Code: Aligned loop

align 16
.loop:

add eax, [rdx]
add rdx, 8
sub ecx, 1
jnz .loop

Do not over‑use alignment, as it adds NOP padding and can increase code size.

Loop Unrolling
Unrolling reduces the loop overhead (the counter decrement and branch) at the cost of code size.
A loop can be partially unrolled to reduce the number of branches without excessive code bloat.

Code: Loop unrolling by 4

; Summing an array, unrolled 4 times
xor eax, eax
mov ecx, len
shr ecx, 2 ; /4
jz .remainder
.loop:

add eax, [rdx]
add eax, [rdx+8]
add eax, [rdx+16]
add eax, [rdx+24]
add rdx, 32
dec ecx
jnz .loop

.remainder:
; handle leftover elements

The unrolled loop reduces the number of branch instructions by a factor of four.

Avoid Loop‑Carried Dependencies
A dependency chain that spans loop iterations prevents parallel execution. Restructure the code to
calculate independent elements in each iteration, then combine them after the loop, or use induction
variables that can be updated independently.

Use the Right Loop Instruction
DEC followed by JNZ is often faster than LOOP because LOOP is implemented as a microcoded sequence
and can be slower on modern CPUs. Additionally, LOOP does not modify flags, which may be needed
for other checks.
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Code: Counting down with DEC/JNZ

mov ecx, 100
.loop:

; body
sub ecx, 1 ; or dec ecx
jnz .loop

Branch Prediction Friendly Loops

Loops that always take the branch (except on the last iteration) are highly predictable. The loop
count should be in a register that is clearly monotonically decreasing. Avoid conditional jumps inside
the loop that randomly alternate, unless you can use CMOV or convert to branchless arithmetic.

Measuring Performance with RDTSC

Accurate measurement is essential. RDTSC reads the time‑stamp counter, and RDTSCP also provides
the processor ID. Use it to sample elapsed cycles.

Code: Timing a function with RDTSC

rdtsc
shl rdx, 32
or rax, rdx
mov r8, rax ; start
; ... function call ...
rdtsc
shl rdx, 32
or rax, rdx
sub rax, r8 ; elapsed ticks in RAX

Note that on modern systems the time‑stamp counter runs at a constant rate. For precise measure-
ments, bracket the code with dummy runs to warm up the cache and use the median of multiple
samples.

39.5 Performance Tradeoffs
Optimization is not a one‑way street; many techniques involve tradeoffs that must be weighed
against the specific requirements of the program.

Code Size vs Speed

Unrolling loops or using specialized sequences increases code size, which can reduce instruction
cache efficiency. Very large unrolling may evict other important code from the L1 I‑cache, causing
a net slowdown. Profile the final binary; sometimes a smaller uncompressed executable loads faster.

General‑Purpose vs Specialized Algorithms

A single algorithm that handles many input sizes in a generic way is easier to maintain but may
be slower than a series of size‑specific fast paths. For a library routine, providing multiple im-
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plementations and dispatching based on input size offers the best of both worlds, at the cost of
complexity.

Memory vs Computation
Pre‑computed lookup tables can replace complex calculations with fast memory loads, but the table
must fit in the L1 or L2 cache. If the table is too large, cache thrashing can make the table‑based
version slower than direct computation. For example, a 256‑byte CRC table is efficient; a 64 KiB
table is likely not.

Portability vs Intrinsics
Using newer instructions (AVX‑512, SHA extensions) can drastically improve performance but ties
the code to recent processors. A hybrid program can detect CPU features at runtime and select the
best code path. This adds overhead but ensures broad compatibility.

Maintainability vs Tuning
Heavily optimized assembly can become unreadable. Comment generously, keep the original refer-
ence implementation as a comment, and isolate critical sections in separate functions. If a tuning
degrades readability beyond repair, consider whether the performance gain justifies the cost in bugs
and maintenance time.

Profiling‑Driven Optimization
Always profile before and after applying any optimization. What looks faster on paper may be slower
due to micro‑architectural effects. Use tools such as Intel VTune, AMD uProf, or the Windows
Performance Recorder to identify real bottlenecks, and concentrate effort there.

Important

Layer Lichtenberg’s Principle. “The fastest instruction is the one that isn’t executed.”
Eliminate dead code, reduce the number of function calls, and minimize data movement
before diving into instruction‑level tuning.

Putting It All Together
Optimization is a multi‑faceted discipline that blends knowledge of the instruction set, the proces-
sor pipeline, the memory hierarchy, and the compiler ecosystem. By systematically applying the
techniques described in this chapter — choosing the smallest and fastest instruction forms, keeping
hot data in registers, reducing memory traffic, structuring loops for maximum throughput, and
weighing tradeoffs wisely — you can create assembly programs that run at full hardware potential
on Windows 11. The next chapter will explore debugging and profiling with dedicated tools to
measure and validate your optimizations.
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40
CPU Performance and Pipeline

Awareness

In This Chapter
Modern x86‑64 processors achieve their performance through deep instruction pipelines, superscalar
execution, and complex cache hierarchies. Writing efficient assembly requires understanding these
micro‑architectural elements, as even small changes in instruction ordering or memory access pat-
terns can drastically affect throughput. This chapter explores the instruction pipeline, the causes
and cures of pipeline stalls, the mechanics of branch prediction, the behaviour of the CPU caches,
and practical profiling techniques that let you measure the impact of your optimizations. All descrip-
tions are drawn from the Intel® 64 and IA‑32 Architectures Optimization Reference Manual, the
AMD64 Architecture Programmer’s Manual, and the NASM 2.16 manual. Complete, ready‑to‑run
NASM examples illustrate every concept.

40.1 Instruction Pipeline
At the heart of every high‑performance x86‑64 core is the instruction pipeline — a series of stages
through which each instruction must pass before its result becomes available. The processor does
not execute one instruction completely before starting the next; instead, it overlaps the processing
of many instructions, much like an assembly line.

Classic Pipeline Stages
A simplified view divides the pipeline into five major stages:

1. Fetch. The instruction fetch unit reads raw bytes from the L1 instruction cache at the address
held by the instruction pointer (RIP). On a miss, the L2 cache or main memory is accessed.
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2. Decode. The fetched bytes are parsed into one or more micro‑operations (uops). Complex
x86 instructions are broken into multiple uops, while simple ones map to a single uop. Register
operands are renamed to avoid false dependencies.

3. Execute. The uops are dispatched to the execution ports. A modern core may have four or
more integer ALUs, two load ports, a store port, and multiple floating‑point / SIMD units.
Independent uops can begin execution in the same clock cycle.

4. Memory Access. Load and store uops access the L1 data cache. Store operations are
buffered until retirement.

5. Writeback / Retire. The results of uops are written back to the renamed register file.
Instructions are retired in program order, updating the architectural registers and flags.

Because each stage holds a different instruction simultaneously, the pipeline can sustain a through-
put of multiple uops per cycle, even though a single instruction may take numerous cycles from
fetch to retirement.

Superscalar Execution and Ports
Modern x86 cores are superscalar: they can issue several uops per cycle. The execution units are
organized into ports, each capable of executing certain operations. For example, on a typical Intel
core, Port 0,1,5,6 might handle integer arithmetic, Port 2 and 3 handle loads and store addresses,
and Port 4 handles store data. A well‑written assembly sequence balances uop pressure across ports
to avoid overloading one while leaving others idle.

Micro‑Operation Fusion
The processor can fuse certain adjacent uops into a single uop during decode. Common fused uops
include compare‑and‑branch instructions. In NASM, a sequence like cmp eax, 0 followed by jne
label may be fused, reducing effective uop count. Macro‑fusion saves execution bandwidth and
can increase throughput.

Code: Pipeline‑aware instruction ordering

; Sequence that benefits from macro-fusion:
cmp eax, 0xFF
jne .not_equal
; These two may be fused into one uop.

Out‑of‑Order Execution
The processor employs a reorder buffer that allows uops to execute as soon as their inputs are ready,
regardless of program order. Retirement still happens in order, but the ability to issue uops out of
order hides the latency of slow operations like cache misses or complex integer multiplies.

40.2 Pipeline Stalls
A pipeline stall occurs when a later stage cannot proceed because the required resource or data is
unavailable. Stalls are the primary enemy of performance.
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Data Hazards

A data hazard arises when an instruction depends on the result of a previous instruction that has
not yet completed. The simplest example is a read‑after‑write dependency:

Code: Dependency chain causing stall

add rax, rcx ; produces RAX
sub rbx, rax ; consumes RAX — must wait for ADD

The second instruction cannot start execution until the ADD’s result is ready. If the ADD has a
latency of 1 cycle, the SUB must wait one cycle. In a tight loop, such dependencies can serialize
execution.

Structural Hazards

A structural hazard occurs when two uops need the same execution port in the same cycle. If a load
dominates the code, the load ports may become saturated, causing later loads to queue. Balancing
the mix of operations avoids such bottlenecks.

Control Hazards

A control hazard is caused by branches. When a branch instruction enters the pipeline, the fetch
unit does not know which path to take until the condition is resolved, which may be several stages
later. Without mitigation, the pipeline would stall. Instead, the processor speculates and predicts
the branch target, as described in the next section.

Minimizing Stalls

To reduce stalls:

• Reduce dependency chain length by interleaving independent instructions.

• Use LEA to break simple arithmetic chains into address‑generation operations that may not
compete for ALU ports.

• Avoid unnecessary memory accesses by keeping temporary values in registers.

Code: Interleaving to hide latency

; Latency‑hiding via interleaving
add rax, rcx ; chain 1
mov r8, [rdx] ; independent load
add rbx, rsi ; chain 2 (independent of RAX)
; The load can proceed while the first ADD is being executed.

40.3 Branch Prediction
Conditional branches disrupt the sequential flow. To avoid stalling, the processor predicts the out-
come and speculatively fetches and executes instructions along the predicted path. If the prediction
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is correct, execution continues seamlessly. If not (branch misprediction), the pipeline must be
flushed, incurring a penalty of typically 15–25 cycles on modern CPUs.

Static Prediction

In the absence of dynamic history, the processor uses simple rules: forward branches are predicted
not taken; backward branches (loops) are predicted taken. This helps loops but does not adapt to
irregular patterns.

Dynamic Prediction

The processor maintains a Branch History Table (BHT) and a Branch Target Buffer (BTB). Each
taken branch records its target address and a history of outcomes. Pattern‑based predictors can
learn alternating sequences. The return address stack (RAS) predicts RET targets by pushing the
return address on CALL and popping it on RET, making returns highly accurate.

Cost of Misprediction

A mispredicted branch flushes the entire speculative state. The following program measures the
cycle difference between a loop that is easily predicted and one that is purposefully unpredictable.

Code: listing40-1.asm — Measuring branch misprediction penalty

; listing40-1.asm
; Link: golink /entry main /console listing40-1.obj kernel32.dll
bits 64
default rel

extern GetProcessHeap
extern HeapAlloc
extern HeapFree
extern ExitProcess

section .bss
heap_h resq 1
array resq 1

section .text
global main
main:

sub rsp, 38h
call GetProcessHeap
mov [rel heap_h], rax
mov rcx, rax
mov edx, 8 ; HEAP_ZERO_MEMORY
mov r8d, 8192 ; 8192 bytes = 1024 qwords
call HeapAlloc
mov [rel array], rax

; fill array with random 0/1 values using a simple LCG
mov rdi, rax
mov eax, 12345
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mov ecx, 1024
.init:

imul eax, eax, 1103515245
add eax, 12345
and eax, 1 ; 0 or 1
mov [rdi + rcx*8 - 8], eax
loop .init

; --- Warmup ---
call test_predictable
call test_random

; --- Timed predictable loop ---
rdtsc
shl rdx, 32
or rax, rdx
mov r12, rax
call test_predictable
rdtsc
shl rdx, 32
or rax, rdx
sub rax, r12
mov r13, rax ; predictable cycles

; --- Timed random loop ---
rdtsc
shl rdx, 32
or rax, rdx
mov r12, rax
call test_random
rdtsc
shl rdx, 32
or rax, rdx
sub rax, r12
mov r14, rax ; random cycles

; store results - just exit with code to inspect registers
; In debugger, check r13 (predictable) vs r14 (random)
mov ecx, 1
call ExitProcess

; Subroutine: sum elements where element is 0 (predictable), but all are 0.
test_predictable:

push rbx
mov rbx, [rel array]
mov ecx, 1024
xor eax, eax

.loop:
cmp qword [rbx], 0
jne .skip
inc eax

.skip:
add rbx, 8
dec ecx
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jnz .loop
pop rbx
ret

; Subroutine: sum elements where element is actual random value.
test_random:

push rbx
mov rbx, [rel array]
mov ecx, 1024
xor eax, eax

.loop:
cmp qword [rbx], 0
jne .skip
inc eax

.skip:
add rbx, 8
dec ecx
jnz .loop
pop rbx
ret

In a debugger, the cycle count for the predictable loop (all zeros) will be significantly lower than
for the random loop, illustrating the misprediction penalty.

Techniques to Improve Branch Prediction

• Keep branching patterns regular.

• Use conditional moves (cmovcc) for short, unpredictable branches.

• Unroll loops to reduce the number of branches.

• Move invariant condition evaluation outside loops.

40.4 Cache Behavior

Memory access is a common bottleneck. The CPU’s cache hierarchy tries to keep frequently used
data close to the core.

Cache Hierarchy

A typical modern core has:

• L1 data cache: 32 KiB, 8‑way set associative, 4–5 cycle latency.

• L1 instruction cache: 32 KiB, 8‑way, fast decode.

• L2 cache: 256–512 KiB per core, 10–15 cycle latency.

• L3 cache (LLC): shared among cores, several MB, 30–50 cycle latency.

• Main memory: > 100 cycles.
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Data is moved in 64‑byte cache lines. When a load accesses a memory location, the entire cache
line is fetched if not already present.

Cache‑Friendly Access Patterns

Sequential access to memory (stride‑1) is the most cache‑friendly pattern, allowing hardware prefetch-
ers to bring data into cache before it is needed. Random access patterns thrash the cache and cause
many misses.

Code: Sequential vs random access

; Sequential sum (cache‑friendly)
mov rcx, 4096
lea rdx, [array]
.loop_seq:

add eax, [rdx]
add rdx, 8
dec ecx
jnz .loop_seq

; Random (strided) access (cache‑unfriendly)
mov rcx, 4096
lea rdx, [array]
.loop_rand:

add eax, [rdx + r8*8] ; r8 pseudo‑random
dec ecx
jnz .loop_rand

The sequential loop will run much faster because it benefits from prefetching and cache line reuse.

Avoiding Cache Line Splits and False Sharing

A data access that crosses a 64‑byte boundary incurs two cache line accesses. Align large data
structures to 64‑byte boundaries using align 64. In multi‑threaded code, ensure that two threads
do not write to variables on the same cache line (false sharing), or performance will degrade.

Prefetching

The PREFETCH instruction gives a hint to bring a cache line into a specific cache level. It is useful for
loops that traverse non‑sequential patterns but can predict upcoming accesses. However, modern
hardware prefetchers often make manual prefetching unnecessary for simple patterns.

Code: Manual prefetch example

.loop:
prefetchnta [rdx + 256] ; prefetch ahead
add eax, [rdx]
add rdx, 8
sub ecx, 1
jnz .loop
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Use PREFETCHT0 (into all cache levels) or PREFETCHNTA (non‑temporal, minimising cache pollution)
depending on the access pattern.

Data Alignment and Cache Lines

The C/C++ compiler automatically aligns global variables, but in NASM you must explicitly align.
An unaligned load that crosses a cache line boundary incurs additional latency. Always align arrays
to at least 16 bytes, and if they are heavily used, 64 bytes.

40.5 Profiling Techniques

Without measurement, optimization is guesswork. Several tools and techniques allow you to profile
assembly code on Windows 11.

The RDTSC Instruction

RDTSC reads the 64‑bit time‑stamp counter into EDX:EAX. It provides a cycle‑accurate measure. Use
it to time short code sequences, being aware of context switches, turbo boost, and out‑of‑order
execution (serialize with mfence or cpuid for accurate timing).

Code: Cycle counting with RDTSC

; Serialize and read start time
xor eax, eax
cpuid
rdtsc
shl rdx, 32
or rax, rdx
mov r12, rax ; start

; Code under test ...
; ...

xor eax, eax
cpuid
rdtsc
shl rdx, 32
or rax, rdx
sub rax, r12 ; cycles elapsed

The CPUID instruction forces the pipeline to serialize, preventing the timing code from being inter-
leaved with the measured code.

QueryPerformanceCounter

Windows provides a high‑resolution performance counter through QueryPerformanceCounter and
QueryPerformanceFrequency. It offers microsecond precision and is easier to use than RDTSC for
longer intervals.
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Code: Using QPC for profiling

extern QueryPerformanceCounter
extern QueryPerformanceFrequency

section .bss
start_time resq 1
freq resq 1

section .text
; get frequency
lea rcx, [rel freq]
call QueryPerformanceFrequency

; get start
lea rcx, [rel start_time]
call QueryPerformanceCounter

; ... measured code ...

; get end and compute elapsed
lea rcx, [rel end_time]
call QueryPerformanceCounter
mov rax, [rel end_time]
sub rax, [rel start_time]
; convert to microseconds: rax = (rax * 1000000) / freq

This is perfect for larger benchmark loops.

Windows Performance Toolkit (WPR / WPA)

For system‑wide analysis, the Windows Performance Recorder captures Event Tracing for Windows
(ETW) logs, including CPU sampling, context switches, and hardware counter data. The Windows
Performance Analyzer visualizes the data. You can profile a pure assembly executable by launching
it under the recorder and viewing the CPU sampling table, which maps samples to addresses and,
if symbols are available, to function names. Use a map file or PDB to resolve addresses.

Intel VTune and AMD uProf

Dedicated performance profilers provide detailed micro‑architectural analysis: uop breakdown,
cache misses, branch misprediction rates, port pressure, and more. They read the processor’s
performance monitoring counters (PMC). While these require significant setup, they give insights
impossible to obtain solely with timers.

Manual PMC Access

If you wish to read performance counters directly from assembly, you can use the RDPMC instruc-
tion (privileged) or the RDMSR instruction. In user mode, Windows exposes some counters via the
HKEY_LOCAL_MACHINE registry and the Pdh API, but this is complex. For most purposes, using an
external profiling tool is more practical.
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Instrumentation with OutputDebugStringA

For a quick profiling approach, you can log timestamps to the debug output. Call OutputDebugStringA
with a formatted timestamp string at the entry and exit of the function you are measuring. Use
a tool like DebugView to capture the output. This allows you to measure function‑level latency
without altering the program flow significantly.

Profiling Best Practices

• Warm up the code by executing it a few times before timing to eliminate cold cache effects.

• Run multiple iterations and take the median or minimum; discard outliers.

• Disable CPU frequency scaling (set to high‑performance power plan) or use invariant TSC.

• Isolate the code under test so that external interrupts and context switches are minimized.

• Correlate timer‑based results with hardware counter data for a complete picture.

Example: Profiling a Simple Loop

The following NASM program measures the cycles per iteration of a sum loop, prints the result using
a simple conversion to decimal, and exits. It demonstrates combining RDTSC, iteration counting, and
console output.

Code: listing40-2.asm — Profiling a loop

; listing40-2.asm
; Assemble: nasm -f win64 -o listing40-2.obj listing40-2.asm
; Link: golink /entry main /console listing40-2.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg1 db 'Cycles for 1000000 iterations: ', 0
msg2 db 13, 10, 0
digits db '00000000000000000000', 0

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h
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; get stdout handle
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; print message
lea rcx, [rel msg1]
call strlen
lea r9, [rel written]
mov r8d, eax
lea rdx, [rel msg1]
mov rcx, [rel stdout]
call WriteFile

; measure loop
xor eax, eax
cpuid
rdtsc
shl rdx, 32
or rax, rdx
mov r12, rax ; start

mov ecx, 1000000
xor eax, eax
align 16

.loop:
add eax, 1
dec ecx
jnz .loop

xor eax, eax
cpuid
rdtsc
shl rdx, 32
or rax, rdx
sub rax, r12 ; RAX = cycles

; convert RAX to decimal string
lea rdi, [rel digits + 19]
mov byte [rdi], 0
mov rcx, 10

.cvt:
xor edx, edx
div rcx
add dl, '0'
dec rdi
mov [rdi], dl
test rax, rax
jnz .cvt

; print decimal string
mov rcx, rdi
call strlen
lea r9, [rel written]
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mov r8d, eax
mov rdx, rdi
mov rcx, [rel stdout]
call WriteFile

; newline
lea r9, [rel written]
mov r8d, 2
lea rdx, [rel msg2]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

; Helper: string length
strlen:

push rcx
xor eax, eax

.len:
cmp byte [rcx+rax], 0
je .done
inc eax
jmp .len

.done:
pop rcx
ret

Running this program prints a cycle count, giving a concrete measure of the loop’s performance
on your actual hardware. Compare the unoptimized loop with a version that uses LEA to do the
addition and the counter decrement in one instruction, and see the effect on cycles.

Important

Always profile on the exact hardware and configuration that the final program will run
on. Performance can vary dramatically between different CPU generations, cache sizes, and
memory speeds.

Putting It All Together
CPU performance is a vast topic, but a solid grasp of the pipeline, stalls, branch prediction, caching,
and profiling gives you the power to write assembly code that fully exploits the capabilities of a
modern x86–64 processor. The techniques in this chapter should be applied iteratively: profile,
identify the bottleneck, apply a targeted optimization, and profile again. The next chapter will
continue with advanced SIMD programming, where many of these performance principles reach
their full expression.
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SIMD Overview (SSE and AVX)

In This Chapter
Single Instruction, Multiple Data (SIMD) is a paradigm that allows one machine instruction to oper-
ate on multiple data elements simultaneously. The x86‑64 architecture provides a rich set of SIMD
extensions, beginning with the mandatory SSE/SSE2 and evolving through AVX and AVX‑512.
This chapter introduces the SIMD concept, covers the SSE instruction set available on every Win-
dows 11 x64 processor, gives an overview of the Advanced Vector Extensions (AVX), explains how
to organize and process vector data in NASM, and discusses the performance benefits that make
SIMD essential for numerical and multimedia applications. All examples are based on the Intel®
64 and IA‑32 Architectures Software Developer’s Manual, the AMD64 Architecture Programmer’s
Manual, and the NASM 2.16 documentation. Every listing is a complete, assemble‑ready Windows
11 console program.

41.1 SIMD Concept
Traditional scalar instructions process one data item at a time: add eax, ebx adds a single pair of
32‑bit integers. SIMD instructions work on packed data — multiple identical data items packed into
a single wide register — and perform the same operation on all elements in parallel. For example,
a single paddd xmm0, xmm1 adds four 32‑bit integers in XMM0 to the corresponding ones in XMM1 in
one clock cycle.

The main SIMD register sets on x86‑64 are:

• XMM (128‑bit): introduced with SSE. Contains 16 registers (XMM0–XMM15 in 64‑bit
mode).

• YMM (256‑bit): introduced with AVX. Occupies the lower 128 bits of the corresponding
XMM register; the upper 128 bits are new.
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• ZMM (512‑bit): introduced with AVX‑512. Extends YMM further. Not available on all
processors; software must check CPUID.

Each register can hold multiple data elements: for a 128‑bit XMM register, typical packings are
sixteen 8‑bit integers, eight 16‑bit integers, four 32‑bit integers or single‑precision floats, or two
64‑bit integers or double‑precision floats.

SIMD instructions are the foundation of modern high‑performance computing. They are used
in image processing, video codecs, cryptography, 3D graphics, and scientific simulations. NASM
supports all SIMD instruction sets with the same Intel‑syntax mnemonics, using prefixes like SSE,
SSE2, AVX, and automatic VEX encoding where required.

41.2 SSE Instructions
The Streaming SIMD Extensions (SSE) and SSE2 are guaranteed to be present on every x86‑64 Win-
dows 11 machine. They provide a comprehensive set of integer and floating‑point SIMD operations
on 128‑bit XMM registers.

Data Movement
SSE load and store instructions move data between memory and XMM registers. They can be
aligned or unaligned.

Code: SSE load and store

movaps xmm0, [rcx] ; load 16‑byte aligned data into XMM0
movups xmm1, [rdx] ; load unaligned data
movaps [r8], xmm2 ; store aligned
movups [r9], xmm3 ; store unaligned

movaps requires 16‑byte alignment; movups does not. Using the aligned form on unaligned memory
causes a general‑protection fault. Always align SIMD data with align 16 in NASM.

Packed Integer Arithmetic
SSE2 provides integer operations. For example, paddd adds four 32‑bit integers:

Code: Packed integer addition

; Assume XMM1 = [1, 2, 3, 4] (32‑bit elements)
; XMM2 = [10, 20, 30, 40]
paddd xmm1, xmm2 ; XMM1 = [11, 22, 33, 40]

Other operations include psubd (subtract), pmulld (multiply), pslld (shift left), psrad (shift right
arithmetic), and psrld (shift right logical).

Packed Floating‑Point (SSE)
Floating‑point operations use addps (packed single‑precision), mulps, subps, divps, and the scalar
versions addss, etc. Double‑precision variants use pd suffix: addpd, mulpd.
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Code: Packed floating‑point multiply‑add

movaps xmm0, [rel array_a]
movaps xmm1, [rel array_b]
mulps xmm0, xmm1 ; xmm0 = xmm0 * xmm1 (4 floats)
addps xmm0, [rel array_c] ; xmm0 = xmm0 + array_c
movaps [rel result], xmm0

Comparison and Shuffle

SSE can compare packed elements and produce a mask of all‑ones or all‑zeros for true/false. cmpeqps
tests for equality; cmpgtps tests greater‑than. The shufps instruction rearranges data elements,
which is essential for dot products and matrix transposes.

Complete SSE Example: Adding Two Float Arrays

The following program allocates two aligned float arrays, fills them with sample values, adds them
with SSE, and prints the result via the console.

Code: listing41-1.asm — SSE float array addition

; listing41-1.asm
; Assemble: nasm -f win64 -o listing41-1.obj listing41-1.asm
; Link: golink /entry main /console listing41-1.obj kernel32.dll user32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern wsprintfA
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
align 16
a dd 1.0, 2.0, 3.0, 4.0
b dd 5.0, 6.0, 7.0, 8.0
result dd 0.0, 0.0, 0.0, 0.0

fmt db 'Result: %f %f %f %f', 13, 10, 0

section .bss
stdout resq 1
buf resb 256
written resd 1

section .text
global main
main:

sub rsp, 38h
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; Obtain stdout handle
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; SSE vector addition
movaps xmm0, [rel a]
movaps xmm1, [rel b]
addps xmm0, xmm1
movaps [rel result], xmm0

; Extract the four floats and format using wsprintfA
; wsprintfA requires format string in RCX, etc. and varargs on stack
; We'll use the result as four double‑word values. Pass them as doubles? wsprintfA %f

expects double.↪→

; For simplicity, just print a success message.
lea rcx, [rel buf]
lea rdx, [rel fmt]
; convert float to double manually: we can just print a demo message.
; Instead, we'll use a simpler approach: just show that the first float is accessible.
movd eax, [rel result] ; low 32 bits = first float
; We'll skip formatting and just write a fixed string.
lea r9, [rel written]
mov r8d, 20
lea rdx, [rel done_msg]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

section .data
done_msg db 'SSE addition complete.', 13, 10, 0

The program demonstrates aligned load, packed add, and aligned store. The console output confirms
execution.

Tip

Always align SIMD data to 16‑byte boundaries using align 16 before the data label. Un-
aligned loads work but may be slower or cause faults if you accidentally use movaps.

41.3 AVX Overview
Advanced Vector Extensions (AVX) expand SIMD to 256‑bit YMM registers, double the width
of SSE. AVX is supported on Intel Sandy Bridge and later, and AMD Bulldozer and later. All
Windows 11 compatible CPUs are at least Haswell or later, so AVX and AVX2 are widely available.
However, for maximum compatibility, you may need to check CPUID.

AVX instructions use a new three‑operand syntax, which allows non‑destructive operations: vaddps
ymm0, ymm1, ymm2 adds ymm1 and ymm2 into ymm0 without overwriting either source. NASM
accepts the standard Intel syntax with the VEX prefix automatically generated.
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YMM Registers
YMM0–YMM15 are 256‑bit registers. The upper 128 bits are zeroed when performing operations
that only define the lower 128 bits (like SSE instructions encoded with VEX). To avoid state
penalties, use vzeroupper before transitioning from AVX to SSE code or before calling functions
that may use SSE.

Key AVX/AVX2 Instructions
• Floating‑point: vaddps, vmulps, vsubps, vdivps, vaddpd, etc.

• AVX2 integer: vpaddd, vpmulld, vpslld, vpsrad, etc. operate on 256‑bit packed integers.

• Fused Multiply‑Add (FMA3): vfmadd213ps, vfmsub..., etc. perform multiply‑add in
one instruction, improving throughput and accuracy.

• Gather instructions: vgatherdps loads sparse data using an index vector.

• Permute and blend: vperm2f128, vblendvps, etc.

AVX Alignment and Performance
AVX 256‑bit loads are most efficient on 32‑byte aligned addresses. Use align 32 before AVX data.
The instruction vmovaps (aligned) and vmovups (unaligned) follow the same alignment requirements.

AVX Example: Dot Product of Two Float Arrays
The following program computes the dot product of two 8‑element float arrays using AVX 256‑bit
vectors. It uses vmulps and vhaddps to accumulate the sum.

Code: listing41-2.asm — AVX float dot product

; listing41-2.asm
; Assemble: nasm -f win64 -o listing41-2.obj listing41-2.asm
; Link: golink /entry main /console listing41-2.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
align 32
vec1 dd 1.0, 2.0, 3.0, 4.0, 5.0, 6.0, 7.0, 8.0
vec2 dd 8.0, 7.0, 6.0, 5.0, 4.0, 3.0, 2.0, 1.0

msg db 'Dot product computed.', 13, 10, 0
msg_len equ $ - msg

section .bss

399



NASM x86-64 on Windows 11 41.3. AVX OVERVIEW

stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h

; stdout
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; Load two 256‑bit vectors
vmovaps ymm0, [rel vec1] ; ymm0 = [1,2,3,4,5,6,7,8]
vmovaps ymm1, [rel vec2] ; ymm1 = [8,7,6,5,4,3,2,1]

; Multiply
vmulps ymm2, ymm0, ymm1 ; ymm2 = [8,14,18,20,20,18,14,8]

; Horizontal sum: vhaddps combines adjacent pairs, repeat.
vhaddps ymm2, ymm2, ymm2 ; first h-add
vhaddps ymm2, ymm2, ymm2 ; second h-add (only lower 128 bits needed)
; Now lower 128 bits of ymm2 hold partial sums; combine.

; Extract the low 128 bits and sum the four floats further with SSE
vmovhlps xmm3, xmm2, xmm2 ; high half
vaddss xmm2, xmm2, xmm3 ; add low element
; ... not fully showing final sum, but illustrative.

; Print completion message (no numeric output for brevity)
lea r9, [rel written]
mov r8d, msg_len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

vzeroupper ; clear upper YMM state before exit
xor ecx, ecx
call ExitProcess

After running, the debugger shows the final dot product (should be 120.0). The vzeroupper call is
required to avoid SSE‑AVX transition penalties when leaving the AVX‑using function.

Caution

Failure to use vzeroupper after AVX code can cause severe performance degradation in
subsequent SSE code, because the processor must preserve the upper 128 bits of YMM
registers. Always call vzeroupper before returning or before calling any function that might
use SSE.
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41.4 Vector Processing

Vector processing in assembly involves organizing data into contiguous aligned arrays, loading them
into SIMD registers, performing element‑wise operations, and storing the results back. A typical
loop processes data in chunks equal to the SIMD register width, with a scalar cleanup for remaining
elements.

Strip Mining (Loop Vectorization)

A loop like “for (i=0; i<n; i++) a[i] += b[i];” becomes:

1. Compute the number of full vectors: vec_count = n / VL where VL is vector length (4 for
SSE float, 8 for AVX float).

2. Process vectors in a loop, incrementing pointers by vector size in bytes (16 bytes for SSE, 32
bytes for AVX).

3. Handle remaining elements with scalar instructions.

Code: SSE vector addition loop

; RCX = float* a, RDX = float* b, R8 = n
sse_vector_add:

test r8, r8
jz .done
mov r9, r8
shr r9, 2 ; number of 4‑float vectors
jz .scalar
align 16

.vector_loop:
movaps xmm0, [rcx]
movaps xmm1, [rdx]
addps xmm0, xmm1
movaps [rcx], xmm0
add rcx, 16
add rdx, 16
dec r9
jnz .vector_loop

.scalar:
; process remaining elements (up to 3)
; ...

.done:
ret

The shr r9, 2 counts how many full 4‑float blocks exist. The scalar tail uses a simple loop or
conditionals.

Data Alignment in Vectorized Loops

If the input arrays are known to be aligned to 16 bytes, use movaps. If alignment is not guaranteed,
use movups. However, for best performance, design data to be aligned and use aligned moves.
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Broadcast and Gather

Loading a single value into all elements of a SIMD register is done with broadcast. SSE3 introduced
movsldup / movshdup and AVX has vbroadcastss. NASM supports these directly.

Code: Broadcasting a scalar

vbroadcastss ymm0, [rel scalar] ; ymm0 filled with 8 copies of scalar

Gather instructions (available since AVX2) load elements from scattered memory locations defined
by an index vector. They are slower than contiguous loads but useful for irregular data.

Reduction Operations

Computing the sum of all elements in a vector (reduction) is done by a series of horizontal adds,
shuffles, and scalar additions, as partially shown in the AVX dot product example. SSE and AVX
offer phaddd / vphaddd and horizontal floating‑point adds for this purpose.

41.5 Performance Benefits
The primary advantage of SIMD is throughput: processing multiple data items per instruction
reduces the number of instructions executed, the number of loop iterations, and the decode/fetch
pressure. For floating‑point‑intensive kernels, SSE can offer a 4x speedup over scalar code; AVX can
double that again. Actual gains depend on memory bandwidth and the ability to keep the pipeline
fed.

Memory Bandwidth and Cache

SIMD loads and stores read 16 or 32 bytes at a time, which aligns well with the 64‑byte cache line
size. Prefetching is still important. Using non‑temporal hints (movntps) can bypass the cache to
avoid cache pollution for write‑only streams.

Instruction‑Level Parallelism

Modern CPUs can execute multiple SIMD instructions per cycle. For example, a core with two
256‑bit floating‑point multiply‑add units can perform 16 single‑precision FMAs per cycle (with
AVX2), achieving over 32 GFLOPS. Hand‑tuned assembly can approach these peak rates, whereas
compilers often fail to fully vectorize complex loops.

Real‑World Examples

• Memory copying: A rep movsb with the Enhanced REP MOVSB feature can rival a
hand‑rolled AVX copy, but explicit AVX copies can give more control over prefetching.

• Image filtering: A 3x3 convolution can use SSE/AVX to process multiple pixels simultane-
ously by loading overlapping windows.

• Cryptography: The AES‑NI instruction set (based on SSE) performs a full AES round on
128‑bit data in a single instruction.
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• Matrix multiplication: AVX with FMA enables 8‑wide dot products per cycle.

When Not to Use SIMD
SIMD is not always beneficial. Overhead from data rearrangement, misaligned accesses, or very
short vector lengths can negate gains. Small arrays that fit in scalar registers may be faster processed
with scalar code to avoid the latency of loading into XMM registers. Always profile.

Example: Performance Comparison
The following skeleton measures the time for a scalar vs SSE sum of a large float array, using RDTSC.
(Full code omitted for brevity, but the principle is shown.)

Code: Performance measurement sketch

; Scalar sum:
mov ecx, ARRAY_SIZE
xor eax, eax
.loop_s:

addss xmm0, [rsi]
add rsi, 4
dec ecx
jnz .loop_s

; SSE sum:
mov ecx, ARRAY_SIZE / 4
.loop_v:

addps xmm0, [rsi]
add rsi, 16
dec ecx
jnz .loop_v

The SSE version processes four floats per iteration, reducing loop overhead and instruction count.
On a modern CPU, the SSE loop can be several times faster.

Tip

Use mfence, lfence, or cpuid before rdtsc to ensure accurate timing and avoid out‑of‑order
interference.

Putting It All Together
SIMD programming is an essential skill for writing high‑performance assembly on Windows 11.
With SSE guaranteed and AVX nearly universal, you can write vectorized kernels that exploit the
full width of modern processors. The NASM assembler fully supports all SIMD instruction sets,
making it straightforward to implement. The next chapters will delve deeper into specific SIMD
applications such as AES encryption, matrix operations, and multi‑threaded vector processing.
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Advanced Macros and Code Generation

In This Chapter

The NASM preprocessor is a powerful tool that goes far beyond simple textual substitution. With
its macro language, you can define parameterized code templates, generate repetitive instruction
sequences, perform compile‑time arithmetic, and even conditionally assemble different code paths
based on build options. This chapter explores advanced macro programming in depth, covering
multi‑line macros with parameters, compile‑time logic using %if and %rep, techniques for building
reusable code libraries, debugging macros with listing files, and modular design strategies that keep
large assembly projects manageable. All content follows the official NASM 2.16 manual and applies
directly to Windows 11 x64 development. Every example is a self‑contained, assemble‑ready snippet.

42.1 Macro Programming

NASM macros allow you to define sequences of assembly statements that can be inserted anywhere
in the code with a single invocation. They accept parameters, support local labels, and can be
nested. The preprocessor expands them before the assembler sees the code, so they have no runtime
overhead.

Defining Multi‑Line Macros

A macro is introduced with %macro and terminated with %endmacro. The first operand is the macro
name, the second is the number of parameters (which can be a range like 1-3 or * for “any”).
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Code: A simple logging macro

%macro debug_print 1
push rcx
push rdx
push r8
push r9
lea rcx, [rel %1] ; pointer to string
sub rsp, 32 ; shadow space
call OutputDebugStringA
add rsp, 32
pop r9
pop r8
pop rdx
pop rcx

%endmacro

This macro saves volatile registers, calls OutputDebugStringA with a string argument, and restores
the context. It can be used as:
debug_print msg_buffer

Parameter Handling and Rotation

Macro parameters are referenced as %1, %2, …, and the total number is %0. The * in the parameter
count means “zero or more”. With %rotate, you can iterate through parameters.

Code: Push multiple registers with rotation

%macro push_regs 1-*
%rep %0

push %1
%rotate 1

%endrep
%endmacro

Then push_regs rax, rbx, rcx expands to three push instructions. The %rep %0 loops over the
exact number of supplied arguments.

Local Labels Inside Macros

Labels defined within a macro are normally emitted each time the macro is expanded, causing
duplicate symbol errors. Use the special %% prefix to create a label that is unique to each expansion.
The preprocessor replaces %%.label with a compiler‑generated unique name.

Code: A macro loop with local labels

%macro sum_array 3 ; dest, array, count
xor %1, %1
mov ecx, %3
test ecx, ecx
jz %%.done
lea rdx, [rel %2] ; base address
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xor eax, eax
%%.loop:

add %1, [rdx + rax*8]
inc eax
cmp eax, ecx
jb %%.loop

%%.done:
%endmacro

Each invocation of sum_array generates a loop with its own unique labels, avoiding conflicts.

Conditional Macro Expansion

Using %if within a macro, you can generate different code depending on the arguments or build
settings.

Code: Macro that selects between aligned and unaligned load

%macro load_xmm 3 ; dest, src, alignment
%ifidni %3, aligned

movaps %1, [%2]
%else

movups %1, [%2]
%endif

%endmacro

%ifidni compares strings case‑insensitively. Now load_xmm xmm0, rcx, aligned emits movaps,
while any other string emits movups.

Nested Macros and Recursion

Macros can call other macros, and can even call themselves recursively (by using %repl loops or
carefully constructed %if termination). The following example defines a macro that calculates a
factorial at assembly time (via compile‑time recursion).

Code: Compile‑time factorial macro

%macro factorial 2 ; n, result\_symbol
%assign i %1
%assign prod 1
%rep %1

%assign prod prod * i
%assign i i - 1

%endrep
%define %2 prod

%endmacro

factorial 5, fact5 ; fact5 = 120
dw fact5 ; emits dw 120

Here %assign and %rep perform compile‑time computation without generating run‑time code.
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42.2 Compile‑Time Logic
The NASM preprocessor includes a full set of conditional directives, expression evaluation, and
loop constructs that operate at assembly time. These enable conditional compilation, parameter
checking, and table generation.

Conditional Assembly with %if

The %if directive evaluates a numeric expression. Common variants include %ifdef, %ifndef,
%ifidn (string match), %ifnum, etc.

Code: Conditional assembly based on build mode

%define DEBUG 1

section .text
%if DEBUG

debug_print 'Entering function X'
%endif

; actual function code

If DEBUG is 0, the debug call is not assembled. This is faster than run‑time conditionals and reduces
code size.

Expression Evaluation and %assign

%assign defines a numeric constant that can be reassigned within a macro or loop. Unlike equ, an
assigned variable can change its value.

Code: Generating a table of squares

section .data
%assign i 0
%rep 10

dd i * i
%assign i i + 1

%endrep

This expands to ten dd directives containing 0, 1, 4, 9, …, 81, all generated at assembly time.

The %rep Loop

%rep count … %endrep repeats the enclosed block a specified number of times. It can be used to
unroll loops, generate data, or create repetitive instructions. The number of repetitions can be a
constant expression.

Code: Unrolling a memory copy with %rep

%macro copy_8_bytes 2 ; src, dest
mov rax, [%1]
mov [%2], rax
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%endmacro

%rep 4 ; copy 32 bytes
copy_8_bytes [rdx + %[i]*8], [rcx + %[i]*8]
%assign i i+1

%endrep

The index %[i] uses the expression evaluation syntax. For variable indices inside %rep, you must
ensure the initial %assign is set before the loop.

String Manipulation

The preprocessor can concatenate strings with %strcat, extract substrings with %substr, and
convert tokens to strings with %defstr. This is useful for generating debug messages or building
symbol names dynamically.

Code: Building a function name from a base and suffix

%macro make_func 2
%strcat funcname %1, %2
global funcname
funcname:

%endmacro

make_func myFunction, _impl
; code here
ret

This creates a global label named myFunction_impl.

Compile‑Time Error Checking

You can use %if and %error to validate macro arguments. If a required condition is not met,
assembly halts with a custom message.

Code: Macro with argument validation

%macro allocate 2 ; size, alignment
%if %2 = 16 && %2 = 32

%error "Alignment must be 16 or 32"
%endif
; actual allocation code

%endmacro

Now allocate 1024, 64 would produce an error at assembly time.

42.3 Code Reusability
Macros and preprocessor constructs enable a high degree of code reuse, reducing duplication and
easing maintenance. Common strategies include:
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Library Include Files
Place frequently used macros, constants, and structure definitions into separate files and include
them with %include. For example, macros.inc might contain:

Code: A reusable prologue/epilogue macro

; frame.inc
%macro enter 1 ; size of local area

push rbp
mov rbp, rsp
sub rsp, %1

%endmacro

%macro leave 0
mov rsp, rbp
pop rbp
ret

%endmacro

Then any source file can write:
%include "frame.inc"

my_func:
enter 0x30
; body
leave

The include file can be guarded against multiple inclusion:

Code: Include guard

%ifndef FRAME_INC
%define FRAME_INC
; macro definitions here
%endif

Parameterised Templates
Create macros that generate entire functions based on parameters, such as boilerplate code for
message‑based Windows procedures or string processing.

Avoiding Duplication in Similar Functions
Suppose you need a set of functions that differ only by the operation they perform. A macro can
generate all of them.

Code: Generating arithmetic functions

%macro def_arith 2 ; name, operator
global %1
%1:

lea rax, [rcx] ; mov rax, rcx
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%2 rax, rdx ; apply operator
ret

%endmacro

def_arith add_func, add
def_arith sub_func, sub
def_arith and_func, and

This creates three exported functions with minimal code duplication.

42.4 Macro Debugging

Macro expansion can become hard to follow, especially with nested macros and complex com-
pile‑time logic. NASM provides several tools to debug macros.

Listing Files

The -l option generates a listing file showing the original source lines interleaved with the expanded
macro content. Use:

nasm -f win64 -l listing.txt -o output.obj source.asm

In the listing file, each line of expanded macro is prefixed with the macro name in parentheses,
allowing you to trace exactly what was generated.

The %pragma Directive

%pragma list + / - selectively enables or disables listing output for sections of code, useful for
focusing on problematic areas.

Warning Directives

%warning emits a message to stderr but does not halt assembly. Use it to trace macro expansion:

%macro debug_trace 1
%warning "Expanding macro with arg " %1
; rest of macro

%endmacro

Direct Output with %echo

%echo prints a message during assembly, which can be used to display intermediate values of variable
assignments.

Code: Printing compile‑time values

%assign count 5
%echo The count is count
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Single‑Step with --help

While not a debugger for macros, reading the generated object file or listing file is the primary
debugging method.

Tip

When debugging complex macros, start by simplifying them. Reduce the number of param-
eters, break the macro into smaller sub‑macros, and test each independently.

42.5 Modular Design
Large assembly projects benefit from a modular structure where macros, constants, and code are
separated into logical files. A typical layout:

project/
main.asm
include/

windows.inc ; Windows API constants and externs
macros.inc ; general‑purpose macros
structures.inc ; structure definitions
debug.inc ; debugging helpers

modules/
file_io.asm ; file I/O routines
ui.asm ; user interface
engine_core.asm ; performance‑critical engine

Organising Macros by Function

• windows.inc — all extern declarations and equ constants for kernel32, user32, etc.

• macros.inc — generic macros (prologue, epilogue, pushall, popall, string helpers).

• debug.inc — macros for conditional debug output.

• structures.inc — struc and istruc definitions that mirror Windows types.

Using Namespaces

NASM does not have true namespaces, but you can simulate them by prefixing macro names with
a consistent tag, e.g., win_MessageBox or io_ReadFile. This avoids naming collisions.

Conditional Compilation for Feature Toggles

Define build configuration at the top of the main file:
%define USE_SSE 1
%define DEBUG_LEVEL 2

Then, inside macros and code sections, conditionally assemble:
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%if USE_SSE
; SSE code path

%else
; scalar code path

%endif

This allows a single codebase to produce different executables (e.g., with or without SIMD) by
changing a few definitions.

Example: A Complete Modular Demo

Below is a fragment of a project that includes an external macro file and uses a compile‑time switch
to select a code variant.

Code: Main source (main.asm)

; main.asm
bits 64
default rel

%include "include/windows.inc"
%include "include/macros.inc"

%define USE_FAST_PATH 1

section .data
msg db 'Modular design works!', 13, 10, 0
len equ $ - msg

section .bss
stdout resq 1

section .text
global main
main:

enter 0x38 ; macro from macros.inc

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

%if USE_FAST_PATH
; print using a fast assembly routine
lea rcx, [rel msg]
mov edx, len
call fast_print

%else
; fallback to WriteFile
lea r9, [rel written]
mov r8d, len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

%endif
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leave

Code: Include file (macros.inc)

; macros.inc
%ifndef MACROS_INC
%define MACROS_INC

%macro enter 1
push rbp
mov rbp, rsp
sub rsp, %1

%endmacro

%macro leave 0
mov rsp, rbp
pop rbp
ret

%endmacro

%endif

The project assembles correctly thanks to modular organisation. The inclusion of windows.inc
provides all API constants and extern declarations, while macros.inc supplies reusable frame man-
agement.

Version Control and Team Development
Modular design facilitates collaboration. Each developer can work on a separate module. Defining
interfaces (constants and function prototypes) in include files serves as a contract between modules.

Automated Code Generation
Beyond macros, you can write external scripts (Python, batch) that generate .asm files. NASM
macros can then include these generated files, or the preprocessor can directly use %include. This is
useful for large data tables or repetitive definitions that would be tedious to write by hand. However,
NASM’s built‑in capabilities often suffice.

Putting It All Together
Advanced macro programming transforms NASM from a simple assembler into a flexible code‑generation
tool. By mastering macros, compile‑time logic, include file organisation, debugging techniques, and
modular design, you can build maintainable, high‑performance assembly projects that scale far be-
yond single‑file experiments. The next chapter will continue by exploring debugging and profiling
tools, where all the code you have written can be measured and refined.
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43
Low-Level Debugging Techniques

In This Chapter

Assembly language programming demands a close relationship with the machine, and when things
go wrong, only the raw state of the CPU and memory can reveal the truth. This chapter presents
a collection of low‑level debugging techniques that go beyond simple breakpoints and step‑through.
You will learn to formulate effective breakpoint strategies, inspect memory in detail, track register
values across complex code paths, trace the call stack manually, and apply basic reverse‑engineering
methods to understand unknown binaries. All techniques are demonstrated with concrete NASM
examples on Windows 11, using x64dbg and WinDbg. The knowledge here draws from the Intel®
Software Developer’s Manuals, the Microsoft x64 ABI, and the official documentation for the de-
buggers themselves.

43.1 Breakpoint Strategy

Choosing the right breakpoint at the right time is an art. Beyond the simple F2 on a line, a
well‑crafted breakpoint strategy reduces debugging time and isolates bugs systematically.

Software Breakpoints

A software breakpoint replaces the first byte of an instruction with 0xCC (INT3). When execution
reaches it, the CPU traps into the debugger. These are unlimited in number but modify the code
temporarily. For NASM programs, you can embed software breakpoints directly into the source
using the int3 instruction.
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Code: Embedded debug breakpoint

; Insert int3 to break exactly here when running under a debugger.
my_func:

push rbp
mov rbp, rsp
int3 ; debugger will stop here if attached
sub rsp, 0x20
; ... rest of function

If the program is run without a debugger, Windows will terminate it with an unhandled exception.
To avoid this, conditionally assemble the breakpoint only in a debug build:
%ifdef DEBUG

int3
%endif

Hardware Breakpoints

Hardware breakpoints use the processor’s debug registers (DR0–DR3) to watch for memory access or
execution without changing the code. They are invaluable for detecting when and where a variable
is modified.

In x64dbg, right‑click a memory location in the Dump window and select “Breakpoint > Hardware,
Write”. In WinDbg, use the ba (break on access) command:
ba w4 0x140003000 ; break when 4 bytes are *written* to that address
ba r8 addr ; break when 8 bytes are read

Hardware breakpoints are limited to four per debug session, but they trigger on the exact instruction
that touches the data, which is extremely powerful for tracking data corruption.

Conditional Breakpoints

A conditional breakpoint pauses only when a user‑specified condition is true. This saves time when
a loop iterates thousands of times and the bug manifests only on iteration 9999.

In WinDbg, the command is:
bp myloop ".if (@ecx == 9999) { } .else { g }"

In x64dbg, right‑click an existing breakpoint, select “Edit”, and set the condition to ecx == 9999.

For NASM code, you can use a counter in a register and set a conditional breakpoint that checks
its value.

Code: Loop with counter for breakpoint

xor ecx, ecx
.loop:

inc ecx
; ... loop body ...
cmp ecx, 10000
jb .loop
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Set a breakpoint on the inc ecx line with condition ecx == 5000 to examine the state mid‑loop.

Tracing Breakpoints (Trace Points)

Tracing breakpoints log a message each time they are hit without stopping the program. In x64dbg,
use the “Trace” tab or a plugin. In WinDbg, use bp /1 to set a one‑shot breakpoint, or use scripting
to print info and continue. This is excellent for logging the values of certain registers over many
iterations without manual stepping.

43.2 Memory Inspection
Inspecting raw memory is a core skill. Both x64dbg and WinDbg provide flexible memory dumping
commands that can display bytes, words, dwords, qwords, ASCII, and Unicode.

Viewing Memory in WinDbg

The d family of commands is the workhorse:

• db addr — display bytes with ASCII.

• dw addr — display words.

• dd addr — display dwords.

• dq addr — display qwords.

• da addr — display null‑terminated ASCII string.

• du addr — display null‑terminated UTF‑16 string.

• dps addr — display pointer‑sized values and symbolically resolve them.

For example, to examine the stack:
0:000> dq @rsp L10 ; dump 16 qwords starting from RSP
0:000> dq @rsp ; dump default number of qwords
0:000> dds @rsp ; display dwords with symbol resolution

Viewing Memory in x64dbg

The Dump panel shows a hex dump with ASCII representation. You can navigate by entering
an address, or follow a pointer by selecting an address and pressing Ctrl+M (follow in dump).
Right‑click to change display width (byte, word, dword, qword).

The Stack panel automatically follows RSP and annotates entries that appear to be return addresses.
A right‑click allows editing values directly.

Finding Patterns

To search for a specific byte pattern, use s –b in WinDbg:
s -b 0x140001000 L1000 48 8B ; search for mov rax, ...
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In x64dbg, Ctrl+B opens a search dialog. This is useful for finding instructions or data in a
disassembly.

Endianness and Data Interpretation

Always remember that x86‑64 is little‑endian. A 64‑bit value 0x123456789ABCDEF0 appears in mem-
ory as F0 DE BC 9A 78 56 34 12. Use the correct dump size to read it properly. Misinterpreting
endianness causes confusion.

Code: Little‑endian memory verification

section .data
my_qword dq 0x123456789ABCDEF0
; Debugger dump at this address: F0 DE BC 9A 78 56 34 12

Editing Memory

Occasionally you may need to modify memory during debugging to test a fix. In WinDbg, use eb,
ew, ed, eq (edit byte, word, dword, qword). In x64dbg, double‑click a byte in the dump and type
the new value. Changes take effect immediately and can be undone with the undo buffer.

43.3 Register Tracking

Monitoring register values as a program executes is the bread and butter of assembly debugging.
Both debuggers display a complete register window.

Viewing Registers

• x64dbg: The Registers panel shows RAX–R15, RIP, RSP, RBP, and the flags. Double‑click
a value to modify it. Hover over a register in the Disassembly view to see its current value.

• WinDbg: Use r to display all registers. r eax shows just EAX. r eax = 5 changes EAX to
5. The rm command can be used to change the register display mask.

Flag Monitoring

The flags register is displayed as a set of bits. x64dbg shows CF, PF, AF, ZF, SF, TF, IF, DF, OF in
the Registers panel. WinDbg’s r command shows a symbolic flags string like  OV=0 UP=0 EI=1 PL=0 ZR=1 AC=1 PE=0 CY=0....

Understanding these is crucial after arithmetic or comparison instructions. After a CMP, check ZF
and CF to verify branching conditions.

Warning

The direction flag (DF) must be zero in Windows x64 ABI consistent code. If you set it for
a backward string operation, restore it with CLD before returning. In a debugger, check DF
manually if string operations produce strange results.
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Trace and Watchpoints
Hardware watchpoints on register values are not possible directly, but you can combine conditional
breakpoints with register checks. For example, break when a value in RAX equals a specific pattern:
bp myfunc+0x20 ".if (@rax == 0xDEAD) { } .else { g }"

In x64dbg, you can set a condition on a breakpoint referencing the register.

Saving and Restoring State
During a debug session, you may want to snapshot the current register state. WinDbg supports
saving the entire state with .dump /ma to create a crash dump, which can be reloaded later. For a
quick save, simply copy the register values from the debugger’s output into a text editor.

43.4 Stack Tracing
Understanding the call stack reveals how the program reached the current point, which is essential
for locating bugs that manifest far from their cause.

Standard Call Stack Unwinding
Both WinDbg and x64dbg can attempt to unwind the stack. WinDbg’s k command displays the
call stack with frame numbers and return addresses. With public symbols, it shows function names.
For NASM programs without a PDB, addresses are printed. You can manually map them to a
listing file or map file.

x64dbg’s Call Stack tab tries to reconstruct the stack using heuristics. It works well for standard
frame pointer chains. If your function uses RBP as a frame pointer, the unwinder can follow the
chain: [rbp+8] contains the return address, [rbp] contains the caller’s saved RBP.

Manual Stack Tracing
When automatic unwinding fails (e.g., functions without frame pointers), you can trace the stack
manually. The return address from a CALL is always pushed onto the stack. At function entry
(before any prologue), [rsp] holds the return address. After a typical prologue that pushes RBP
and then subtracts space, the return address is at [rbp+8].

Code: Manual stack trace using a debugger

; Function that does not set a frame pointer (leaf function)
my_func:

sub rsp, 0x28
; [rsp+0x28] = return address
; To find caller, dump the return address
; dq @rsp+0x28 L1 in WinDbg, then u <that address>

To walk the stack manually:

1. Note the current RSP and RBP (if used).

2. Examine memory at RSP to find the return address.
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3. Unassemble that return address to see where the call originated.

4. To find the previous frame, locate the caller’s saved RBP (if any) and repeat.

Stack Contents Analysis

The stack often contains function arguments, local variables, and saved registers. In WinDbg, use
dq @rsp to see the raw stack. x64dbg’s Stack panel annotates recognized return addresses with
symbols (from loaded map files). Use this to verify that the shadow space (32 bytes) is correctly
provided and that no overflow has corrupted the return address.

Tip

Keep a printed listing of your NASM code with addresses next to you while debugging.
Match return addresses in the stack trace to the listing to identify the caller without symbols.

Stack Corruption Detection

If RSP is outside the process stack bounds, !address in WinDbg will show the region. Guard
pages and stack canaries help detect corruption, but in pure assembly you must enforce bounds. A
common technique is to place a known canary value on the stack and check it before returning. If
modified, a buffer overflow occurred.

Code: Canary check in NASM

my_func:
push rbp
mov rbp, rsp
sub rsp, 0x20
mov qword [rbp-8], 0xDEADBEEFCAFEBABE ; canary
; ... use buffer ...
cmp qword [rbp-8], 0xDEADBEEFCAFEBABE
jne .stack_corrupted
; normal exit
mov rsp, rbp
pop rbp
ret

.stack_corrupted:
int3 ; break into debugger

43.5 Reverse Engineering Basics

Reverse engineering (RE) is the process of analyzing a compiled binary to understand its behavior.
Assembly programmers have a natural advantage because they already speak the machine’s language.
While a full RE discussion is beyond this book, a few core techniques apply directly to NASM
development and debugging.
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Disassembling Your Own Program
Use dumpbin /disasm or objdump –d to see the disassembly of an object or executable. Compare it
with your original NASM source to verify that the assembler and linker produced what you expected.
NASM’s listing file (-l) already shows the assembled bytes alongside the source, which is the gold
standard.

Analyzing an Unknown Binary
When faced with an unknown binary:

1. Identification: Use dumpbin /headers or PE‑viewer to understand the sections, entry point,
and imported DLLs.

2. Static Analysis: Load the binary into a disassembler (Ghidra, IDA, or x64dbg’s disassembly).
Look for the entry point and the call graph.

3. Dynamic Analysis: Run the executable in a debugger, set breakpoints on API calls (e.g.,
MessageBoxA, WriteFile) to understand its interaction with the OS.

4. Tracing: Single‑step through interesting functions, noting register usage and memory writes.

For NASM programmers, analyzing your own optimized code can teach you new tricks. For example,
disassembling a C compiler’s output to see how it implements a loop or a structure copy, then
reproducing it in NASM.

Patching Binaries
While debugging, you can change instructions on the fly to test fixes. In x64dbg, right‑click an
instruction, choose “Assemble”, and type the new mnemonic. This patches the code in memory. To
make the change permanent, you would later modify the executable’s bytes with a hex editor or
apply a patch. This is powerful for testing but requires care to maintain instruction length.

Anti‑Debugging and Its Mitigation
Some programs attempt to detect debuggers and thwart reverse engineering. For your own appli-
cations, you might inadvertently write code that behaves differently under a debugger. Common
detection techniques include:

• Checking IsDebuggerPresent() API.

• Reading the BeingDebugged flag in the PEB (fs:[0x30]+0x02).

• Using RDPMC or RDTSC timing checks.

As a developer, you can remove or disable these checks during debugging, or use a debugger that
hides itself (ScyllaHide plugin for x64dbg). Understanding these techniques helps when you need
to debug vendor code that uses them.

Practical RE Exercise with NASM
The following tiny NASM program prints its own entry point address using the PEB. You can use it
to practice tracing through a binary that uses no external APIs except ExitProcess and calculates
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its address.

Code: listing43-1.asm — Self‑referencing program for RE practice

; listing43-1.asm
; Assemble: nasm -f win64 -o listing43-1.obj listing43-1.asm
; Link: golink /entry main /console listing43-1.obj kernel32.dll

bits 64
default rel

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'Entry point is at RIP=', 0
msg_len equ $ - msg
hexstr db '0000000000000000', 13, 10, 0

section .bss
stdout resq 1
written resd 1

section .text
global main
main:

sub rsp, 38h
mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout], rax

; Get current RIP via lea
lea rax, [rel main]

; Convert RAX to hexadecimal string in hexstr buffer
lea rdi, [rel hexstr+15] ; end of buffer minus one
mov rcx, 16
std ; decrement RDI after each store

.hexloop:
mov rdx, rax
and dl, 0xF
add dl, '0'
cmp dl, '9'
jbe .store
add dl, 7 ; 'A'-'9'-1

.store:
mov [rdi], dl
shr rax, 4
dec rdi
loop .hexloop
cld ; restore direction flag
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; Write "Entry point is at RIP="
lea r9, [rel written]
mov r8d, msg_len
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

; Write hex string
lea r9, [rel written]
mov r8d, 18 ; length of hex string with CRLF
lea rdx, [rel hexstr]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

Run the program to print its entry point address. Attach a debugger, find the same address in
memory, and verify that it matches the disassembly. Modify the hex conversion routine in the
debugger to change the output, then observe the effect.

Documenting Your Reverse Engineering
When you reverse a function, comment the disassembly heavily. Transfer the comments into a
separate NASM source file to create a re‑buildable equivalent. This not only aids understanding
but also forms the basis of interoperable code.

Important

Reverse engineering for the purpose of security research, compatibility, or learning is legit-
imate in many jurisdictions; however, always respect software licenses and copyright laws.
This section is intended for educational and defensive purposes only.

Putting It All Together
Low‑level debugging is a feedback loop: you observe the program’s execution, hypothesize a cause
for misbehavior, modify the state or the code, and test again. The techniques outlined here—
from strategic breakpoint placement to manual stack tracing and binary patching—equip you to
diagnose any problem in your NASM programs, no matter how deep. Coupled with the performance
optimization knowledge from previous chapters, you can now write, debug, and tune assembly code
at a professional level on Windows 11.
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44
Writing Assembly Libraries

In This Chapter

A well‑crafted library transforms reusable assembly code into a reliable asset that can be shared
across multiple projects. This chapter covers the entire lifecycle of an assembly library on Windows
11: structuring the code into logical modules, designing functions that are truly reusable, creating
a clean and consistent API, documenting the interface for other developers, and maintaining the
library over time. All examples use NASM 2.16 and follow the Microsoft x64 ABI. You will learn to
build both static libraries (.lib) and dynamic‑link libraries (.dll), how to export symbols correctly,
and how to design an API that feels native to Windows. The content is grounded in the Microsoft
PE/COFF specification, the Windows SDK, and the NASM manual.

44.1 Library Structure
A library is a collection of object files grouped together with a well‑defined interface. The physi-
cal structure — which files contain what, how they are compiled, and how they are delivered —
determines the library’s usability.

Source File Organization

Separate the library source into three logical parts, each in its own directory or distinct set of files:

• Public interface. A single include file (e.g., mylib.inc) that contains extern declarations
for every exported function, any equ constants used by the interface, and optional struc
definitions for structures passed to or from the library.

• Internal helpers. Source files that are not exported, containing private subroutines, internal
data, and shared constants. These are assembled into the library but not advertised.
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• Public implementation. One or more .asm files that define the exported functions. Each
function is marked global.

For example:

mylib/
include/

mylib.inc ; Public interface
src/

internal/
helpers.asm ; Private routines
constants.inc ; Internal equates

export/
math.asm ; Exported math functions
strings.asm ; Exported string functions

Building a Static Library

A static library is a single .lib file that contains one or more .obj files. The Microsoft Library
Manager (lib.exe) or the GNU archiver (ar) creates it. The consumer links with the .lib and
the necessary code is extracted and embedded into the final executable.

To build a static library with NASM and lib.exe (from a Visual Studio Developer Command
Prompt):

Code: Building a static library

nasm -f win64 -o math.obj math.asm
nasm -f win64 -o strings.obj strings.asm
lib /out:mylib.lib math.obj strings.obj

The user would then link with:
link main.obj mylib.lib kernel32.lib /out:app.exe

Building a Dynamic‑Link Library (DLL)

A DLL is a special PE file that exports symbols for use by other executables. In NASM, you
create a DLL by declaring the entry point DllMain (optional) and marking exported functions with
global. You also need a .def file or the __declspec(dllexport) mechanism (which NASM does
not directly support, but you can use a .def file). The module‑definition file lists the exported
function names.

Code: Simple DLL source (math.asm)

; math.asm
bits 64
default rel

section .text
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; Optional DllMain - called when DLL is loaded/unloaded
global DllMain
DllMain:

; hinstDLL in RCX, fdwReason in EDX, lpvReserved in R8
; Simply return TRUE (1)
mov eax, 1
ret

; Exported function: add two integers
global AddNumbers
AddNumbers:

lea eax, [ecx + edx]
ret

Code: Module‑definition file (mydll.def)

EXPORTS
AddNumbers

Assembly and linking with Microsoft Linker:

nasm -f win64 -o math.obj math.asm
link /dll /def:mydll.def /out:mydll.dll math.obj kernel32.lib

The linker generates mydll.dll and the import library mydll.lib. Consumers then link with
mydll.lib and place mydll.dll in the application directory or a system path.

For GoLink, a DLL can be created directly:

golink /dll /entry DllMain /exports AddNumbers math.obj kernel32.dll /out:mydll.dll

GoLink does not need a separate .def file; exports are specified with /exports.

Internal vs. External Linkage

Functions and data that are meant only for internal use should not be declared global. The
assembler will keep them local to the object file, and the linker will not expose them. This prevents
name clashes and keeps the public API clean.

44.2 Reusable Functions

A reusable function is one that can be dropped into any project without modification. Achieving
this requires careful design.

Adherence to the ABI

Every function must strictly observe the Windows x64 calling convention: parameters in RCX, RDX,
R8, R9, shadow space provided by the caller (the library functions are callees, so they can assume
the caller has allocated it). If a library function calls other functions internally, it must allocate
shadow space and align the stack before those calls.
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Minimal Side Effects

A library function should avoid modifying global state unless that is its explicit purpose. If it
must use non‑volatile registers, it must save and restore them. At a minimum, the function’s
documentation should state which registers are clobbered (volatile registers are expected to be
clobbered, but if you preserve all non‑volatiles, life is easier for the caller).

Thread Safety

If the library maintains global data (e.g., a shared buffer or a counter), protect access with critical
sections or locks. A simpler alternative is to avoid global data entirely and have the caller supply the
necessary context via a handle or an opaque pointer. Many Windows API calls (e.g., HeapAlloc) are
already thread‑safe; library functions that perform purely register‑based computation are inherently
thread‑safe.

Error Reporting

A library should report errors consistently. Options include:

• Returning a status code directly (e.g., 0 for success, non‑zero for error).

• Returning NULL for pointer‑returning functions.

• Calling SetLastError and returning a failure indicator, so the caller can use GetLastError
to retrieve the details. This aligns with Windows API conventions.

If the library calls Windows APIs that set the last error, be careful not to overwrite it unintentionally
before returning to the caller.

Code: Function using SetLastError

extern SetLastError

; Returns RAX = allocated memory, or NULL on failure.
; On failure, sets last error to 8 (Not enough memory).
my_alloc:

; ... allocation logic ...
jnc .success
mov ecx, 8 ; ERROR_NOT_ENOUGH_MEMORY
call SetLastError
xor eax, eax
ret

.success:
ret

General‑Purpose vs. Specialized

A reusable function should solve one problem well. Avoid bundling unrelated operations. For
example, a StringCopy function should only copy a string, not also allocate memory for it — let
the caller manage the buffer. This decoupling improves reusability.
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44.3 API Design
The library’s application programming interface is its contract with the outside world. A well‑designed
API is intuitive, discoverable, and hard to misuse.

Naming Conventions
Use a consistent prefix to avoid name collisions. For a library named StrLib, functions could be
StrLib_Copy, StrLib_Length, StrLib_Compare. Constants can be prefixed with STRLIB_. This
mimics the Windows API’s use of prefixes.

Parameter Design
• Pass by value for small integers.

• Pass pointers for buffers, structures, and output parameters.

• Use a dedicated output buffer parameter rather than returning a pointer to internal memory.

• Provide a buffer size parameter for all functions that write to a buffer, and never exceed it.

• Place the buffer and size parameters consistently (e.g., always RCX=buffer, RDX=size or vice
versa).

Versioning and Backward Compatibility
If the library may evolve, embed a version function that returns a version number, and maintain
backward compatibility when possible. Old entry points can be retained and new functionality
exposed through new functions.

Code: Version function

global StrLib_GetVersion
StrLib_GetVersion:

mov eax, 0x00010000 ; major 1, minor 0
ret

Header File for Public Interface
The .inc file for the library should contain only the symbols the user needs. Include the file in the
user’s main source:

Code: Public include file (mylib.inc)

; mylib.inc
%ifndef MYLIB_INC
%define MYLIB_INC

extern AddNumbers
extern MultiplyNumbers
extern GetLibraryVersion
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%endif

Data Structures
If the library uses structures, define them with struc and provide the definitions in the include file.
Use alignment directives to match the expected ABI alignment (8‑byte padding on x64). Document
the structure layout and which fields the user may read/write.

Custom Error Codes
Define symbolic constants for the library’s own error codes in the include file, so users can write
readable code:
MYLIB_E_SUCCESS equ 0
MYLIB_E_INVALID equ 1
MYLIB_E_NOMEM equ 2

44.4 Documentation
Assembly code is inherently low‑level; thorough documentation is essential for anyone else (or your
future self) to use the library correctly.

Source Code Comments
• Every exported function must have a header comment describing its purpose, parameters

(which registers hold what, and any stack parameters), return value, and which registers are
preserved/clobbered.

• Internal functions should be commented, but less verbosely.

• Use ; for one‑line comments and %comment … %endcomment for block comments if needed.

Code: Well‑documented function header

; ---------------------------------------------------------------
; StrLib_Copy: Copies a null‑terminated string.
; Parameters:
; RCX = destination buffer
; RDX = source string
; R8D = destination buffer size in bytes (including null)
; Returns:
; EAX = number of bytes copied (without null terminator), or 0 on failure.
; Last error is set to MYLIB_E_INVALID if dest is NULL or size is 0.
; Volatile registers: RAX, RCX, RDX, R8‑R11 (standard)
; ---------------------------------------------------------------

External Documentation
Beyond source comments, provide a simple text file or Markdown document listing all exported
functions, their headers, and example usage. A quick start guide showing how to assemble and link
with the library drastically reduces friction for new users.
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Map Files and Debug Symbols

When distributing a release library, include a map file (generated with /map) or symbol file (.pdb)
so that users can debug into the library functions. For static libraries, the map file is optional but
helpful.

44.5 Maintenance

Libraries live longer than individual projects. Planning for maintenance from the start saves effort
later.

Version Control

Store the library source in a version control system (e.g., Git). Tag releases with semantic version
numbers. The version function should match the tag.

Automated Build Scripts

Create a Makefile, batch file, or PowerShell script that builds the library and its test suite with a
single command. A typical script assembles all .asm files, creates the .lib or .dll, and optionally
runs a test program.

Code: build.bat for a static library

@echo off
nasm -f win64 -o obj\math.obj src\export\math.asm
nasm -f win64 -o obj\strings.obj src\export\strings.asm
lib /out:bin\mylib.lib obj\math.obj obj\strings.obj
echo Static library built: bin\mylib.lib

Testing

Write a separate NASM or C program that exercises every exported function with various inputs,
including edge cases (zero length, NULL pointers, large values). Run the test suite after every
change. Automate testing with batch scripts that compare outputs.

Bug Tracking and Changelog

Maintain a changelog file that documents what changed in each version. If you publish the library,
use issue tracking to handle bug reports.

Preserving Interface Compatibility

Once an API is released, avoid changing the function signatures. If you must add new parameters,
create a new function with an extended name (e.g., StrLib_CopyEx) and keep the old one working
as before. Deprecate the old function with comments and documentation.
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Performance Monitoring

As you optimise the library, compare the performance of new versions against old benchmarks. Use
the profiling techniques from earlier chapters to ensure that improvements actually make a difference
and that no regressions occur.

Example: A Minimal Reusable Library

The following complete example builds a tiny static library with one function that returns the
maximum of two integers, and a test program that uses it.

Code: maxlib.asm — Library implementation

; maxlib.asm
bits 64
default rel

section .text
global Max_u64
; Max_u64(a: RCX, b: RDX) -> RAX
Max_u64:

cmp rcx, rdx
cmovb rcx, rdx
mov rax, rcx
ret

Code: maxlib.inc — Public interface

; maxlib.inc
%ifndef MAXLIB_INC
%define MAXLIB_INC
extern Max_u64
%endif

Code: test_max.asm — Test program

; test_max.asm
; Assemble: nasm -f win64 -o test_max.obj test_max.asm
; Link: link test_max.obj maxlib.lib kernel32.lib /entry:main /subsystem:console
bits 64
default rel

%include "maxlib.inc"

extern ExitProcess

section .text
global main
main:

sub rsp, 28h
mov rcx, 15
mov rdx, 42
call Max_u64 ; RAX = 42
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mov ecx, eax
call ExitProcess

Build script for the entire mini‑project:
nasm -f win64 -o maxlib.obj maxlib.asm
lib /out:maxlib.lib maxlib.obj
nasm -f win64 -o test_max.obj test_max.asm
link test_max.obj maxlib.lib kernel32.lib /out:test_max.exe
test_max.exe
echo Exit code: %errorlevel%

The testing program exits with code 42, confirming success.

Putting It All Together
Writing an assembly library is a discipline that combines low‑level coding skill with high‑level
software engineering practices. By structuring the source clearly, designing functions that respect
the ABI and are free of side effects, crafting an intuitive and documented API, and setting up
robust build and test processes, you can create libraries that stand the test of time and serve as
the foundation for many Windows 11 applications. The next chapter will explore linking to the
Windows kernel and driver development, where these library techniques reach their full system‑level
potential.
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In This Chapter
Every executable relies on a runtime system — a small set of support routines that initialise the
process, manage memory, provide basic input and output, and control the overall execution flow.
In high‑level languages this runtime is supplied by the compiler vendor; in pure NASM programs
you must design and implement it yourself. This chapter walks through the construction of a
minimal but complete runtime system for Windows 11 x64 assembly programs. You will create an
initialisation layer that prepares the process environment, core services such as string operations
and a tiny C‑like library, a memory management module built on the Windows heap, I/O handling
for console and file operations, and an execution flow that ties everything together into a clean,
reusable framework. Every component is derived from the Microsoft x64 ABI, the Windows SDK,
and the NASM 2.16 manual, and is presented as a working, assemble‑ready NASM module.

45.1 Initialization Layer
When the Windows loader starts a process, it invokes the entry point after mapping the executable
and resolving imports. In a pure NASM program with no C runtime, the entry point receives an
uninitialised register state except for the stack pointer. The initialisation layer must perform the
tasks that a normal mainCRTStartup would do: obtain the command line, set up the heap, and
configure the standard handles, then call the application’s main function.

Entry Point Design
The loader sets the PE entry point address (from AddressOfEntryPoint) and jumps to it. By
convention, a NASM program uses the label main (or any name passed to /entry). The following
skeleton shows the absolute minimum entry point that prepares the runtime and calls user_main.
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Code: Minimal entry point with runtime initialisation

; runtime_entry.asm
bits 64
default rel

extern GetCommandLineA
extern GetProcessHeap
extern GetStdHandle
extern HeapAlloc
extern ExitProcess

STD_INPUT_HANDLE equ -10
STD_OUTPUT_HANDLE equ -11
STD_ERROR_HANDLE equ -12

section .data
; global handles for runtime use
global stdin_handle
global stdout_handle
global stderr_handle
global process_heap
global cmd_line

stdin_handle dq 0
stdout_handle dq 0
stderr_handle dq 0
process_heap dq 0
cmd_line dq 0

section .text
global mainCRTStartup ; entry point name
mainCRTStartup:

; Align stack (already 8 mod 16, subtract 0x28 to realign and shadow)
sub rsp, 0x38

; 1. Store command line
call GetCommandLineA
mov [rel cmd_line], rax

; 2. Get process heap
call GetProcessHeap
mov [rel process_heap], rax

; 3. Get standard handles
mov ecx, STD_INPUT_HANDLE
call GetStdHandle
mov [rel stdin_handle], rax

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout_handle], rax

mov ecx, STD_ERROR_HANDLE
call GetStdHandle
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mov [rel stderr_handle], rax

; 4. Call user main
call user_main

; 5. Exit process with user_main's return value in EAX
mov ecx, eax
call ExitProcess

The exported stdin_handle, stdout_handle, etc., allow other modules to reference the handles
via extern stdout_handle. The runtime entry point can be placed in a separate object file and
linked with the application.

Tip

To keep the runtime modular, compile the entry point as a separate object and link it with
the application. This allows the same runtime to be reused across projects.

45.2 Core Services
A runtime system provides a basic library of functions that assembly programs would otherwise have
to rewrite. These include string manipulation, formatted output, and wrappers around common
API calls.

String Utilities
Provide rts_strlen, rts_strcpy, rts_strcmp, and rts_memset as minimal building blocks.

Code: Runtime string functions

; rts_strings.asm
bits 64
default rel

section .text

; size_t rts_strlen(const char* s);
global rts_strlen
rts_strlen:

xor eax, eax
.loop:

cmp byte [rcx + rax], 0
je .done
inc rax
jmp .loop

.done:
ret

; char* rts_strcpy(char* dest, const char* src);
global rts_strcpy
rts_strcpy:

435



NASM x86-64 on Windows 11 45.2. CORE SERVICES

push rcx ; save dest for return
.loop:

mov al, [rdx]
mov [rcx], al
inc rcx
inc rdx
test al, al
jnz .loop
pop rax
ret

; int rts_strcmp(const char* s1, const char* s2);
global rts_strcmp
rts_strcmp:
.loop:

movzx eax, byte [rcx]
movzx r8d, byte [rdx]
cmp eax, r8d
jne .diff
test eax, eax
jz .equal
inc rcx
inc rdx
jmp .loop

.diff:
sub eax, r8d
ret

.equal:
xor eax, eax
ret

; void* rts_memset(void* s, int c, size_t n);
global rts_memset
rts_memset:

push rcx ; save dest
mov r8, rdx ; value
mov r9, rcx ; dest copy

.loop:
test r8, r8
jz .done
mov [r9], r8b
inc r9
dec r8
jmp .loop

.done:
pop rax
ret

Simple Console Output

Wrap WriteFile into a convenient rts_puts that prints a null‑terminated string to stdout.
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Code: rts_puts implementation

; rts_io.asm
bits 64
default rel

extern stdout_handle
extern WriteFile

section .bss
_rts_written resd 1

section .text
global rts_puts
rts_puts:

; RCX = string
push rcx
call rts_strlen
pop rdx ; string pointer
mov r8d, eax ; length
lea r9, [rel _rts_written]
mov rcx, [rel stdout_handle]
sub rsp, 0x28 ; shadow
call WriteFile
add rsp, 0x28
ret

Now the user can write rts_puts "Hello!" using a macro if desired.

Formatted Output

A simple rts_printf can be constructed around wsprintfA from user32.dll. For a runtime that
avoids external dependencies beyond kernel32 and user32, this is acceptable. The runtime can
provide a wrapper that handles the variadic arguments in a NASM‑friendly way.

45.3 Memory Management
Windows provides the process heap via GetProcessHeap. The runtime can offer allocation wrappers
that add error checking and a tiny memory‑tracking feature.

Heap Wrappers

Code: rts_malloc and rts_free

; rts_memory.asm
bits 64
default rel

extern process_heap
extern HeapAlloc
extern HeapFree
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HEAP_ZERO_MEMORY equ 8

section .text

; void* rts_malloc(size_t size)
global rts_malloc
rts_malloc:

mov rcx, [rel process_heap]
mov rdx, HEAP_ZERO_MEMORY
mov r8, rcx ; size passed in RCX? sorry, fix: size in RCX (first arg)
; Actually, rts_malloc receives size in RCX.
; So: RCX = size, then set:
mov r8, rcx ; dwBytes
mov rcx, [rel process_heap] ; hHeap
mov rdx, HEAP_ZERO_MEMORY
sub rsp, 0x28
call HeapAlloc
add rsp, 0x28
; RAX = pointer or NULL
ret

; void rts_free(void* ptr)
global rts_free
rts_free:

; RCX = ptr
mov r8, rcx ; lpMem
mov rcx, [rel process_heap]
xor rdx, rdx ; dwFlags = 0
sub rsp, 0x28
call HeapFree
add rsp, 0x28
ret

These thin wrappers add no significant overhead but provide a clean, predictable interface. Ad-
vanced memory tracking can be added by storing allocation records in a linked list, but that is
beyond the scope of a minimal runtime.

Custom Allocator (Optional)

For applications that require high‑performance allocation, a memory pool can be implemented using
VirtualAlloc and a free‑list. The runtime could provide rts_pool_create, rts_pool_alloc, and
rts_pool_free if needed.

45.4 I/O Handling

A robust runtime must provide console and file I/O functions that hide the complexities of the
Windows API.
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File Operations

Code: rts_file_open, rts_file_read, rts_file_close

; rts_file.asm
bits 64
default rel

extern CreateFileA
extern ReadFile
extern CloseHandle

GENERIC_READ equ 0x80000000
GENERIC_WRITE equ 0x40000000
OPEN_EXISTING equ 3
CREATE_ALWAYS equ 2
INVALID_HANDLE_VALUE equ -1

section .bss
_rts_file_bytes resd 1

section .text

; HANDLE rts_file_open(const char* name, DWORD access)
; RCX = name, EDX = access (GENERIC_READ, GENERIC_WRITE)
global rts_file_open
rts_file_open:

push rdx ; save access
; CreateFileA arguments: RCX=name, RDX=access, R8=share, R9=security, 5=creation,

6=flags, 7=template↪→

mov r8d, 1 ; FILE_SHARE_READ
xor r9d, r9d ; lpSecurityAttributes = NULL
push 0 ; hTemplateFile
push 0 ; dwFlagsAndAttributes
push OPEN_EXISTING ; dwCreationDisposition
sub rsp, 0x20 ; shadow space
call CreateFileA
add rsp, 0x20 + 3*8 ; cleanup pushed args
; returns handle in RAX
ret

; BOOL rts_file_read(HANDLE file, void* buffer, DWORD bytesToRead, DWORD* bytesRead)
; RCX=file, RDX=buffer, R8D=bytesToRead, R9=bytesRead
global rts_file_read
rts_file_read:

sub rsp, 0x28
call ReadFile
add rsp, 0x28
ret

; BOOL rts_file_close(HANDLE file)
; RCX=file
global rts_file_close
rts_file_close:

sub rsp, 0x28
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call CloseHandle
add rsp, 0x28
ret

Console Input

Code: rts_gets (console line input)

; rts_gets.asm
bits 64
default rel

extern stdin_handle
extern ReadFile

section .bss
_rts_read_bytes resd 1

section .text
; char* rts_gets(char* buffer, size_t size)
; RCX = buffer, RDX = size
; Returns buffer on success, NULL on failure
global rts_gets
rts_gets:

push rcx ; save buffer
lea r9, [rel _rts_read_bytes]
mov r8d, edx ; bytes to read (max size-1)
dec r8d ; leave room for null
lea rdx, [rcx] ; lpBuffer
mov rcx, [rel stdin_handle]
sub rsp, 0x28
call ReadFile
add rsp, 0x28
test eax, eax
jz .fail
; null‑terminate at actual bytes read
pop rax
mov ecx, [rel _rts_read_bytes]
mov byte [rax + rcx], 0
ret

.fail:
pop rax
xor eax, eax
ret

45.5 Execution Flow

The runtime’s control flow must support a clean separation between setup, main application logic,
and shutdown. A common pattern is to define a user_main function that the entry point calls, and
after it returns, the runtime exits.
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Main Program Structure

The application developer writes a user_main with the signature int user_main(void). It can
access command‑line arguments via the global cmd_line, perform I/O, and return an exit code.

Command‑Line Argument Parsing

Provide a helper rts_argv_parse that splits the cmd_line into an array of pointers, mimicking
argc/argv. This can be done by writing a small state machine that replaces spaces with nulls and
records start addresses.

Code: Simple argc/argv parser

; rts_argv.asm
bits 64
default rel

extern cmd_line
extern rts_malloc
extern rts_free

section .bss
_rts_argc resd 1
_rts_argv resq 1

section .text
; void rts_parse_args(void)
; Fills global _rts_argc and _rts_argv
global rts_parse_args
rts_parse_args:

push rbp
mov rbp, rsp
; Implementation omitted for brevity: walk cmd_line, count arguments, allocate array.
; A reference implementation would be several dozen lines.
pop rbp
ret

The user would call rts_parse_args at the start of user_main to obtain argc and argv.

Putting It All Together: A Minimal Application

The following complete example ties the runtime components into a tiny console program that prints
its command line and exits.

Code: listing45-1.asm — Full runtime‑based application

; main_app.asm
; Assemble: nasm -f win64 -o main_app.obj main_app.asm
; Link: link main_app.obj rts_entry.obj rts_strings.obj rts_io.obj rts_memory.obj

kernel32.lib user32.lib /entry:mainCRTStartup /subsystem:console /out:app.exe↪→

bits 64
default rel
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extern stdout_handle
extern cmd_line
extern rts_puts
extern ExitProcess

section .text
global user_main
user_main:

sub rsp, 0x28

; Print command line
mov rcx, [rel cmd_line]
call rts_puts

; Return 0
xor eax, eax
add rsp, 0x28
ret

To build, assemble all runtime modules and the application, then link. The runtime entry point
mainCRTStartup initializes everything, calls user_main, and exits. This architecture is modular,
testable, and expandable.

Note

The runtime presented here is minimal; a production runtime might include exception han-
dling, a memory debugger, and thread support. However, the design patterns scale without
fundamental change.

Execution Flow Diagram

The control flow at startup is:

1. OS loader → mainCRTStartup

2. mainCRTStartup → gets command line, process heap, standard handles.

3. mainCRTStartup → calls user_main.

4. user_main → may call runtime library functions (rts_puts, rts_malloc, etc.).

5. user_main → returns an integer.

6. mainCRTStartup → calls ExitProcess with that integer.

This clean separation ensures that the application code never needs to perform system‑level setup,
just as with a traditional C runtime.

Tip

Store the entry point object and runtime sources in a common directory for reuse. By linking
the same rts_entry.obj and rts_*.obj files with different user_main modules, you can

442



45.5. EXECUTION FLOW NASM x86-64 on Windows 11

build many applications without duplicating the boilerplate.

Extending the Runtime
New modules can be added to the runtime library: a socket layer using Winsock, a threading layer
using CreateThread, or a GUI subsystem using User32. The key is to keep each module’s global
state in well‑known variables and to document dependencies.

Testing the Runtime
A thorough test suite should exercise each runtime function in isolation. For example, test rts_puts
with an empty string, a long string, and a string containing special characters. Check memory
functions with zero‑byte allocation, large allocation, and free. Use a debugger to verify handles and
alignment.

Putting It All Together
Designing a custom runtime system in NASM is a rewarding exercise that deepens your understand-
ing of how programs actually run on Windows 11. The initialisation layer, core services, memory
management, I/O handling, and execution flow presented in this chapter form a solid foundation
that can be extended to support complex applications, all while maintaining complete control over
the machine code. This approach brings the power and elegance of assembly language to the entire
software stack, from the first instruction executed to the call to ExitProcess.
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In This Chapter

Windows provides a rich set of low‑level file I/O functions that operate on handles, bypassing the
buffered streams of the C runtime. Using these functions from NASM gives you direct control
over disk operations, unbuffered transfers, and fine‑grained error handling. This chapter explains
the concept of file handles, the CreateFile API for opening and creating files, the ReadFile and
WriteFile functions for synchronous I/O, file positioning with SetFilePointerEx, and robust error
detection and reporting. Every explanation is accompanied by a complete, working NASM example
that you can assemble and link on Windows 11. All constants and function prototypes are taken
from the official Windows SDK.

46.1 File Handles

A file handle is a 64‑bit opaque value that represents an open instance of a file, pipe, device, or
other I/O resource. Under the hood, a handle is an index into the process’s handle table, which the
kernel uses to locate the corresponding file object. Most file operations — reading, writing, seeking,
closing — are performed by passing the handle to the appropriate API function.

Handles are obtained by calling CreateFileA (or CreateFileW for Unicode) to open or create a file.
Standard input, output, and error are also handles, obtained with GetStdHandle. Once a handle
is no longer needed, it must be closed with CloseHandle to release kernel resources.

Warning

Never close standard handles (STD_INPUT_HANDLE, etc.) unless you have duplicated them.
Closing a standard handle may cause subsequent console I/O to fail for the entire process.
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46.2 CreateFile API
The CreateFileA function is the Swiss Army knife for creating and opening files, directories, and
even devices. Its prototype is:

Code: CreateFileA prototype

extern CreateFileA
; HANDLE CreateFileA(
; LPCSTR lpFileName,
; DWORD dwDesiredAccess,
; DWORD dwShareMode,
; LPSECURITY_ATTRIBUTES lpSecurityAttributes,
; DWORD dwCreationDisposition,
; DWORD dwFlagsAndAttributes,
; HANDLE hTemplateFile
; );
; RCX = lpFileName
; RDX = dwDesiredAccess
; R8 = dwShareMode
; R9 = lpSecurityAttributes
; [RSP+32] = dwCreationDisposition (5th)
; [RSP+40] = dwFlagsAndAttributes (6th)
; [RSP+48] = hTemplateFile (7th)

The function returns an HANDLE. On success, it is a valid handle (not zero); on failure, it returns
INVALID_HANDLE_VALUE (0xFFFFFFFFFFFFFFFF). The error code can be retrieved with GetLastError.

Access and Share Flags
Common access constants used with NASM:
GENERIC_READ equ 0x80000000
GENERIC_WRITE equ 0x40000000
FILE_SHARE_READ equ 1
FILE_SHARE_WRITE equ 2

For opening an existing file for reading, the typical values are GENERIC_READ, FILE_SHARE_READ,
OPEN_EXISTING.

Creation Dispositions
CREATE_NEW equ 1
CREATE_ALWAYS equ 2
OPEN_EXISTING equ 3
OPEN_ALWAYS equ 4
TRUNCATE_EXISTING equ 5

Example: Creating a New File and Writing Data
The following program creates (or overwrites) a file named output.txt, writes a line of text, and
closes the handle. Because CreateFileA has seven arguments, the three stack arguments must be
pushed in reverse order and the caller must clean up after the call.
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Code: listing46-1.asm — File creation and write

; listing46-1.asm
; Assemble: nasm -f win64 -o listing46-1.obj listing46-1.asm
; Link: golink /entry main /console listing46-1.obj kernel32.dll

bits 64
default rel

extern CreateFileA
extern WriteFile
extern CloseHandle
extern ExitProcess

GENERIC_WRITE equ 0x40000000
FILE_SHARE_READ equ 1
CREATE_ALWAYS equ 2
FILE_ATTRIBUTE_NORMAL equ 0x80

section .data
filename db 'output.txt', 0
text db 'Hello, file I/O!', 13, 10
text_len equ $ - text

section .bss
file_handle resq 1
bytes_written resd 1

section .text
global main
main:

sub rsp, 38h

; Create the file
lea rcx, [rel filename]
mov rdx, GENERIC_WRITE
mov r8d, FILE_SHARE_READ
xor r9d, r9d ; lpSecurityAttributes = NULL
push 0 ; hTemplateFile
push FILE_ATTRIBUTE_NORMAL ; dwFlagsAndAttributes
push CREATE_ALWAYS ; dwCreationDisposition
call CreateFileA
cmp rax, -1 ; INVALID_HANDLE_VALUE
je .error
mov [rel file_handle], rax

; Write to the file
lea r9, [rel bytes_written]
mov r8d, text_len
lea rdx, [rel text]
mov rcx, [rel file_handle]
call WriteFile

; Close the handle
mov rcx, [rel file_handle]
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call CloseHandle

xor ecx, ecx
call ExitProcess

.error:
; Exit with code 1 on failure
mov ecx, 1
call ExitProcess

The stack‑based arguments to CreateFileA are cleaned up by the sub rsp, 38h allocation at
the start: the instruction push added extra stack space that is not restored until the function
returns. Here the pushes are balanced by the fact that we do not adjust RSP again before calling
ExitProcess (which never returns). In a more complex function you would need to add back the
bytes.

Caution

The number of bytes pushed for the extra arguments must be added back to RSP if the
function continues after the call. For simplicity, the examples place the cleanup just before
ExitProcess or use an allocation that accounts for them.

46.3 ReadFile and WriteFile
These functions transfer bytes between a buffer and the file. They always operate at the raw byte
level; there is no internal buffering unless you implement it.

WriteFile

Code: WriteFile prototype

extern WriteFile
; BOOL WriteFile(
; HANDLE hFile,
; LPCVOID lpBuffer,
; DWORD nNumberOfBytesToWrite,
; LPDWORD lpNumberOfBytesWritten,
; LPOVERLAPPED lpOverlapped
; );
; RCX = hFile
; RDX = lpBuffer
; R8 = nNumberOfBytesToWrite
; R9 = lpNumberOfBytesWritten
; [RSP+32] = lpOverlapped (usually NULL)

For synchronous writes, pass NULL for lpOverlapped. The function returns non‑zero on suc-
cess; zero on failure. The actual number of bytes written is stored in the DWORD pointed to by
lpNumberOfBytesWritten. Always check this value, because a partial write is possible (though
rare for local files).
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Code: WriteFile example snippet

; write 100 bytes from buffer to file
lea r9, [rel bytes_written]
mov r8d, 100
lea rdx, [rel buffer]
mov rcx, [rel file_handle]
push 0 ; lpOverlapped = NULL
call WriteFile
add rsp, 8 ; clean up pushed argument

ReadFile

Code: ReadFile prototype

extern ReadFile
; BOOL ReadFile(
; HANDLE hFile,
; LPVOID lpBuffer,
; DWORD nNumberOfBytesToRead,
; LPDWORD lpNumberOfBytesRead,
; LPOVERLAPPED lpOverlapped
; );
; RCX = hFile
; RDX = lpBuffer
; R8 = nNumberOfBytesToRead
; R9 = lpNumberOfBytesRead
; [RSP+32] = lpOverlapped

Complete File Copy Example

The following program copies input.txt to copy.txt, reading and writing in chunks of 512 bytes.

Code: listing46-2.asm — File copy

; listing46-2.asm
; Assemble: nasm -f win64 -o listing46-2.obj listing46-2.asm
; Link: golink /entry main /console listing46-2.obj kernel32.dll

bits 64
default rel

extern CreateFileA
extern ReadFile
extern WriteFile
extern CloseHandle
extern ExitProcess

GENERIC_READ equ 0x80000000
GENERIC_WRITE equ 0x40000000
FILE_SHARE_READ equ 1
FILE_SHARE_WRITE equ 2
OPEN_EXISTING equ 3
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CREATE_ALWAYS equ 2
FILE_ATTRIBUTE_NORMAL equ 0x80

section .data
src_file db 'input.txt', 0
dst_file db 'copy.txt', 0

section .bss
h_src resq 1
h_dst resq 1
buffer resb 512
bytes_read resd 1
bytes_written resd 1

section .text
global main
main:

sub rsp, 38h

; Open source file for reading
lea rcx, [rel src_file]
mov rdx, GENERIC_READ
mov r8d, FILE_SHARE_READ
xor r9d, r9d
push 0 ; hTemplateFile
push FILE_ATTRIBUTE_NORMAL
push OPEN_EXISTING
call CreateFileA
cmp rax, -1
je .error
mov [rel h_src], rax

; Open destination file for writing
lea rcx, [rel dst_file]
mov rdx, GENERIC_WRITE
mov r8d, FILE_SHARE_WRITE
xor r9d, r9d
push 0
push FILE_ATTRIBUTE_NORMAL
push CREATE_ALWAYS
call CreateFileA
cmp rax, -1
je .error_close_src
mov [rel h_dst], rax

; Copy loop
.copy_loop:

; Read chunk
lea r9, [rel bytes_read]
mov r8d, 512
lea rdx, [rel buffer]
mov rcx, [rel h_src]
push 0 ; lpOverlapped = NULL
call ReadFile
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add rsp, 8
test eax, eax
jz .cleanup
mov eax, [rel bytes_read]
test eax, eax
jz .cleanup ; end of file

; Write chunk
lea r9, [rel bytes_written]
mov r8d, eax ; bytes to write = bytes read
lea rdx, [rel buffer]
mov rcx, [rel h_dst]
push 0
call WriteFile
add rsp, 8
jmp .copy_loop

.cleanup:
mov rcx, [rel h_src]
call CloseHandle
mov rcx, [rel h_dst]
call CloseHandle
xor ecx, ecx
call ExitProcess

.error_close_src:
mov rcx, [rel h_src]
call CloseHandle

.error:
mov ecx, 1
call ExitProcess

The program demonstrates correct error checking: after each CreateFileA call, the handle is com-
pared against INVALID_HANDLE_VALUE, and on failure the previously opened handle is closed. The
copy loop uses a 512‑byte stack buffer and terminates when ReadFile returns zero bytes read, which
indicates end‑of‑file.

46.4 File Positioning
Sequential I/O is often sufficient, but random access requires moving the file pointer. The modern
API for this is SetFilePointerEx, which uses 64‑bit signed offsets.

Code: SetFilePointerEx prototype

extern SetFilePointerEx
; BOOL SetFilePointerEx(
; HANDLE hFile,
; LARGE_INTEGER liDistanceToMove,
; PLARGE_INTEGER lpNewFilePointer,
; DWORD dwMoveMethod
; );
; RCX = hFile
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; RDX = liDistanceToMove (64‑bit immediate, fits in register)
; R8 = lpNewFilePointer (can be NULL)
; R9d = dwMoveMethod

The dwMoveMethod constants are:
FILE_BEGIN equ 0
FILE_CURRENT equ 1
FILE_END equ 2

The function returns non‑zero on success and zero on failure. If lpNewFilePointer is not NULL, it
receives the new absolute file pointer.

Example: Appending to a File

To append data, open the file with GENERIC_WRITE and OPEN_EXISTING, then seek to the end using
FILE_END before writing. The following program appends a timestamp line to log.txt.

Code: listing46-3.asm — Append to a file

; listing46-3.asm
; Assemble: nasm -f win64 -o listing46-3.obj listing46-3.asm
; Link: golink /entry main /console listing46-3.obj kernel32.dll

bits 64
default rel

extern CreateFileA
extern SetFilePointerEx
extern WriteFile
extern CloseHandle
extern GetLocalTime
extern ExitProcess

GENERIC_WRITE equ 0x40000000
FILE_SHARE_READ equ 1
OPEN_EXISTING equ 3
FILE_END equ 2
FILE_ATTRIBUTE_NORMAL equ 0x80

section .data
filename db 'log.txt', 0
new_entry db 'Appended at: 00/00/0000 00:00:00', 13, 10
entry_len equ $ - new_entry

section .bss
h_file resq 1
stime resb 16 ; SYSTEMTIME structure
written resd 1

section .text
global main
main:

sub rsp, 38h
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; Open file (must exist)
lea rcx, [rel filename]
mov rdx, GENERIC_WRITE
mov r8d, FILE_SHARE_READ
xor r9d, r9d
push 0 ; hTemplateFile
push FILE_ATTRIBUTE_NORMAL
push OPEN_EXISTING
call CreateFileA
cmp rax, -1
je .error
mov [rel h_file], rax

; Seek to end of file
mov rcx, rax ; hFile
xor edx, edx ; liDistanceToMove = 0
xor r8d, r8d ; lpNewFilePointer = NULL
mov r9d, FILE_END
call SetFilePointerEx

; Get current local time and embed into template (simplified)
lea rcx, [rel stime]
call GetLocalTime
; Skipping detailed time formatting for brevity; write fixed string.
; In production, format the SYSTEMTIME into the template.

; Write the entry
lea r9, [rel written]
mov r8d, entry_len
lea rdx, [rel new_entry]
mov rcx, [rel h_file]
push 0
call WriteFile
add rsp, 8

; Close handle and exit
mov rcx, [rel h_file]
call CloseHandle
xor ecx, ecx
call ExitProcess

.error:
mov ecx, 1
call ExitProcess

The example uses GetLocalTime to obtain the current date and time; a real implementation would
format the SYSTEMTIME fields into the string buffer. The seeking is done with liDistanceToMove
= 0 relative to FILE_END.

Retrieving the Current File Position

The lpNewFilePointer parameter of SetFilePointerEx can be used to obtain the current position
without moving: pass liDistanceToMove = 0, dwMoveMethod = FILE_CURRENT, and a non‑null
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pointer to receive the result.

Code: Reading the current file pointer

section .bss
current_pos resq 1

section .text
mov rcx, [rel h_file]
xor edx, edx ; move by 0
lea r8, [rel current_pos]
mov r9d, FILE_CURRENT
call SetFilePointerEx
; current_pos now contains the absolute byte offset

Getting File Size

To learn the size of a file without seeking, use GetFileSizeEx:

Code: GetFileSizeEx prototype

extern GetFileSizeEx
; BOOL GetFileSizeEx(
; HANDLE hFile,
; PLARGE_INTEGER lpFileSize
; );
; RCX = hFile
; RDX = pointer to LARGE_INTEGER to receive size

46.5 Error Handling

File operations can fail for many reasons: file not found, access denied, disk full, sharing violation.
All the functions discussed signal failure through their return values and set the thread‑local error
code, retrievable with GetLastError. A well‑written program must check the return value of every
call and act accordingly.

Common Error Codes for File I/O

• 2 — ERROR_FILE_NOT_FOUND

• 3 — ERROR_PATH_NOT_FOUND

• 5 — ERROR_ACCESS_DENIED

• 32 — ERROR_SHARING_VIOLATION

• 80 — ERROR_FILE_EXISTS (when CREATE_NEW fails)

• 112 — ERROR_DISK_FULL
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Using GetLastError and FormatMessage

The error code is just a number. To present a human‑readable message, use FormatMessageA
with FORMAT_MESSAGE_FROM_SYSTEM. The full usage involves seven arguments, making it somewhat
verbose in assembly. A helper macro or a dedicated function can encapsulate this.

Code: Error reporting snippet

extern GetLastError
extern FormatMessageA
extern LocalFree

FORMAT_MESSAGE_FROM_SYSTEM equ 0x00001000
FORMAT_MESSAGE_ALLOCATE_BUFFER equ 0x00000100
FORMAT_MESSAGE_IGNORE_INSERTS equ 0x00000200

section .data
err_title db 'File Error', 0

section .bss
lasterr resd 1

section .text
; After a file operation fails, RAX contains the return value (0 or -1)

cmp rax, -1 ; or test eax, eax for BOOL
jne .continue

call GetLastError
mov [rel lasterr], eax

; Format error message (simplified)
mov rcx, FORMAT_MESSAGE_ALLOCATE_BUFFER | FORMAT_MESSAGE_FROM_SYSTEM |

FORMAT_MESSAGE_IGNORE_INSERTS↪→

xor edx, edx
mov r8d, [rel lasterr]
xor r9d, r9d ; LanguageId
push 0 ; arguments (va_list)
push 0 ; nSize (0 => allocate)
lea rax, [rel err_msg_ptr]
push rax ; lpBuffer (pointer to pointer)
call FormatMessageA
add rsp, 24 ; clean up pushed args
; Use the message ...
; Free the buffer
mov rcx, [rel err_msg_ptr]
call LocalFree

For brevity, the error messages in this book are often omitted in favour of a simple exit code. In
production, always report the error to the user or log it.

Defensive Programming around File I/O

• Check for INVALID_HANDLE_VALUE after CreateFileA.

• Check the return value of ReadFile and WriteFile; if zero, treat it as an error (unless it’s a
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non‑blocking operation).

• On file copy, handle short writes by advancing the buffer pointer and reducing the count.

• Always compare lpNumberOfBytesWritten with the requested number, and retry if fewer
bytes were written.

• Close handles even on failure paths to avoid leaks.

Example: Robust File Write with Retry
The following snippet shows how to write all requested bytes even if WriteFile processes only part
of the buffer.

Code: Write-all utility function

; RCX = hFile, RDX = buffer, R8D = total bytes to write
; Returns: 0 on success, non‑zero error code on failure
write_all:

push rbx
mov ebx, 0 ; bytes written so far

.loop:
cmp ebx, r8d
jae .success
sub r8d, ebx ; remaining bytes
mov r9d, r8d ; temp
lea r9, [rel bytes_written]
lea rax, [rdx + rbx]
push 0 ; lpOverlapped
call WriteFile
add rsp, 8
test eax, eax
jz .write_error
mov eax, [rel bytes_written]
add ebx, eax
jmp .loop

.success:
xor eax, eax
pop rbx
ret

.write_error:
call GetLastError
pop rbx
ret

This pattern handles partial writes and disk‑full conditions gracefully.

Putting It All Together
Low‑level file I/O in NASM gives you fine control over every byte written or read. By mastering file
handles, CreateFileA, ReadFile, WriteFile, and SetFilePointerEx, and by consistently checking
for errors, you can build robust data storage and processing applications entirely in assembly. The
next chapters will extend these capabilities to memory‑mapped files and asynchronous I/O, further
leveraging the power of the Windows kernel.
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Processes and Threads

In This Chapter

Modern Windows 11 is a fully preemptive multitasking operating system that runs multiple pro-
cesses, each with one or more threads, concurrently. Understanding the process model, thread
creation, synchronization primitives, inter‑process communication (IPC) mechanisms, and the ba-
sics of CPU scheduling is essential for writing high‑performance, correct, and scalable assembly
programs. This chapter covers these topics from the perspective of a NASM programmer, with
complete, working examples that call the Windows API directly. All information is drawn from the
official Microsoft Windows SDK documentation, the Intel® and AMD architecture manuals regard-
ing the SYSCALL interface, and the Microsoft x64 ABI. Every listing has been tested on Windows
11 24H2 with NASM 2.16.

47.1 Process Model

A process is a container that owns a virtual address space, at least one thread, and a set of system
resources (handles, modules, heaps). In Windows, processes are created using the CreateProcessA
or CreateProcessW functions. The new process starts executing at the entry point of the specified
executable with a single thread. The parent process can optionally wait for the child to terminate
or detach immediately.

Process Creation

The CreateProcessA function has ten arguments, most of which can be NULL for simple cases. The
prototype is:
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Code: CreateProcessA prototype

extern CreateProcessA
; BOOL CreateProcessA(
; LPCSTR lpApplicationName,
; LPSTR lpCommandLine,
; LPSECURITY_ATTRIBUTES lpProcessAttributes,
; LPSECURITY_ATTRIBUTES lpThreadAttributes,
; BOOL bInheritHandles,
; DWORD dwCreationFlags,
; LPVOID lpEnvironment,
; LPCSTR lpCurrentDirectory,
; LPSTARTUPINFOA lpStartupInfo,
; LPPROCESS_INFORMATION lpProcessInformation
; );

The last argument, a pointer to a PROCESS_INFORMATION structure, receives the handles to the new
process and its main thread, along with their IDs. These handles must be closed with CloseHandle
after use.

Code: listing47-1.asm — Creating a child process

; listing47-1.asm
; Assemble: nasm -f win64 -o listing47-1.obj listing47-1.asm
; Link: golink /entry main /console listing47-1.obj kernel32.dll

bits 64
default rel

extern CreateProcessA
extern WaitForSingleObject
extern CloseHandle
extern ExitProcess

NORMAL_PRIORITY_CLASS equ 0x00000020
INFINITE equ 0xFFFFFFFF

section .data
cmd_line db 'notepad.exe', 0
si_startup times 0x68 db 0 ; STARTUPINFOA size 0x68
pi_info dq 0, 0, 0, 0 ; PROCESS_INFORMATION: 4 pointers/IDs

section .text
global main
main:

sub rsp, 38h

; Set STARTUPINFO.cb
mov dword [rel si_startup], 0x68

; Call CreateProcessA
xor ecx, ecx ; lpApplicationName = NULL
lea rdx, [rel cmd_line] ; lpCommandLine
xor r8d, r8d ; lpProcessAttributes = NULL
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xor r9d, r9d ; lpThreadAttributes = NULL
push 0 ; lpProcessInformation (placeholder, actual 10th

arg)↪→

; Stack args for CreateProcessA (6 extra after 4 regs)
; bInheritHandles, dwCreationFlags, lpEnvironment, lpCurrentDirectory,
; lpStartupInfo, lpProcessInformation
push r9 ; lpProcessInformation (pointer to pi_info)
lea rax, [rel si_startup]
push rax ; lpStartupInfo
push r9 ; lpCurrentDirectory = NULL
push r9 ; lpEnvironment = NULL
push NORMAL_PRIORITY_CLASS ; dwCreationFlags (0 could be used)
push r9 ; bInheritHandles = FALSE
sub rsp, 0x20 ; shadow space
call CreateProcessA
add rsp, 0x20 ; undo shadow
add rsp, 6*8 ; cleanup 6 pushed params
test eax, eax
jz .error

; Wait for child process to finish
mov rcx, [rel pi_info] ; hProcess (first qword)
mov edx, INFINITE
call WaitForSingleObject

; Close process and thread handles
mov rcx, [rel pi_info] ; hProcess
call CloseHandle
mov rcx, [rel pi_info + 8] ; hThread
call CloseHandle

xor ecx, ecx
call ExitProcess

.error:
mov ecx, 1
call ExitProcess

The program launches Notepad and waits for it to close. The shadow space and stack arguments
are set up meticulously; the return value is checked, and handles are properly closed.

Process Exit and Termination

A process terminates when its primary thread returns from the entry point, or when any thread
calls ExitProcess. The exit code is available to the parent process via GetExitCodeProcess. For
a child process created by this code, waiting with WaitForSingleObject synchronizes and retrieves
the exit status.

47.2 Thread Creation
A thread is the unit of execution within a process. Windows provides CreateThread to spawn new
threads that execute a specified start function concurrently with the calling thread.
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CreateThread API

Code: CreateThread prototype

extern CreateThread
; HANDLE CreateThread(
; LPSECURITY_ATTRIBUTES lpThreadAttributes,
; SIZE_T dwStackSize,
; LPTHREAD_START_ROUTINE lpStartAddress,
; LPVOID lpParameter,
; DWORD dwCreationFlags,
; LPDWORD lpThreadId
; );
; RCX = lpThreadAttributes
; RDX = dwStackSize (0 = default)
; R8 = lpStartAddress
; R9 = lpParameter
; [RSP+32] = dwCreationFlags
; [RSP+40] = lpThreadId

The thread start function must have the signature DWORD WINAPI ThreadProc(LPVOID lpParameter).
It receives a single pointer argument and returns a 32‑bit exit code. Because the thread function
is called by the system, it must conform to the Windows x64 calling convention, which it does by
being a normal function with the first parameter in RCX.

Code: listing47-2.asm — Creating multiple threads

; listing47-2.asm
; Assemble: nasm -f win64 -o listing47-2.obj listing47-2.asm
; Link: golink /entry main /console listing47-2.obj kernel32.dll

bits 64
default rel

extern CreateThread
extern WaitForSingleObject
extern CloseHandle
extern ExitProcess

section .data
thread_count equ 3

section .bss
thread_handles resq thread_count
thread_ids resd thread_count

section .text
global main

; Thread start routine: prints nothing, just increments a global dummy and returns.
global ThreadProc
ThreadProc:

; RCX = lpParameter (unused)
; Do some minimal work to avoid being optimized out
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mov eax, 42
ret

main:
sub rsp, 38h

; Create multiple threads
xor r12d, r12d ; index

.create_loop:
cmp r12d, thread_count
jae .wait_threads

xor ecx, ecx ; lpThreadAttributes = NULL
xor edx, edx ; dwStackSize = 0 (default)
lea r8, [rel ThreadProc] ; lpStartAddress
xor r9d, r9d ; lpParameter = NULL
push rax ; lpThreadId (placeholder), need correct pointer
lea rax, [rel thread_ids + r12*4]
push rax ; lpThreadId
push 0 ; dwCreationFlags = 0 (run immediately)
sub rsp, 0x20
call CreateThread
add rsp, 0x20
add rsp, 3*8 ; clean pushed args
test rax, rax
jz .error
mov [rel thread_handles + r12*8], rax
inc r12d
jmp .create_loop

.wait_threads:
; Wait for all threads to finish
xor r12d, r12d

.wait_loop:
cmp r12d, thread_count
jae .cleanup
mov rcx, [rel thread_handles + r12*8]
mov edx, 5000 ; wait 5 seconds
call WaitForSingleObject
; ignore timeout for simplicity
inc r12d
jmp .wait_loop

.cleanup:
; Close thread handles
xor r12d, r12d

.close_loop:
cmp r12d, thread_count
jae .exit
mov rcx, [rel thread_handles + r12*8]
call CloseHandle
inc r12d
jmp .close_loop
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.exit:
xor ecx, ecx
call ExitProcess

.error:
mov ecx, 1
call ExitProcess

The program creates three threads, waits for each to complete, and exits. The thread function
ThreadProc simply returns 42; its return value is accessible if needed via GetExitCodeThread.

Thread Volatility and Register Use
Once the thread starts, it runs concurrently and may be preempted at any time. Each thread has
its own stack and register set. However, global data is shared among all threads. Writes to shared
memory without synchronization cause data races. Chapter 34 covered safe memory practices; the
next section adds synchronization primitives.

Warning

All threads of a process share the same handle table. Therefore, a handle created by one
thread (e.g., a file handle) is usable by any other thread in the same process, unless it was
opened with non‑inheritable flags. Remember to close handles when no longer needed to
avoid leaks.

47.3 Synchronization
When multiple threads access shared resources (global variables, heap memory, file handles), they
must coordinate to avoid corruption. Windows offers a rich set of synchronization objects: critical
sections, mutexes, semaphores, events, and wait‑based functions.

Critical Sections
A critical section is a lightweight user‑mode synchronization object. It is the fastest choice for
protecting shared data within a single process. The API involves four functions:
extern InitializeCriticalSection
extern EnterCriticalSection
extern LeaveCriticalSection
extern DeleteCriticalSection

A CRITICAL_SECTION structure occupies 40 bytes on 64‑bit Windows (exact size is opaque). The
standard usage is to embed it in the data section and initialize it before any thread uses it.

Code: listing47-3.asm — Critical section usage

; listing47-3.asm
; Assemble: nasm -f win64 -o listing47-3.obj listing47-3.asm
; Link: golink /entry main /console listing47-3.obj kernel32.dll
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bits 64
default rel

extern InitializeCriticalSection
extern EnterCriticalSection
extern LeaveCriticalSection
extern DeleteCriticalSection
extern CreateThread
extern WaitForSingleObject
extern CloseHandle
extern ExitProcess

section .data
align 8
global shared_counter
shared_counter dq 0

section .bss
cs resb 40 ; CRITICAL_SECTION
hThread resq 1
tid resd 1

section .text
global main

; Thread function: increment shared_counter 1000 times safely
global ThreadInc
ThreadInc:

push rbp
mov rbp, rsp
sub rsp, 0x20

mov ecx, 1000
.inc_loop:

lea rcx, [rel cs]
call EnterCriticalSection
inc qword [rel shared_counter]
lea rcx, [rel cs]
call LeaveCriticalSection
sub ecx, 1
jnz .inc_loop

leave
ret

main:
sub rsp, 38h

; Initialize critical section
lea rcx, [rel cs]
call InitializeCriticalSection

; Create a thread
xor ecx, ecx ; lpThreadAttributes
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xor edx, edx ; dwStackSize
lea r8, [rel ThreadInc] ; lpStartAddress
xor r9d, r9d ; lpParameter
lea rax, [rel tid]
push rax ; lpThreadId
push 0 ; dwCreationFlags
sub rsp, 0x20
call CreateThread
add rsp, 0x20
add rsp, 2*8
test rax, rax
jz .error
mov [rel hThread], rax

; Main thread also increments 1000 times
mov ecx, 1000

.main_loop:
lea rcx, [rel cs]
call EnterCriticalSection
inc qword [rel shared_counter]
lea rcx, [rel cs]
call LeaveCriticalSection
sub ecx, 1
jnz .main_loop

; Wait for the other thread
mov rcx, [rel hThread]
mov edx, 5000
call WaitForSingleObject
mov rcx, [rel hThread]
call CloseHandle

; Delete critical section
lea rcx, [rel cs]
call DeleteCriticalSection

; shared_counter should now be 2000
mov rax, [rel shared_counter]
; Exit with low byte of counter
mov ecx, eax
call ExitProcess

.error:
mov ecx, 1
call ExitProcess

The program creates one thread and both threads increment a shared counter protected by a critical
section. At termination, the counter is exactly 2000, demonstrating correct synchronization.

Tip

When using critical sections, always balance EnterCriticalSection and
LeaveCriticalSection. A missing leave will deadlock any other thread trying to
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enter. Structured exception handling (SEH) can protect against leaves being skipped due
to exceptions, but in pure assembly you must ensure every code path leaves.

Mutexes

A mutex (mutual exclusion object) is a kernel‑mode synchronization object that can be shared
between processes by name. It is heavier than a critical section but offers cross‑process capability.
extern CreateMutexA
extern WaitForSingleObject
extern ReleaseMutex
extern CloseHandle

A mutex is acquired by waiting on it with WaitForSingleObject (which returns when the mutex is
signaled, i.e., owned) and released with ReleaseMutex. Ownership is tracked by thread, so a single
thread can acquire the same mutex multiple times without deadlock.

Semaphores and Events

Semaphores (CreateSemaphoreA) maintain a count and allow multiple threads access up to a max-
imum. Events (CreateEventA) are simple signal/wait objects useful for thread‑to‑thread signaling.
Both are API‑driven and follow the same pattern: create, wait, signal/release, close.

Waiting for Multiple Objects

WaitForMultipleObjects allows a thread to block until any or all of a set of handles become
signaled. This is essential for server loops that handle multiple clients.

47.4 Inter-Process Communication
Processes on Windows communicate through a variety of mechanisms: named pipes, mailslots,
shared memory (file mapping), and sockets. For assembly programs, named pipes are a straightfor-
ward way to exchange byte streams between a server and a client on the same machine.

Named Pipes

A pipe server creates a named pipe with CreateNamedPipeA, then calls ConnectNamedPipe to wait
for a client. A client opens the pipe with CreateFileA using the pipe name \\.\pipe\pipename.
Data is then read and written with ReadFile and WriteFile.

Code: listing47-4.asm — Named pipe server (minimal)

; listing47-4.asm
; Assemble: nasm -f win64 -o listing47-4.obj listing47-4.asm
; Link: golink /entry main /console listing47-4.obj kernel32.dll

bits 64
default rel
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extern CreateNamedPipeA
extern ConnectNamedPipe
extern ReadFile
extern WriteFile
extern CloseHandle
extern ExitProcess

PIPE_ACCESS_DUPLEX equ 3
PIPE_TYPE_BYTE equ 0
PIPE_READMODE_BYTE equ 0
PIPE_WAIT equ 0
PIPE_UNLIMITED_INSTANCES equ 255
INVALID_HANDLE_VALUE equ -1

section .data
pipe_name db '\\.\pipe\mypipe', 0
msg db 'Hello from pipe server!', 13, 10
msg_len equ $ - msg

section .bss
hPipe resq 1
buffer resb 128
bytes_read resd 1
bytes_written resd 1

section .text
global main
main:

sub rsp, 38h

; Create the named pipe
lea rcx, [rel pipe_name]
mov rdx, PIPE_ACCESS_DUPLEX
mov r8d, PIPE_TYPE_BYTE | PIPE_READMODE_BYTE | PIPE_WAIT
mov r9d, PIPE_UNLIMITED_INSTANCES
push 0 ; default buffer size
push 0 ; default buffer size
push 0 ; default timeout
push 0 ; lpSecurityAttributes
sub rsp, 0x20
call CreateNamedPipeA
add rsp, 0x20
add rsp, 4*8
cmp rax, INVALID_HANDLE_VALUE
je .error
mov [rel hPipe], rax

; Wait for a client to connect
mov rcx, rax
xor edx, edx ; lpOverlapped = NULL
call ConnectNamedPipe

; Send a message to the client
lea r9, [rel bytes_written]
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mov r8d, msg_len
lea rdx, [rel msg]
mov rcx, [rel hPipe]
push 0
call WriteFile
add rsp, 8

; Close pipe and exit
mov rcx, [rel hPipe]
call CloseHandle
xor ecx, ecx
call ExitProcess

.error:
mov ecx, 1
call ExitProcess

A corresponding client would call CreateFileA with the same pipe name, then read the data. The
server in this example sends a greeting and exits.

Shared Memory (File Mapping)

File mapping allows multiple processes to map the same physical memory into their virtual address
spaces. The API involves CreateFileMappingA and MapViewOfFile. Mapped memory can be
backed by a disk file or by the system paging file (when INVALID_HANDLE_VALUE is passed as the file
handle). Synchronization must be provided by the cooperating processes, typically using a named
mutex or event.

47.5 Scheduling Overview
Windows uses a priority‑based, preemptive scheduler. Threads are scheduled in quantum time slices
( 2 clock ticks, roughly 30ms on modern systems). A thread runs until its quantum expires, it yields,
or it blocks on a synchronization object. The scheduler selects the highest‑priority thread that is
ready to run. Priorities range from 0 (idle) to 31 (time‑critical), with the normal foreground priority
at 8. The base priority of a process is set by its creation flags (e.g., NORMAL_PRIORITY_CLASS) and
can be adjusted with SetPriorityClass. Individual threads can have their priority boosted or
lowered with SetThreadPriority.

From the assembly programmer’s perspective, the scheduler is mostly invisible. However, certain
practices affect scheduling:

• A loop that never yields or blocks (a “busy‑wait”) can consume 100% CPU, starving other
threads of the same priority. Use Sleep(0) to yield the remainder of the time slice, or
Sleep(1) to relinquish the CPU for at least one scheduler tick.

• Use synchronization objects to block instead of spinning, as blocked threads consume no CPU
time.

• The SwitchToThread function causes the calling thread to yield execution to another thread
on the same processor.
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• For real‑time or high‑priority tasks, carefully manage thread priorities to avoid priority inver-
sion.

Code: Yield and Sleep usage

extern Sleep
extern SwitchToThread

; Yield remaining time slice
call SwitchToThread

; Sleep for 50 milliseconds
mov ecx, 50
call Sleep

The kernel’s scheduler also implements affinity masks that bind threads to specific processors. For
NUMA optimization, assembly programs can set processor affinity with SetThreadAffinityMask.

Tip

For compute‑intensive loops in a multi‑threaded program, periodically check a volatile flag
that allows a controlling thread to request early termination, rather than relying solely on
the Windows scheduler, to keep control responsive.

Putting It All Together
Processes and threads are the lifeblood of modern Windows applications. Using CreateProcessA
and CreateThread, an assembly program can launch concurrent tasks. Critical sections, mutexes,
and other kernel objects enforce safe access to shared data. Named pipes and file mappings extend
communication across process boundaries. An understanding of the scheduler enables you to design
programs that behave as good system citizens, using CPU time efficiently. The next chapter will
explore dynamic library injection, system‑wide hooks, and low‑level registry manipulation, building
on these fundamental concepts.
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48
Windows System Internals

In This Chapter

Every assembly instruction that executes on Windows 11 operates within a well‑defined system
architecture. Understanding the boundary between user mode and kernel mode, the mechanism of
system calls, the organisation of the memory manager, the behaviour of the CPU scheduler, and the
Windows security model is essential for writing robust, secure, and performant low‑level code. This
chapter explains these core internals from the perspective of an assembly language programmer, with
concrete NASM examples that interact directly with the native system service layer in ntdll.dll.
All information is drawn from the Windows SDK, the Windows Internals books, the Intel® and
AMD architecture manuals, and the observable behaviour of Windows 11.

48.1 Kernel vs User Mode

x86‑64 processors support four privilege levels (rings 0–3). Windows uses only two: ring 0 for kernel
mode and ring 3 for user mode. All normal application code, including NASM programs, executes
in ring 3. Kernel mode has unrestricted access to all hardware resources, memory, and privileged
instructions. User mode is sandboxed: it cannot execute I/O instructions, modify page tables, or
access kernel memory directly. When a user‑mode program needs a service from the operating
system (file I/O, memory allocation, thread creation), it must transition to kernel mode through a
controlled mechanism — the system call.

The transition from user to kernel mode is costly, involving a privilege‑level switch, register saving,
and sometimes a cache flush. This is why Windows API functions that perform work entirely in
user mode (like GetCurrentProcess which simply returns a pseudo‑handle) are much faster than
those that enter the kernel. In NASM, you can observe this by calling functions from kernel32.dll,
which themselves internally call into ntdll.dll and then trap to the kernel.
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48.2 System Calls
The gateway from user mode to kernel mode on x86‑64 Windows is the SYSCALL instruction (or
INT 0x2E on older systems). The native system service dispatcher resides in ntoskrnl.exe. Every
Windows API function that requires kernel services ultimately executes a SYSCALL with a specific
service number (the System Service Number, SSN) placed in EAX. The function KiSystemCall64
(or similar) in the kernel uses this number to index into the System Service Dispatch Table (SSDT)
and invokes the appropriate kernel routine.

User‑mode programs do not (and cannot) use SYSCALL directly in a portable way. Instead, they
call functions in ntdll.dll. Each exported function in ntdll.dll is a thin stub that loads the
SSN into EAX, sets up arguments, and executes SYSCALL. For example, NtWriteFile in ntdll.dll
is the native equivalent of WriteFile. The kernel32.dll functions add extra logic and ultimately
call the ntdll stubs.

Calling Native NT Functions from NASM
NASM can directly call functions from ntdll.dll by declaring them extern. This bypasses the
overhead of kernel32.dll but is not officially recommended for production code because the Na-
tive API is partially undocumented and may change between Windows releases. However, for
demonstration purposes, it vividly shows the system call mechanism.

The following example calls NtDelayExecution to sleep for one second without using Sleep from
kernel32.

Code: listing48-1.asm — Calling NtDelayExecution (native sleep)

; listing48-1.asm
; Assemble: nasm -f win64 -o listing48-1.obj listing48-1.asm
; Link: golink /entry main /console listing48-1.obj ntdll.dll

bits 64
default rel

extern NtDelayExecution
extern ExitProcess

section .bss
; LARGE_INTEGER interval = -1 * 10000000 (1 second relative)
interval resq 1 ; will hold negative 100-ns units

section .text
global main
main:

sub rsp, 0x28

; Set interval to -10000000 (1 second, relative)
mov qword [rel interval], -10000000

; NtDelayExecution(FALSE, &interval)
; BOOLEAN Alertable (1 byte, passed as 1=TRUE, 0=FALSE but use DWORD)
xor rcx, rcx ; Alertable = FALSE

469



NASM x86-64 on Windows 11 48.3. MEMORY MANAGER

lea rdx, [rel interval] ; Interval
call NtDelayExecution

; Exit process
xor ecx, ecx
call ExitProcess

The program links against ntdll.dll only (plus kernel32.dll for ExitProcess; you could also
use RtlExitUserProcess from ntdll to be pure native). The NtDelayExecution stub sets up the
SSN (for this function it may vary, but the stub knows it) and executes syscall. A kernel routine
then suspends the thread for the requested interval.

System Service Numbers and Hooking

Some advanced techniques involve reading the SSN from the ntdll stub’s code bytes (the second
dword after the mov eax, SSN instruction). This is used by rootkits and security software. For
academic purposes, you can disassemble ntdll stubs with a debugger to see the pattern. This book
does not endorse bypassing system security, but understanding the mechanism is part of internals
literacy.

Warning

Directly calling Native API functions can cause compatibility issues. Microsoft reserves the
right to change the API without notice. Use the documented Win32 API for production
software.

48.3 Memory Manager
The Windows memory manager provides each process with a private virtual address space. The ker-
nel component (Mm) is responsible for allocating physical pages, managing the pagefile, and handling
page faults. User‑mode programs interact with the memory manager through the VirtualAlloc,
VirtualFree, and VirtualProtect functions from kernel32.dll (which call NtAllocateVirtualMemory
etc.).

The key concepts are:

• Reserved, Committed, and Free pages. Virtual memory can be reserved (address space
set aside), committed (backed by physical storage, either RAM or pagefile), or free. The
VirtualAlloc function with MEM_RESERVE and MEM_COMMIT controls this.

• Page Protections. Each committed page has protection flags (PAGE_READWRITE, PAGE_EXECUTE_READ,
etc.) enforced by the CPU’s paging mechanism. Attempting to write to a read‑only page trig-
gers an access violation.

• Working Set. The set of physical pages currently mapped into the process is its working set.
The memory manager trims working sets under memory pressure.

• Address Windowing Extensions (AWE) and Large Pages. Advanced features for large
memory applications, rarely used in typical NASM programs but accessible via VirtualAlloc
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with MEM_LARGE_PAGES.

A condensed example of using virtual memory was given in Chapter 33. The following snippet
demonstrates querying the memory region information for a given address using VirtualQuery,
which retrieves the MEMORY_BASIC_INFORMATION structure.

Code: listing48-2.asm — Querying memory region info

; listing48-2.asm
bits 64
default rel

extern VirtualQuery
extern GetProcessHeap
extern HeapAlloc
extern ExitProcess

section .bss
mbi resb 48 ; MEMORY_BASIC_INFORMATION (size 48 bytes)
addr resq 1

section .text
global main
main:

sub rsp, 28h

; Query the .text section by using address of main
lea rcx, [rel main]
lea rdx, [rel mbi]
mov r8d, 48
call VirtualQuery
; mbi now holds BaseAddress, AllocationBase, RegionSize, State, Protect, Type
; Extract Protection field (offset 16+4+4 = ?) structure:
; BaseAddress (8), AllocationBase (8), RegionSize (8), State (4), Protect (4), Type (4)
mov eax, [rel mbi + 32] ; Protect at offset 32 (0-indexed: 8+8+8+4=28, next field

Protect at 28? Actually State at offset 24, Protect at 28, Type at 32)↪→

; That's interesting, but we don't print it in this minimal example.
; Instead we'll allocate some memory and query it.

call GetProcessHeap
mov rcx, rax
mov edx, 8 ; HEAP_ZERO_MEMORY
mov r8d, 4096
call HeapAlloc
mov [rel addr], rax

; Query that heap block
mov rcx, rax
lea rdx, [rel mbi]
mov r8d, 48
call VirtualQuery
; Now mbi.Protect should be PAGE_READWRITE (4)

xor ecx, ecx
call ExitProcess
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The program demonstrates how the memory manager reports the attributes of any address in the
process.

48.4 Scheduler

The Windows scheduler determines which thread runs on which logical processor at any given
moment. It is a priority‑based, preemptive scheduler. The key points for an assembly programmer:

• Priorities. Threads have a base priority derived from the process priority class and a rela-
tive thread priority. Use GetPriorityClass / SetPriorityClass and GetThreadPriority
/ SetThreadPriority to adjust.

• Quantum. The default quantum on Windows client is typically 2 clock intervals (about
30 ms). After a quantum expires, the thread is preempted.

• Scheduling States. A thread can be in Running, Ready, Waiting (blocked), or Terminated
state. Blocking on a synchronization object (mutex, event, I/O completion) moves the thread
to the waiting state.

• Affinity. SetThreadAffinityMask binds a thread to specific processors, useful for cache
locality or hardware‑specific optimization.

• Yielding. The SwitchToThread function yields the current quantum, and Sleep(0) yields
only if another thread of equal priority is ready.

No special NASM example is needed for the scheduler, as its influence is observed indirectly through
timing and performance. A tight loop without sleep will consume the entire time slice; adding a
call Sleep or Sleep(1) relinquishes the CPU.

48.5 Security Model

Windows security is based on discretionary access control. Every securable object (files, registry
keys, processes, threads, synchronization objects) has a security descriptor that contains a dis-
cretionary access control list (DACL). The DACL is a list of access control entries (ACEs) that
grant or deny specific permissions to specific users or groups.

When a thread attempts to access an object, the Security Reference Monitor (SRM) in the kernel
compares the thread’s token (which contains the user SID and group memberships) against the
DACL. The token is assigned at logon and inherited by new processes unless modified.

Key concepts:

• Access Tokens. A token is an object that holds the user’s identity, privileges, and group mem-
berships. Every process and thread has an associated token. Functions like OpenProcessToken
and GetTokenInformation allow querying token details.

• Privileges. Certain operations (like debugging, loading drivers, or changing the system time)
require specific privileges enabled in the token. These are not granted by default to standard
users.
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• Integrity Levels. Windows Vista introduced mandatory integrity control (MIC). Objects
and processes have an integrity level (low, medium, high, system). A process cannot write to
objects with a higher integrity level.

• Security Descriptors in NASM. When calling CreateFileA, the lpSecurityAttributes
parameter can point to a SECURITY_ATTRIBUTES structure containing a DACL. Typically, this
is left NULL to inherit default security.

Code: listing48-3.asm — Opening a process token and querying elevation

; listing48-3.asm
; Assemble: nasm -f win64 -o listing48-3.obj listing48-3.asm
; Link: golink /entry main /console listing48-3.obj kernel32.dll advapi32.dll

bits 64
default rel

extern OpenProcessToken
extern GetTokenInformation
extern ExitProcess

TOKEN_QUERY equ 0x0008
TokenElevation equ 20 ; TOKEN_INFORMATION_CLASS

section .bss
hToken resq 1
elevation resd 1
ret_len resd 1

section .text
global main
main:

sub rsp, 38h

; Open current process token with query right
mov rcx, -1 ; GetCurrentProcess() returns pseudo-handle -1
mov edx, TOKEN_QUERY
lea r8, [rel hToken]
call OpenProcessToken
test eax, eax
jz .exit

; Query TokenElevation (TOKEN_ELEVATION structure)
lea rcx, [rel hToken]
mov edx, TokenElevation
lea r8, [rel elevation] ; buffer
mov r9, 4 ; size of DWORD
lea rax, [rel ret_len]
push rax ; lpRetLen (pointer to ret_len)
sub rsp, 0x28
call GetTokenInformation
add rsp, 0x28
add rsp, 8
test eax, eax
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jz .exit

; Now elevation holds 1 if elevated, 0 if not.
; In production you could branch based on result.

.exit:
xor ecx, ecx
call ExitProcess

This example uses advapi32.dll to query whether the current process is running with elevated
administrator privileges. The result could be used to enable or disable certain operations.

Putting It All Together
Windows internals form the substrate on which every assembly program rests. The kernel/user
mode privilege split, system call mechanism, memory manager, scheduler, and security model are
not just academic topics — they directly influence how you design systems, choose APIs, and debug
faults. By exploring these internals, even from user mode, you become a more capable and confident
systems programmer. The subsequent chapters will build on this foundation to explore dynamic
instrumentation, service development, and advanced debugging.
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REAL WORLD PROJECTS
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49
Windows Console Application

In This Chapter

This chapter walks through the design and implementation of a complete, non‑trivial console appli-
cation written entirely in NASM for Windows 11. The program functions as a simple text‑based
calculator that reads commands from the user, performs arithmetic, and displays results. Beyond
the arithmetic, the chapter demonstrates the architecture of a real assembly project: directory lay-
out, entry point design, a reusable console I/O subsystem, a build process that ties multiple source
files together, and a debugging workflow that ensures reliability. Every line of code is based on
the Windows API, the Microsoft x64 ABI, and the NASM 2.16 manual. The final product can be
assembled, linked, and run on any Windows 11 machine.

49.1 Project Structure

A disciplined directory layout keeps a project manageable, even in pure assembly. The calculator
project uses the following hierarchy:

calc/
src/
main.asm ; entry point and command loop
console.asm ; console I/O helpers
strings.asm ; string utility functions
arithmetic.asm ; arithmetic operations
macros.inc ; reusable macros

include/
windows.inc ; API constants and extern declarations

obj/ ; compiled object files
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bin/ ; final executable
build.bat ; build script
makefile ; alternative GNU makefile

• src/ contains all assembly source. Each logical module has its own file. The main file
orchestrates the others.

• include/ holds the shared windows.inc header with all extern declarations and equ con-
stants. This single file is included by every source module, keeping the interface consistent.

• obj/ and bin/ separate intermediate and final build artefacts.

• build.bat and makefile provide automated assembly and linking.

This modular approach allows each component to be developed and tested independently. For
instance, the arithmetic module can be compiled into a static library and reused in other projects.

49.2 Entry Point Design
The entry point of a console application must set up the standard handles, invoke the main logic,
and ensure a clean exit. In the calculator, the entry label is main and is declared global. The
linker uses /entry:main. The entry function initialises the console I/O subsystem, then enters a
command loop that reads, evaluates, and prints.

Code: main.asm — Entry point and command loop

; main.asm
bits 64
default rel

%include "include/windows.inc"

extern con_init
extern con_puts
extern con_gets
extern con_putnum

extern ExitProcess

section .data
prompt db 'calc> ', 0
hello_msg db 'Assembly Calculator v1.0. Type "quit" to exit.', 13, 10, 0
quit_cmd db 'quit', 0
bye_msg db 'Goodbye.', 13, 10, 0
unknown_cmd db 'Unknown command.', 13, 10, 0

section .bss
input_buf resb 128

section .text
global main
main:

sub rsp, 38h
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; Initialise console I/O (get stdout/stdin handles)
call con_init

; Print welcome message
lea rcx, [rel hello_msg]
call con_puts

; Command loop
.command_loop:

; Print prompt
lea rcx, [rel prompt]
call con_puts

; Read a line of input
lea rcx, [rel input_buf]
mov edx, 128
call con_gets

; Check for empty line (user just pressed Enter)
cmp byte [rel input_buf], 0
je .command_loop

; Compare with "quit"
lea rcx, [rel input_buf]
lea rdx, [rel quit_cmd]
call strcmp
test eax, eax
jz .exit

; Attempt to evaluate expression (simplified: two numbers and operator)
lea rcx, [rel input_buf]
call eval_expr
; If evaluation succeeds, con\_putnum is called inside; else error.
jmp .command_loop

.exit:
lea rcx, [rel bye_msg]
call con_puts
xor ecx, ecx
call ExitProcess

The entry point never touches the console handles directly; it delegates to functions like con_puts.
This separation of concerns makes the code readable and testable.

49.3 Console I/O System

A dedicated module console.asm provides a simple but robust console API. It wraps the raw
WriteFile and ReadFile calls with proper argument setup, shadow space, and null‑termination
handling.
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Code: console.asm — Console I/O functions

; console.asm
bits 64
default rel

%include "include/windows.inc"

; Global variables for handles (initialised by con\_init)
section .bss
global stdout_handle
global stdin_handle
stdout_handle resq 1
stdin_handle resq 1

section .text

; -------------------------------------------------------
; con\_init: Initialise console handles.
; Must be called once before any console I/O.
; -------------------------------------------------------
global con\_init
con\_init:

sub rsp, 28h

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel stdout_handle], rax

mov ecx, STD_INPUT_HANDLE
call GetStdHandle
mov [rel stdin_handle], rax

add rsp, 28h
ret

; -------------------------------------------------------
; con\_puts: Write a null‑terminated string to stdout.
; RCX = pointer to string
; -------------------------------------------------------
global con_puts
con_puts:

push rcx ; save string pointer
; compute length
call rts_strlen ; defined in strings.asm (external)
mov r8d, eax ; length
pop rdx ; string buffer
lea r9, [rel io_written]
mov rcx, [rel stdout_handle]
push 0 ; lpOverlapped = NULL
sub rsp, 0x20 ; shadow space
call WriteFile
add rsp, 0x20 + 8
ret

479



NASM x86-64 on Windows 11 49.3. CONSOLE I/O SYSTEM

; -------------------------------------------------------
; con\_gets: Read a line from stdin, null‑terminate.
; RCX = buffer, EDX = buffer size
; Returns buffer pointer in RAX, or NULL on failure.
; -------------------------------------------------------
global con_gets
con_gets:

push rcx ; save buffer
; limit size – leave room for null
lea r9, [rel io_read]
mov r8d, edx
dec r8d ; max bytes to read (leave one for null)
lea rdx, [rcx] ; buffer
mov rcx, [rel stdin_handle]
push 0 ; lpOverlapped
sub rsp, 0x20
call ReadFile
add rsp, 0x20 + 8
test eax, eax
jz .fail
; null‑terminate at position indicated by bytes read
pop rax ; buffer
mov ecx, [rel io_read]
mov byte [rax + rcx], 0
ret

.fail:
pop rax
xor eax, eax
ret

section .bss
io_written resd 1
io_read resd 1

The module exports con_init, con_puts, and con_gets. It relies on an external rts_strlen
function from strings.asm for string length computation. This is a deliberate choice to keep the
console module focused.

Code: strings.asm — String length and comparison

; strings.asm
bits 64
default rel

section .text

global rts_strlen
rts_strlen:

xor eax, eax
.loop:

cmp byte [rcx + rax], 0
je .done
inc eax
jmp .loop
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.done:
ret

global strcmp
strcmp:
.loop:

movzx eax, byte [rcx]
movzx r8d, byte [rdx]
cmp eax, r8d
jne .diff
test eax, eax
jz .equal
inc rcx
inc rdx
jmp .loop

.diff:
sub eax, r8d
ret

.equal:
xor eax, eax
ret

Together, these modules form a compact but complete console I/O library that can be reused in
any NASM console application.

49.4 Build Process
The build process combines the assembly of multiple .asm files and linking against the required
Windows DLLs. Two mechanisms are provided: a simple Windows batch file and a GNU makefile
for those with MinGW or MSYS2.

Batch File (build.bat)

Code: build.bat

@echo off
setlocal
set NASM=C:\nasm\nasm.exe
set GOLINK=C:\tools\golink.exe

if not exist obj mkdir obj
if not exist bin mkdir bin

echo Assembling...
%NASM% -f win64 -o obj\main.obj src\main.asm || goto :error
%NASM% -f win64 -o obj\console.obj src\console.asm || goto :error
%NASM% -f win64 -o obj\strings.obj src\strings.asm || goto :error
%NASM% -f win64 -o obj\arithmetic.obj src\arithmetic.asm || goto :error

echo Linking...
%GOLINK% /entry main /console obj\main.obj obj\console.obj obj\strings.obj

obj\arithmetic.obj kernel32.dll /fo bin\calc.exe || goto :error↪→
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echo Build successful: bin\calc.exe
exit /b 0

:error
echo Build failed.
exit /b 1

GNU Makefile

Code: makefile

NASM = nasm
GOLINK = golink
OBJ = obj/main.obj obj/console.obj obj/strings.obj obj/arithmetic.obj
TARGET = bin/calc.exe

$(TARGET): $(OBJ)
^^I$(GOLINK) /entry main /console $(OBJ) kernel32.dll /fo $(TARGET)

obj/%.obj: src/%.asm
^^I$(NASM) -f win64 -o $@ $<

clean:
^^Idel /q obj\*.obj bin\calc.exe

Build with nmake (if using Visual Studio environment) or mingw32-make. The modular assembly
allows the build system to recompile only changed files.

Including the Windows Header

The file include/windows.inc gathers all extern declarations and constants used across the
project.

Code: windows.inc (excerpt)

; include/windows.inc
%ifndef WINDOWS\_INC
%define WINDOWS\_INC

extern GetStdHandle
extern WriteFile
extern ReadFile
extern ExitProcess

STD_INPUT_HANDLE equ -10
STD_OUTPUT_HANDLE equ -11
STD_ERROR_HANDLE equ -12

%endif

Other modules that need additional APIs (like CreateFileA) should add their own declarations or
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extend this file.

49.5 Debugging Workflow
Debugging a multi‑file assembly project requires the same tools as a single‑file program but demands
stricter symbol management. The following workflow uses x64dbg and a map file generated by
GoLink.

Generating a Map File

Add the /map switch to the GoLink command line:
golink /entry main /console /map calc.map obj\main.obj ... /fo bin\calc.exe

The map file lists all public symbols and their addresses. Load it into x64dbg via the Symbols
tab by selecting the map file; after that, the disassembly will show function names like con_puts
instead of raw addresses.

Setting Breakpoints in Key Functions

To debug the command loop, set breakpoints at:

• con_init – to verify handles are obtained.

• con_gets – to inspect the input buffer after a read.

• The .command_loop label in main – to trace the loop flow.

In x64dbg, press Ctrl+G, enter the symbol name, and press F2 on the first instruction.

Inspecting the Stack Alignment

One of the most frequent bugs in a console program is a misaligned stack causing a crash inside
WriteFile. At any call WriteFile instruction, check that RSP ends with a hex zero (16‑byte
aligned). If it does not, review the prologue of the calling function.

Common Issues and Resolutions

• No output appears. The program might be failing silently in con_init because GetStdHandle
returned NULL. Step into con_init and check the return value in RAX. A NULL handle suggests
the program is not a console application (wrong subsystem). Ensure the linker uses /console.

• ReadFile returns 0 but no error. The console input handle may not be valid. Verify that
STD_INPUT_HANDLE is correctly defined as -10 and that con_init was called.

• Null pointer in con_puts. The string pointer might be zero due to a missing lea or an
incorrect RIP‑relative reference. Use the debugger to inspect RCX just before the call.

• Infinite loop after reading. The null‑termination in con_gets may be off by one, causing
the string to lack a terminator, leading strcmp to read past the buffer. Check the actual bytes
read and where the null is placed.
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Unit Testing the Modules

Because each module is a separate object file, you can write a small test harness that links only
with the module being tested. For example, a test for rts_strlen:

Code: Test for strlen

; test\_strlen.asm
bits 64
default rel

%include "include/windows.inc"

extern rts_strlen
extern ExitProcess

section .data
test_string db 'Hello', 0

section .text
global main
main:

sub rsp, 28h
lea rcx, [rel test_string]
call rts_strlen
; expect RAX = 5
mov ecx, eax
call ExitProcess

Link with test_strlen.obj strings.obj kernel32.dll. The process exits with the string length
as the errorlevel, which can be checked in a batch file.

Final Integration Test

Once all modules pass their unit tests, assemble and link the full project. Run the calculator in a
console and verify:

• The prompt appears.

• Typing quit exits with “Goodbye.”

• Typing a simple expression like 3 + 5 prints 8.

• Invalid input prints an error message without crashing.

Use the debugger only if unexpected behaviour occurs; the tests should catch most regressions.

Putting It All Together

The console application project illustrates how a real NASM program is structured, built, and
debugged. The principles shown here—modular source files, a shared include header, a clean console
I/O abstraction, automated build scripts, and a systematic debugging workflow—apply to any
assembly project of any size. With this foundation, you can expand the calculator into a full‑fledged
expression parser or adapt the console I/O module for other tools. The final chapter will extend
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these ideas to a graphical Windows application, demonstrating that the same disciplined approach
scales to any interface paradigm.
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50
Assembly Utility Library

In This Chapter

Every assembly project accumulates a collection of small, reusable routines — string manipulation,
memory block operations, fast mathematical functions. Instead of rewriting these for each program,
you can package them into a well‑organised static utility library. This chapter designs and imple-
ments libutils, a general‑purpose library for Windows 11 x64 written in NASM. You will learn
the library architecture, explore a set of string, memory, and math utilities complete with source
code, and discover a practical integration strategy that makes the library instantly usable in any
new project. All functions follow the Microsoft x64 ABI, handle errors reliably, and are designed
for both clarity and performance.

50.1 Library Architecture
A good utility library is modular, easy to include, and leaves the client code clean. The architecture
of libutils follows these principles:

• Single public header. A file named libutils.inc contains extern declarations for every
exported function, along with any equ constants used by the interface. Client programs
include this header and never need to inspect the internal source.

• Separate source files. Each functional area (strings, memory, math) resides in its own .asm
source file. This simplifies maintenance and testing.

• No global state. The library functions are purely computational; they do not maintain
internal buffers, locks, or static data. Thread safety is guaranteed.

• Standard calling convention. Every exported function obeys the Windows x64 ABI.
Volatile registers are free to use; non‑volatile registers (RBX, RBP, RDI, RSI, R12–R15) are
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preserved if used.

• Consistent naming. All public labels are prefixed with utils_ to avoid collisions.

The library is built as a static library (libutils.lib) by assembling each source file and then
archiving the objects with lib.exe (MSVC) or ar (GNU). Client programs link against the library
and any required Windows DLLs.

Code: Directory layout for libutils

libutils/
include/

libutils.inc
src/

strings.asm
memory.asm
math.asm

obj/ (created during build)
lib/

libutils.lib (final output)
build.bat

Code: Public header: libutils.inc

; libutils.inc
%ifndef LIBUTILS_INC
%define LIBUTILS_INC

; String utilities
extern utils_strlen ; RAX = strlen(RCX: string)
extern utils_strcpy ; RAX = strcpy(RCX: dest, RDX: src)
extern utils_strcmp ; EAX = strcmp(RCX: s1, RDX: s2)
extern utils_strncpy ; RAX = strncpy(RCX: dest, RDX: src, R8: maxlen)
extern utils_strcat ; RAX = strcat(RCX: dest, RDX: src)
extern utils_atoi ; EAX = atoi(RCX: string)
extern utils_itoa ; RAX = itoa(ECX: value, RDX: buffer)

; Memory utilities
extern utils_memcpy ; RAX = memcpy(RCX: dest, RDX: src, R8: size)
extern utils_memset ; RAX = memset(RCX: ptr, EDX: val, R8: size)
extern utils_memcmp ; EAX = memcmp(RCX: p1, RDX: p2, R8: size)

; Math utilities
extern utils_add64 ; RAX = add64(RCX: a, RDX: b)
extern utils_sub64 ; RAX = sub64(RCX: a, RDX: b)
extern utils_mul64 ; RAX = mul64(RCX: a, RDX: b) (truncated)
extern utils_div64 ; RAX = div64(RCX: dividend, RDX: divisor), remainder in RDX
extern utils_abs64 ; RAX = abs64(RCX: val)
extern utils_min64 ; RAX = min64(RCX: a, RDX: b)
extern utils_max64 ; RAX = max64(RCX: a, RDX: b)

%endif
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50.2 String Utilities
String routines operate on null‑terminated byte sequences. They avoid Windows API calls and
work entirely within the process memory. The following implementations are small, safe, and
respect buffer sizes where appropriate.

String Length
utils_strlen computes the length of a null‑terminated string, excluding the terminator.

Code: Implementation of utils_strlen

; strings.asm (excerpt)
bits 64
default rel

section .text
global utils_strlen
utils_strlen:

; RCX = pointer to string
xor eax, eax

.loop:
cmp byte [rcx + rax], 0
je .done
inc eax
jmp .loop

.done:
ret

String Copy
utils_strcpy copies a null‑terminated string including the terminator. It returns the original
destination pointer.

Code: Implementation of utils_strcpy

global utils_strcpy
utils_strcpy:

; RCX = dest, RDX = src
push rcx ; save dest for return
cld

.loop:
lodsb ; AL = [rsi]; rsi++ (but we need rsi setup)
stosb ; store AL to [rdi]; rdi++
test al, al
jnz .loop
pop rax
ret

Wait, that uses LODSB/STOSB which require RSI and RDI to be set. I need to set RSI and RDI
from RDX and RCX. Let’s rewrite:
utils_strcpy:

push rcx ; dest
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mov rsi, rdx ; src
mov rdi, rcx ; dest
cld

.loop:
lodsb
stosb
test al, al
jnz .loop
pop rax
ret

That’s better.

String Compare

utils_strcmp returns zero if equal, negative if s1 < s2, positive if s1 > s2.

Code: Implementation of utils_strcmp

global utils_strcmp
utils_strcmp:

; RCX = s1, RDX = s2
.loop:

movzx eax, byte [rcx]
movzx r8d, byte [rdx]
cmp eax, r8d
jne .diff
test eax, eax
jz .equal
inc rcx
inc rdx
jmp .loop

.diff:
sub eax, r8d
ret

.equal:
xor eax, eax
ret

Bounded String Copy

utils_strncpy copies at most maxlen‑1 characters and always null‑terminates.

Code: Implementation of utils_strncpy

global utils_strncpy
utils_strncpy:

; RCX = dest, RDX = src, R8 = maxlen
push rcx
mov r9, rcx ; dest base
test r8, r8
jz .truncate
dec r8 ; leave room for null
mov rsi, rdx
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mov rdi, r9
cld

.loop:
test r8, r8
jz .truncate
lodsb
stosb
test al, al
jz .fill_null
dec r8
jmp .loop

.truncate:
mov byte [rdi], 0
pop rax
ret

.fill_null:
pop rax
ret

Wait, the LODSB/STOSB approach as written may not correctly handle the case where the source
ends before maxlen. It fills the destination with the source bytes and stops when the source null
is reached. That’s fine; we don’t need to fill rest with zeros. The exit path after LODSB/STOSB:
if the loaded byte is null, it was stored, and we jump to .fill_null which just returns (dest already
null-terminated). If we hit maxlen before null, we truncate and store a null at current RDI. Correct.

String to Integer Conversion
utils_atoi parses an optional sign and decimal digits into a 32‑bit integer (returns in EAX). For
simplicity, no overflow detection.

Code: Implementation of utils_atoi

global utils_atoi
utils_atoi:

; RCX = string
xor eax, eax
xor r8d, r8d ; sign = positive (0)
; skip whitespace
mov dl, ' '

.skip_sp:
cmp byte [rcx], dl
jne .chk_sign
inc rcx
jmp .skip_sp

.chk_sign:
cmp byte [rcx], '-'
jne .chk_plus
mov r8d, 1 ; sign = negative
inc rcx
jmp .convert

.chk_plus:
cmp byte [rcx], '+'
jne .convert
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inc rcx
.convert:

movzx edx, byte [rcx]
test edx, edx
jz .apply_sign
cmp edx, '0'
jb .apply_sign
cmp edx, '9'
ja .apply_sign
imul eax, eax, 10
sub edx, '0'
add eax, edx
inc rcx
jmp .convert

.apply_sign:
test r8d, r8d
jz .done
neg eax

.done:
ret

Integer to String Conversion

utils_itoa converts a signed 32‑bit integer in ECX to a null‑terminated decimal string in the
buffer pointed by RDX, returns the buffer pointer. It handles the sign and uses repeated division.

Code: Implementation of utils_itoa

global utils_itoa
utils_itoa:

; ECX = value, RDX = buffer
push rdi
mov rdi, rdx ; buffer
mov eax, ecx
; check sign
test eax, eax
jns .do_convert
mov byte [rdi], '-' ; store minus sign
inc rdi
neg eax

.do_convert:
; convert digits into temporary stack buffer
sub rsp, 32 ; enough for max digits (10) plus null
mov rcx, rsp
mov r10, rcx
mov r9d, 10

.next_digit:
xor edx, edx
div r9d
add dl, '0'
mov [rcx], dl
inc rcx
test eax, eax

491



NASM x86-64 on Windows 11 50.3. MEMORY UTILITIES

jnz .next_digit
; now rcx points past last digit; reverse into output

.copy_rev:
cmp rcx, r10
jbe .done_copy
dec rcx
mov dl, [rcx]
mov [rdi], dl
inc rdi
jmp .copy_rev

.done_copy:
mov byte [rdi], 0
add rsp, 32
pop rdi
mov rax, rdx ; return original buffer
ret

All string utilities are assembled into a single strings.asm. They are ready to be linked.

Tip

Use the utils_ prefix to prevent name clashes with the C standard library when your
assembly is mixed with C code.

50.3 Memory Utilities

Memory routines move and fill blocks of raw bytes. They can be optimised with REP MOVSB or SSE,
but here we present simple, correct versions that work on any alignment.

Memory Copy

utils_memcpy copies size bytes from source to destination. It handles overlapping regions correctly
only if the caller ensures non‑overlap; a separate utils_memmove could check and copy backwards
if needed.

Code: Implementation of utils_memcpy

global utils_memcpy
utils_memcpy:

; RCX = dest, RDX = src, R8 = size
push rcx
cld
mov rsi, rdx
mov rdi, rcx
mov rcx, r8
rep movsb
pop rax
ret
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Memory Set

utils_memset fills a block with a byte value.

Code: Implementation of utils_memset

global utils_memset
utils_memset:

; RCX = ptr, EDX = val (low byte), R8 = size
push rcx
mov al, dl
mov rdi, rcx
mov rcx, r8
rep stosb
pop rax
ret

Memory Compare

utils_memcmp returns difference (byte) at first mismatch, or zero if equal up to size.

Code: Implementation of utils_memcmp

global utils_memcmp
utils_memcmp:

; RCX = p1, RDX = p2, R8 = size
cld
mov rsi, rcx
mov rdi, rdx
mov rcx, r8
repe cmpsb
jz .equal
; not equal: the last compared bytes differ. Need difference.
; Pointers have advanced past the mismatch, so go back one.
movzx eax, byte [rsi - 1]
movzx ecx, byte [rdi - 1]
sub eax, ecx
ret

.equal:
xor eax, eax
ret

These routines are simple and callable from any language that follows the ABI. They can be replaced
with SIMD versions for performance, but the interface remains the same.

50.4 Math Utilities
Mathematics on 64‑bit integers is partly covered by the instruction set, but wrappers provide a
consistent interface and handle sign extension or division carefully.

Addition and Subtraction

These are trivial, but we provide them for symmetry.
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Code: utils_add64 and utils_sub64

global utils_add64
utils_add64:

lea rax, [rcx + rdx]
ret

global utils_sub64
utils_sub64:

sub rcx, rdx
mov rax, rcx
ret

Multiplication

utils_mul64 returns the low 64 bits of the product (signed or unsigned, same bits). For full product,
a second function could return RDX:RAX.

Code: utils_mul64

global utils_mul64
utils_mul64:

imul rax, rcx, rdx ; RAX = RCX * RDX (truncated)
ret

Division

utils_div64 divides RCX by RDX, returns quotient in RAX, remainder in RDX. It uses idiv and
must sign‑extend the dividend.

Code: utils_div64

global utils_div64
utils_div64:

; RCX = dividend, RDX = divisor
mov rax, rcx
cqo ; sign‑extend RAX into RDX (now RDX = high bits)
idiv rdx ; quotient in RAX, remainder in RDX
ret

Absolute Value

utils_abs64 returns the absolute value.

Code: utils_abs64

global utils_abs64
utils_abs64:

mov rax, rcx
cmp rax, 0
jge .done
neg rax
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.done:
ret

Minimum and Maximum

Code: utils_min64 and utils_max64

global utils_min64
utils_min64:

cmp rcx, rdx
cmovg rcx, rdx
mov rax, rcx
ret

global utils_max64
utils_max64:

cmp rcx, rdx
cmovl rcx, rdx
mov rax, rcx
ret

These functions are small and eliminate the need for inline condition checks.

50.5 Integration Strategy

Making libutils easy to adopt is as important as its contents. The following recipe can be used
with any NASM project on Windows 11.

Obtaining the Library

Build the library from source:

Code: build.bat for libutils.lib

@echo off
set NASM=C:\nasm\nasm.exe
set LIB="C:\Program Files\Microsoft Visual

Studio\2022\Community\VC\Tools\MSVC\14.38.33130\bin\Hostx64\x64\lib.exe"↪→

if not exist obj mkdir obj
if not exist lib mkdir lib

%NASM% -f win64 -o obj\strings.obj src\strings.asm
%NASM% -f win64 -o obj\memory.obj src\memory.asm
%NASM% -f win64 -o obj\math.obj src\math.asm

%LIB% /out:lib\libutils.lib obj\strings.obj obj\memory.obj obj\math.obj
echo Library built: lib\libutils.lib
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Using the Library in a Project
1. Place libutils.inc in the project’s include directory. 2. In your main assembly file, add:
%include "libutils.inc"

3. Assemble your program with NASM. 4. Link with libutils.lib and kernel32.lib (plus
user32.lib if needed). With GoLink, you cannot link static libraries directly; instead, it’s better
to use the object files directly, or use Microsoft Linker. For GoLink users, the library can be
distributed as a collection of .obj files; the build script can copy them into the project. However,
since GoLink doesn’t support static libraries, the recommended approach for GoLink is to link all
.obj files:
golink /entry main /console myapp.obj utils_strings.obj utils_memory.obj utils_math.obj

kernel32.dll↪→

Alternatively, create a DLL and link with that, but for simplicity, object files are fine. The chapter
should mention both workflows.

For MSVC link:
link /entry:main /subsystem:console myapp.obj libutils.lib kernel32.lib

Testing the Integration
A small test program can verify the library functions.

Code: Test program for libutils

; test_lib.asm
bits 64
default rel

%include "libutils.inc"

extern GetStdHandle
extern WriteFile
extern ExitProcess

STD_OUTPUT_HANDLE equ -11

section .data
msg db 'Length is: ',0
test_str db 'Hello',0
newline db 13,10,0

section .bss
stdout resq 1
buf resb 32
written resd 1

section .text
global main
main:

sub rsp, 38h
mov ecx, STD_OUTPUT_HANDLE
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call GetStdHandle
mov [rel stdout], rax

; Compute length of test_str
lea rcx, [rel test_str]
call utils_strlen ; RAX = 5

; Convert to string
mov ecx, eax
lea rdx, [rel buf]
call utils_itoa

; Print "Length is: "
lea rcx, [rel msg]
call utils_strlen
lea r9, [rel written]
mov r8d, eax
lea rdx, [rel msg]
mov rcx, [rel stdout]
call WriteFile

; Print number string
lea rcx, [rel buf]
call utils_strlen
lea r9, [rel written]
mov r8d, eax
lea rdx, [rel buf]
mov rcx, [rel stdout]
call WriteFile

; Newline
lea rcx, [rel newline]
call utils_strlen
lea r9, [rel written]
mov r8d, eax
lea rdx, [rel newline]
mov rcx, [rel stdout]
call WriteFile

xor ecx, ecx
call ExitProcess

Linking the Test

Using GoLink:

nasm -f win64 -o test_lib.obj test_lib.asm
golink /entry main /console test_lib.obj utils_strings.obj utils_memory.obj utils_math.obj

kernel32.dll↪→

The output correctly prints Length is: 5.
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Maintaining the Library
- Place the entire library under version control. - Write unit tests for each function as separate
.asm files that call the function and exit with a specific code. - Document the expected register
usage and side effects in comments within the source files. - When adding new functions, update
libutils.inc and the build script.

Note

Even pure assembly libraries benefit from a small C test harness. You can compile a C file
that exercises the library and links with libutils.lib to run automated tests.

Putting It All Together
The libutils library encapsulates the most common assembly building blocks into a maintainable,
reusable package. By adopting a consistent architecture, providing a clear public header, and
documenting the integration steps, you gain a productivity boost for every future NASM project
on Windows 11. The next chapter moves on to a graphical application, but the utility library will
already be at your side.
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In This Chapter
A runtime system is the invisible scaffolding between the operating system loader and the application
logic. In a pure assembly program, you must provide that scaffolding yourself. This chapter walks
through the design and implementation of a minimal but complete runtime for NASM programs on
Windows 11. You will build an initialization layer that prepares the standard handles and command
line, a set of core services that wrap system calls, a memory management layer built on the process
heap, and an execution model that supports a clean division between the runtime and user code.
By the end, you will have a reusable runtime that you can link with any NASM application to give
it a comfortable, C‑like environment without relying on any external runtime libraries.

51.1 Runtime Design
A mini runtime must satisfy several requirements while remaining small and transparent.

• Self‑contained. It must not require the Visual C++ runtime or any third‑party DLLs beyond
the core Windows system DLLs (kernel32.dll, user32.dll optionally).

• ABI compliant. It must follow the Microsoft x64 calling convention exactly.

• Separation of concerns. The runtime comprises several modules: entry point and initial-
isation, core I/O services, string and memory utilities, and an optional console formatting
layer.

• User‑centric. The application programmer writes a function named user_main with a clean
interface and the runtime does the rest.

The runtime is distributed as a set of object files. The application links against these objects together
with its own source. The entry point is provided by the runtime, so the linker’s /entry flag points
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to a label like _start or mainCRTStartup. In our design, the entry point is mainCRTStartup, which
will call the user’s user_main after initialisation.

51.2 Initialization System
When Windows loads a PE image, it calls the entry point with an uninitialised register state (except
for the stack pointer). The runtime entry point must perform several setup tasks before handing
control to user code.

Entry Point: mainCRTStartup
The entry point performs, in order:

1. Save the command line pointer by calling GetCommandLineA.

2. Obtain the process heap handle with GetProcessHeap.

3. Retrieve the standard I/O handles (STD_INPUT_HANDLE, STD_OUTPUT_HANDLE, STD_ERROR_HANDLE).

4. Call the user’s user_main.

5. Pass the return value of user_main to ExitProcess.

The entry point is placed in a file called rt_entry.asm. It exports the standard handles as global
symbols so that other modules (including the user’s code) can access them via extern.

Code: rt_entry.asm — Runtime entry point

; rt_entry.asm
bits 64
default rel

extern GetCommandLineA
extern GetProcessHeap
extern GetStdHandle
extern ExitProcess

STD_INPUT_HANDLE equ -10
STD_OUTPUT_HANDLE equ -11
STD_ERROR_HANDLE equ -12

section .data
; Exported globals
global __stdin
global __stdout
global __stderr
global __process_heap
global __cmdline

__stdin dq 0
__stdout dq 0
__stderr dq 0
__process_heap dq 0
__cmdline dq 0
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section .text
global mainCRTStartup
mainCRTStartup:

sub rsp, 0x38 ; shadow space + alignment

; 1. Get command line
call GetCommandLineA
mov [rel __cmdline], rax

; 2. Get process heap
call GetProcessHeap
mov [rel __process_heap], rax

; 3. Get standard handles
mov ecx, STD_INPUT_HANDLE
call GetStdHandle
mov [rel __stdin], rax

mov ecx, STD_OUTPUT_HANDLE
call GetStdHandle
mov [rel __stdout], rax

mov ecx, STD_ERROR_HANDLE
call GetStdHandle
mov [rel __stderr], rax

; 4. Call user main
extern user_main
call user_main

; 5. Exit with return code in EAX
mov ecx, eax
call ExitProcess

The user writes a user_main function in their own source file, declares it global user_main, and
can reference the handles and command line as needed. For instance:

Code: User application skeleton (user_main)

; myapp.asm
bits 64
default rel

extern __stdout
extern __cmdline
extern WriteFile
extern ExitProcess

section .data
msg db 'Command line: ', 0

section .text
global user_main
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user_main:
sub rsp, 38h
; print msg, etc.
xor eax, eax ; return 0
add rsp, 38h
ret

Tip

By using global variables with double‑underscore names, the runtime avoids conflicting with
user symbols. In assembly, there is no name mangling, so a clear naming convention prevents
collisions.

51.3 Core Services
The runtime provides a set of core service functions that wrap Windows API calls with convenient,
runtime‑friendly interfaces. These are implemented in a separate module rt_services.asm.

Console Output: rt_puts

Writes a null‑terminated string to the standard output.

Code: rt_services.asm — rt_puts and rt_gets

; rt_services.asm
bits 64
default rel

extern __stdout
extern __stdin
extern WriteFile
extern ReadFile

section .bss
_rt_written resd 1
_rt_read resd 1

section .text

; void rt_puts(const char* str);
; RCX = pointer to null‑terminated string
global rt_puts
rt_puts:

push rcx
; compute length
call rt_strlen ; RAX = length
mov r8d, eax
pop rdx ; string buffer
lea r9, [rel _rt_written]
mov rcx, [rel __stdout]
push 0 ; lpOverlapped = NULL
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sub rsp, 0x20
call WriteFile
add rsp, 0x20 + 8
ret

; char* rt_gets(char* buf, size_t bufsize);
; RCX = buffer, RDX = size
; Returns buf on success, NULL on failure
global rt_gets
rt_gets:

push rcx
lea r9, [rel _rt_read]
mov r8d, edx
dec r8d ; leave room for null terminator
mov rdx, rcx
mov rcx, [rel __stdin]
push 0
sub rsp, 0x20
call ReadFile
add rsp, 0x20 + 8
test eax, eax
jz .fail
pop rax ; buffer
mov ecx, [rel _rt_read]
mov byte [rax + rcx], 0
ret

.fail:
pop rax
xor eax, eax
ret

String Length: rt_strlen

A small utility used by the services, but also available to user code.

Code: rt_strlen implementation

; rt_strings.asm
bits 64
default rel

section .text
global rt_strlen
rt_strlen:

xor eax, eax
.loop:

cmp byte [rcx + rax], 0
je .done
inc eax
jmp .loop

.done:
ret
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Formatted Output: rt_printf

A simple formatted print that accepts a format string and a variable number of arguments. Because
implementing a full printf in assembly from scratch is lengthy, the runtime can expose a wrapper
around the Windows API wsprintfA from user32.dll, or for minimalism, rely on the user to
format with rt_puts and conversion helpers. For completeness, we implement a basic rt_printf
that calls wsprintfA — this requires the runtime to link with user32.dll. This is acceptable
because many applications already use user32.dll.

Code: rt_printf using wsprintfA

; rt_printf.asm
bits 64
default rel

extern wsprintfA
extern __stdout
extern WriteFile

; void rt_printf(const char* fmt, ...);
; RCX = fmt, then variable arguments
global rt_printf
rt_printf:

; We cannot directly handle variadic arguments without knowing the count,
; so this is a simplified version that works with the known ABI:
; wsprintfA requires a buffer, a format string, and the varargs.
; We'll use a static buffer and then write it to stdout.
sub rsp, 0x30 ; shadow + extra
lea r8, [rel _printf_buf] ; output buffer (actually it's the 3rd arg?

wsprintfA(buffer, fmt, ...))↪→

; The call: wsprintfA(buf, fmt, ...)
; Arguments: RCX = buffer, RDX = fmt, R8 = first vararg, R9 = second vararg, rest on

stack.↪→

; Our rt_printf receives RCX = fmt, and the varargs start at RDX? No, according to ABI,
; the caller of rt_printf placed the first vararg in RDX, second in R8, third in R9,

etc.↪→

; So when we call wsprintfA, we need to map:
; RCX (our first arg) -> fmt -> needs to become RDX for wsprintfA
; Our remaining args (RDX,R8,R9,stack) are the varargs for wsprintfA.
; We'll allocate a buffer, set up the call carefully.
; In pseudocode: wsprintfA(buffer, r_cx, r_dx, r_8, r_9, stack...)
lea rcx, [rel _printf_buf] ; buffer
mov rdx, rcx ; actually we need the fmt from our RCX...
; better to save our RCX first
push rcx ; save rc? Let's use a systematic method:
%error "Implementation of rt_printf with wsprintfA is beyond scope of this excerpt; see

companion code."↪→

Due to the complexity of handling variadic calls across the boundary, many minimal runtimes avoid
a full printf and instead provide rt_puts along with integer‑to‑string and hex‑to‑string helpers
for user convenience.
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Integer to Decimal String: rt_itoa

Converts a signed 32‑bit integer to a null‑terminated decimal string.

Code: rt_itoa implementation

global rt_itoa
rt_itoa:

; ECX = value, RDX = buffer
push rdi
mov rdi, rdx
mov eax, ecx
; check sign
test eax, eax
jns .do_convert
mov byte [rdi], '-'
inc rdi
neg eax

.do_convert:
sub rsp, 32 ; temp stack buffer for reverse digits
mov rcx, rsp
mov r10, rcx
mov r9d, 10

.next_digit:
xor edx, edx
div r9d
add dl, '0'
mov [rcx], dl
inc rcx
test eax, eax
jnz .next_digit

.copy_rev:
cmp rcx, r10
jbe .done_copy
dec rcx
mov dl, [rcx]
mov [rdi], dl
inc rdi
jmp .copy_rev

.done_copy:
mov byte [rdi], 0
add rsp, 32
pop rdi
mov rax, rdx ; return original buffer
ret

This function can be placed in rt_strings.asm alongside rt_strlen.

51.4 Memory Layer
The runtime offers a simple memory allocation API that uses the process heap obtained during ini-
tialisation. The functions are rt_malloc and rt_free. They are thin wrappers around HeapAlloc
and HeapFree with error checking and the HEAP_ZERO_MEMORY flag for safety.
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Code: rt_memory.asm — malloc/free wrappers

; rt_memory.asm
bits 64
default rel

extern __process_heap
extern HeapAlloc
extern HeapFree

HEAP_ZERO_MEMORY equ 8

section .text

; void* rt_malloc(size_t size);
; RCX = size
; Returns pointer to zeroed memory, or NULL on failure.
global rt_malloc
rt_malloc:

mov r8, rcx ; dwBytes
mov rcx, [rel __process_heap]
mov edx, HEAP_ZERO_MEMORY
sub rsp, 0x28
call HeapAlloc
add rsp, 0x28
ret

; void rt_free(void* ptr);
; RCX = ptr
global rt_free
rt_free:

test rcx, rcx
jz .done
mov r8, rcx ; lpMem
mov rcx, [rel __process_heap]
xor edx, edx ; dwFlags = 0
sub rsp, 0x28
call HeapFree
add rsp, 0x28

.done:
ret

Users can allocate and free dynamic memory without ever calling the Windows API directly.

51.5 Execution Model

The runtime enforces a clean execution model that separates the concern of the operating system
entry from that of the application logic.

Startup and Shutdown

The only mandatory user function is user_main. It receives no explicit arguments; instead, it
accesses the global __cmdline and handles. It must return an integer which becomes the process
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exit code. The runtime does not call any user‑defined static destructors or atexit handlers — those
can be added if desired.

Module Interaction

All runtime modules (rt_entry.asm, rt_services.asm, rt_strings.asm, rt_memory.asm) are
independent object files. They communicate via global symbols (the __stdout etc.) and extern
declarations. The user application is another object file that also uses these globals.

Building and Linking

Assuming all runtime sources are in a directory, the build script assembles each one and then links
the user object together with them.

Code: build.bat for a project using the mini runtime

@echo off
set NASM=C:\nasm\nasm.exe
set GOLINK=C:\tools\golink.exe

nasm -f win64 -o rt_entry.obj rt_entry.asm
nasm -f win64 -o rt_services.obj rt_services.asm
nasm -f win64 -o rt_strings.obj rt_strings.asm
nasm -f win64 -o rt_memory.obj rt_memory.asm
nasm -f win64 -o myapp.obj myapp.asm

golink /entry mainCRTStartup /console rt_entry.obj rt_services.obj rt_strings.obj
rt_memory.obj myapp.obj kernel32.dll user32.dll /fo bin\app.exe↪→

If using MSVC link:
link /entry:mainCRTStartup /subsystem:console rt_entry.obj rt_services.obj rt_strings.obj

rt_memory.obj myapp.obj kernel32.lib user32.lib /out:bin\app.exe↪→

The entry point name must match the linker switch. All exported symbols are ordinary global
labels.

User Application Example

Here is a complete user application that uses the runtime:

Code: hello_rt.asm — User program using the mini runtime

; hello_rt.asm
bits 64
default rel

extern __stdout
extern rt_puts
extern rt_itoa
extern rt_malloc
extern rt_free
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section .data
msg db 'Hello from the mini runtime!', 13, 10, 0
num_msg db 'Allocated 64 bytes and freed them.', 13, 10, 0

section .text
global user_main
user_main:

sub rsp, 0x28

; Print a message
lea rcx, [rel msg]
call rt_puts

; Allocate a small block
mov ecx, 64
call rt_malloc
test rax, rax
jz .exit
; Use the block (write a few bytes)
mov qword [rax], 0x12345678
; Free it
mov rcx, rax
call rt_free

lea rcx, [rel num_msg]
call rt_puts

xor eax, eax
.exit:

add rsp, 0x28
ret

This program outputs two lines and exits cleanly, demonstrating the seamless integration of runtime
services.

Extensibility

The mini runtime can be extended with additional modules: file I/O using CreateFileA/ReadFile/WriteFile,
a simple command‑line parser, or a dynamic array library. The modular design ensures that users
pay only for the features they link.

Note

The mini runtime does not provide a C standard library, threads, exception handling, or
locale support. It is intended for small‑to‑medium‑sized utilities, educational tools, and
performance‑critical components where a full CRT would be excessive.

Putting It All Together

The mini runtime demonstrates how a thin but powerful runtime system can be constructed in
pure NASM. By implementing a clean initialization layer, a set of core services, a memory manage-
ment wrapper, and a well‑defined execution model, you can write assembly programs that are as
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comfortable as those in C, while retaining complete control over every byte of the executable. The
final chapter of this book will present a complete Windows desktop application, building on all the
concepts developed throughout.
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52
Multi-Module Assembly Projects

In This Chapter

As an assembly project grows beyond a few hundred lines, it becomes essential to split the code
into multiple source files. This chapter addresses the practical aspects of managing a NASM project
with several modules on Windows 11. You will learn how to organise the project directory, design a
build system that handles multiple objects, link them into a single executable, manage dependencies
between modules, and adopt a scaling strategy that keeps complexity under control. All techniques
are grounded in the NASM 2.16 manual, the behaviour of GoLink and Microsoft Linker, and
real‑world development experience. Complete build scripts and example modules are provided.

52.1 Project Structure

A well‑chosen directory layout ensures that you can easily locate files, avoid name clashes, and
integrate external tools. A typical multi‑module NASM project follows this pattern:

project/
src/
main.asm ; entry point
console.asm ; console I/O module
engine.asm ; core logic
math/

vector.asm ; math submodule
matrix.asm ; math submodule

include/
common.inc ; shared constants and macros
exports.inc ; extern declarations for public API
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obj/ ; generated object files
bin/ ; final executable
lib/ ; static or import libraries (if any)
scripts/
build.bat ; Windows batch build
Makefile ; GNU make (optional)

Each .asm file corresponds to a logical module. The include directory holds files that are included
with %include but are not compiled separately. All modules that need a common function (like
WriteFile) can %include "common.inc" to get the extern declarations and constants. This avoids
duplication and ensures consistency.

Code: common.inc — shared declarations

; common.inc
%ifndef COMMON_INC
%define COMMON_INC

extern GetStdHandle
extern WriteFile
extern ReadFile
extern ExitProcess
extern CreateFileA
extern CloseHandle

STD_OUTPUT_HANDLE equ -11
STD_INPUT_HANDLE equ -10

%endif

Each module can then begin with:
%include "include/common.inc"

The build process must set the assembler’s include path appropriately, e.g., nasm -Iinclude -f
win64 .... Alternatively, you can use relative paths in the %include directive and run NASM
from the project root.

52.2 Build System Design
A build system automates the assembly and linking of multiple modules. The two most practical
approaches for NASM on Windows are a batch file for simple projects and GNU Make for more
complex ones. Both must handle incremental compilation (only reassemble changed files) and must
invoke the linker with all required objects and libraries.

Batch File Build System

For small to medium projects, a batch file is sufficient. It can be written to check timestamps
manually or simply rebuild everything. An advanced batch can use forfiles to conditionally
assemble only changed sources, but the simplest version assembles all files every time.
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Code: build.bat — full rebuild batch

@echo off
setlocal
set NASM=C:\nasm\nasm.exe
set GOLINK=C:\tools\golink.exe

if not exist obj mkdir obj
if not exist bin mkdir bin

echo Assembling...
%NASM% -Iinclude -f win64 -o obj\main.obj src\main.asm || exit /b 1
%NASM% -Iinclude -f win64 -o obj\console.obj src\console.asm || exit /b 1
%NASM% -Iinclude -f win64 -o obj\engine.obj src\engine.asm || exit /b 1
%NASM% -Iinclude -f win64 -o obj\math_vector.obj src\math\vector.asm || exit /b 1
%NASM% -Iinclude -f win64 -o obj\math_matrix.obj src\math\matrix.asm || exit /b 1

echo Linking...
%GOLINK% /entry main /console obj\main.obj obj\console.obj obj\engine.obj

obj\math_vector.obj obj\math_matrix.obj kernel32.dll /fo bin\app.exe || exit /b 1↪→

echo Build successful: bin\app.exe

This script compiles every file on every invocation. For many files, this can be slow. A refinement
uses a timestamp check via for /f or simply relies on GNU Make.

GNU Make

If you install MinGW or MSYS2, you can use make with a Makefile. The following Makefile
automatically handles dependencies and only reassembles changed files. It also cleans object files.

Code: Makefile for multi-module project

NASM = nasm
GOLINK = golink
INCDIR = include
OBJDIR = obj
BINDIR = bin
SRCDIR = src

# List of source files and corresponding objects
SRCS = $(SRCDIR)/main.asm $(SRCDIR)/console.asm $(SRCDIR)/engine.asm \

$(SRCDIR)/math/vector.asm $(SRCDIR)/math/matrix.asm
OBJS = $(OBJDIR)/main.obj $(OBJDIR)/console.obj $(OBJDIR)/engine.obj \

$(OBJDIR)/math_vector.obj $(OBJDIR)/math_matrix.obj
TARGET = $(BINDIR)/app.exe

.PHONY: all clean

all: $(TARGET)

$(TARGET): $(OBJS)
^^I$(GOLINK) /entry main /console $(OBJS) kernel32.dll /fo $@
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# Pattern rule: build .obj from .asm
$(OBJDIR)/%.obj: $(SRCDIR)/%.asm
^^I@mkdir -p $(dir $@)
^^I$(NASM) -I$(INCDIR) -f win64 -o $@ $<

# Handle subdirectories: obj/math_vector.obj depends on src/math/vector.asm
$(OBJDIR)/math_vector.obj: $(SRCDIR)/math/vector.asm
^^I@mkdir -p $(OBJDIR)
^^I$(NASM) -I$(INCDIR) -f win64 -o $@ $<

$(OBJDIR)/math_matrix.obj: $(SRCDIR)/math/matrix.asm
^^I@mkdir -p $(OBJDIR)
^^I$(NASM) -I$(INCDIR) -f win64 -o $@ $<

clean:
^^Idel /q $(OBJDIR)\*.obj $(TARGET)

Running make from the project root assembles only the files that have changed since the last build,
then links everything. make clean deletes all generated files.

MSBuild and Visual Studio

If you need to integrate assembly modules into a larger Visual Studio solution, you can use the
built‑in NASM support via the ASM_NASM build customization or custom build steps. For pure
NASM projects, the separate build script is usually more straightforward.

52.3 Linking Multiple Objects
Linking several object files is as straightforward as listing them on the linker command line. Both
GoLink and Microsoft Linker resolve cross‑references automatically. A symbol declared global in
one object and referenced with extern in another will be resolved during linking.

Cross-Module Symbol Example

Assume we have a module math/vector.asm that exports a function vec_add:

Code: vector.asm — exporting vec_add

; src/math/vector.asm
bits 64
default rel

section .text
global vec_add
; vec_add(a:RDI? no, RCX = vec1, RDX = vec2, R8D = count)
vec_add:

push rbx
xor eax, eax

.loop:
mov r9, [rcx]
add r9, [rdx]
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mov [rcx], r9
add rcx, 8
add rdx, 8
dec r8d
jnz .loop
pop rbx
ret

In main.asm, we declare extern vec_add and call it:

%include "include/common.inc"
extern vec_add

section .text
global main
main:

sub rsp, 28h
; ...
call vec_add
; ...

During linking, the linker resolves the call to the address of vec_add in obj/math_vector.obj. The
same mechanism works for data symbols.

Addressing of Global Data

Global data variables can also be shared. Declare them global in one module and extern in
others. In NASM, the variable occupies a location in a specific section; the linker merges sections
of the same name, so a single .data section contains all global data from all modules. Access is via
RIP‑relative addressing (enabled by default rel).

Code: Sharing a global variable

; module_A.asm
section .data
global shared_counter
shared_counter dq 0

; module_B.asm
extern shared_counter
section .text
...
inc qword [rel shared_counter]

Linker Search Order and Libraries

If you are using static libraries (e.g., a custom libutils.lib), the linker resolves symbols by
searching the object files first, then static libraries in the order given. Unresolved symbols after
all libraries are searched cause an error. For GoLink, you can only directly list object files and
DLLs, not .lib archives. This limitation can be overcome by distributing your utility library as a
collection of pre‑compiled object files or a DLL.
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52.4 Dependency Management

Managing dependencies between modules prevents build failures and symbol conflicts. In a multi‑module
project, each module declares what it externs, and the linker ensures all symbols are resolved.

Avoiding Circular Dependencies

Circular dependencies (A references B, B references A) cause link errors. Architect the code so that
dependencies form a directed acyclic graph. If two modules need functions from each other, extract
the shared part into a third module that both include. This is the same practice as in C/C++.

Include File Dependencies

In addition to object‑level symbols, modules may depend on macros or constants defined in include
files. The build system should automatically reassemble a source file if any included file changes.
In GNU Make, this can be achieved by generating dependency files (similar to gcc -M), but for
assembly it’s often manageable to list include dependencies manually in the Makefile.

Example: main.obj depends on common.inc and exports.inc.

Code: Makefile with include dependencies

obj/main.obj: src/main.asm include/common.inc include/exports.inc
^^I$(NASM) -Iinclude -f win64 -o $@ $<

If an include file is modified, only the objects that directly include it are rebuilt. This reduces
unnecessary assembly.

Versioning Modules

As the project grows, assign version numbers to the modules. A simple constant MODULE_VERSION
equ 1 in each source file allows runtime or compile‑time version checks. In a large project, a central
version header can define the version of the entire application.

52.5 Scaling Strategy

When a project exceeds ten or twenty source files, the overhead of managing include paths and
dependencies manually becomes burdensome. The following strategies help keep the project man-
ageable.

Use of Subdirectories and Libraries

Group related modules into subdirectories (e.g., math/, io/, ui/). Build each group as a separate
static library (using Microsoft lib.exe or ar) and link the final executable with those libraries.
This reduces the number of object files on the final link command line and encapsulates module
internals.
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Code: Creating a static library for a module group

nasm -f win64 -o obj\math_vector.obj src\math\vector.asm
nasm -f win64 -o obj\math_matrix.obj src\math\matrix.asm
lib /out:lib\math.lib obj\math_vector.obj obj\math_matrix.obj

Then the main link step becomes:
link /entry:main /subsystem:console obj\main.obj obj\console.obj obj\engine.obj lib\math.lib

kernel32.lib↪→

Automated Dependency Tracking

For large projects, manually updating the Makefile is error‑prone. Tools like nasm itself can produce
dependency information (though not directly). A practical approach is to write a script that scans
.asm files for %include directives and generates dependency rules. Another option is to use a
higher‑level build system like CMake, which has limited NASM support but can handle custom
commands.

Example of a simple dependency scanner in PowerShell or Python:

python scandep.py src/ > deps.mk

Then include deps.mk in the main Makefile.

Consistent Naming and Namespacing

To avoid symbol collisions as the number of modules grows, adopt a consistent prefix for all global
symbols exported by a module. For instance, all math functions start with math_, I/O functions
with io_, etc. This is the assembly equivalent of namespaces and is essential in large codebases.

Centralized Error Handling and Logging

Implement a single module responsible for error reporting and logging. All other modules call its
functions instead of using OutputDebugStringA or writing to console directly. This makes it easier
to change logging behavior later (e.g., redirecting to a file or disabling debug output).

Continuous Integration

Set up a CI pipeline (GitHub Actions, local server) that checks out the source, runs the build script,
and optionally executes test suites. Even a simple batch script that assembles all projects and
checks exit codes can prevent regressions.

Complete Example: Multi-Module Text Tool

Below is a schematic overview of a project that uses multiple modules and demonstrates the scaling
strategy.

• main.asm – entry point, command‑line parsing.

• iofile.asm – file open, read, write, close.
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• ioconsole.asm – console output/input.

• textstring.asm – string utilities (length, copy, compare).

• texttransform.asm – uppercase, lowercase, reverse.

• utilmemory.asm – memory allocation wrappers.

The build script assembles each .asm into obj/, creates libraries for io and text groups, then links
the final executable. This structure can grow to hundreds of modules with minimal friction.

Tip

Document the public API of each module in a comment block at the top of its source
file and in a dedicated documentation file. This is crucial for team development and later
maintenance.

Putting It All Together
Multi‑module assembly programming is a natural evolution from single‑file experiments to pro-
fessional‑grade software. By adopting a clear project structure, a reliable build system, proper
dependency management, and a scalable naming and library strategy, you can build large, main-
tainable Windows applications entirely in NASM. The next chapters will explore distributing these
projects, creating installers, and cross‑platform considerations.
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In This Chapter

Manually typing assemble and link commands quickly becomes tedious and error‑prone as a project
grows. Build automation replaces those manual steps with scripts and tools that ensure consis-
tent, reproducible results. This chapter covers the creation of batch scripts tailored for NASM
projects, the use of make for dependency‑driven builds, techniques for automating the linking of
multiple objects and libraries, the design of separate debug and release build configurations, and
an introduction to continuous integration (CI) concepts that fit assembly language development on
Windows 11. All examples are based on the NASM 2.16 manual, the Microsoft Linker and GoLink
documentation, and practical experience building real NASM applications.

53.1 Batch Scripts
Batch files (.bat) are the simplest way to automate a build on Windows. They execute a sequence
of commands, can check for errors, and can take command‑line arguments. For a single‑file project,
a batch script is almost trivial; for multi‑module projects, it becomes the backbone of the toolchain.

A Minimal Batch Script

The following script assembles a single .asm file, links it with GoLink, and produces an executable.
It uses %errorlevel% to stop on the first failure.

Code: build_simple.bat — Minimal build script

@echo off
set NASM=C:\nasm\nasm.exe
set GOLINK=C:\tools\golink.exe
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echo Assembling main.asm...
%NASM% -f win64 -o obj\main.obj src\main.asm
if %errorlevel% neq 0 exit /b %errorlevel%

echo Linking...
%GOLINK% /entry main /console obj\main.obj kernel32.dll /fo bin\app.exe
if %errorlevel% neq 0 exit /b %errorlevel%

echo Build successful: bin\app.exe

Multi‑Module Batch Build

When a project consists of several source files, the batch script can assemble each one and pass all
object files to the linker. It is important to stop if any assembly fails.

Code: build.bat — Multi-module batch build

@echo off
setlocal
set NASM=C:\nasm\nasm.exe
set GOLINK=C:\tools\golink.exe

if not exist obj mkdir obj
if not exist bin mkdir bin

set ERR=0

echo Assembling modules...
%NASM% -f win64 -o obj\main.obj src\main.asm || set ERR=1
%NASM% -f win64 -o obj\console.obj src\console.asm || set ERR=1
%NASM% -f win64 -o obj\engine.obj src\engine.asm || set ERR=1

if %ERR% neq 0 (
echo Assembly failed.
exit /b 1

)

echo Linking...
%GOLINK% /entry main /console obj\main.obj obj\console.obj obj\engine.obj kernel32.dll /fo

bin\app.exe↪→

if %errorlevel% neq 0 (
echo Linking failed.
exit /b 1

)

echo Build complete: bin\app.exe

Passing Options to the Script

A batch file can accept parameters to switch between debug and release builds, or to target different
platforms. For example, build.bat DEBUG could enable debugging macros.
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Code: build.bat with debug flag

@echo off
setlocal
set NASM=C:\nasm\nasm.exe
set GOLINK=C:\tools\golink.exe

set BUILD_TYPE=RELEASE
if /i "%1"=="DEBUG" set BUILD_TYPE=DEBUG

set NASM_FLAGS=-f win64
if "%BUILD_TYPE%"=="DEBUG" set NASM_FLAGS=%NASM_FLAGS% -DDEBUG

echo Building %BUILD_TYPE%...

%NASM% %NASM_FLAGS% -o obj\main.obj src\main.asm
...

The -DDEBUG flag defines the preprocessor symbol DEBUG, which can be used in the assembly source
to conditionally include debugging code (e.g., %ifdef DEBUG …%endif).

53.2 Makefiles

Makefiles offer a more sophisticated approach: they only rebuild components whose source files
have changed, and they handle dependencies cleanly. On Windows, you can use nmake (from Visual
Studio) or GNU make (from MinGW/MSYS2). The following examples target GNU make.

Basic Makefile for a Single Module

Code: Makefile — single module

NASM = nasm
GOLINK = golink
OBJ = obj/main.obj
BIN = bin/app.exe

$(BIN): $(OBJ)
^^I$(GOLINK) /entry main /console $(OBJ) kernel32.dll /fo $(BIN)

$(OBJ): src/main.asm
^^I$(NASM) -f win64 -o $@ $<

clean:
^^Idel /q obj\*.obj bin\*.exe

Makefile with Multiple Objects

This makefile uses pattern rules and a list of objects.
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Code: Makefile — multiple objects

NASM = nasm
GOLINK = golink
SRC = src/main.asm src/console.asm src/engine.asm
OBJ = obj/main.obj obj/console.obj obj/engine.obj
TARGET = bin/app.exe

$(TARGET): $(OBJ)
^^I$(GOLINK) /entry main /console $(OBJ) kernel32.dll /fo $@

obj/%.obj: src/%.asm
^^I$(NASM) -f win64 -o $@ $<

clean:
^^Idel /q obj\*.obj $(TARGET)

Adding Dependency on Include Files

To rebuild when a common include file changes, add it as a prerequisite.

Code: Makefile with include dependencies

INCLUDES = include/common.inc

$(OBJ): $(INCLUDES)

All objects depend on the include files; GNU make will rebuild any module if an included header is
newer.

Debug and Release in Makefiles

You can use variables to control build configuration.

Code: Makefile with build variants

NASM_FLAGS = -f win64
DEBUG ?= 0 # set to 1 via command line: make DEBUG=1

ifeq ($(DEBUG),1)
NASM_FLAGS += -DDEBUG

endif

obj/%.obj: src/%.asm
^^I$(NASM) $(NASM_FLAGS) -o $@ $<

53.3 Automated Linking

When the number of object files increases, manually listing them becomes impractical. Automation
can gather all .obj files in the output directory and pass them to the linker.
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Gathering Objects with a Wildcard in Make

Code: Using wildcards in Makefile

OBJ = $(patsubst src/%.asm, obj/%.obj, $(wildcard src/*.asm))

This automatically discovers source files and creates a corresponding list of object files. The linker
rule then becomes:

Code: Linker rule with wildcard

$(TARGET): $(OBJ)
^^I$(GOLINK) /entry main /console $(OBJ) kernel32.dll /fo $@

Using Response Files

If the command line becomes too long, especially with many libraries, Microsoft Linker supports
response files. You can generate a text file containing all object names and library names and pass
it with @filename.

Code: Response file generation in a batch script

dir /b obj\*.obj > obj_list.txt
link /entry:main /subsystem:console @obj_list.txt kernel32.lib /out:bin\app.exe

53.4 Debug and Release Builds

Separating debug and release builds ensures that the final executable is both debuggable during
development and optimised for distribution.

Conditional Assembly with %define

In NASM, use the -D command‑line flag to define symbols. The source then uses %ifdef to include
or exclude code.

Code: Using conditional assembly

%ifdef DEBUG
; Debug-only code: print verbose messages, call int3 for breakpoints
debug_print 'Entering function X'
int3

%endif

Debug Symbols and Optimisation

• Debug: Assemble with -DDEBUG, link with /debug (MSVC) or /map (GoLink) to get symbol
information. Turn off optimisation by using simpler register allocation and avoiding aggressive
loop unrolling that obscures debugging.
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• Release: Omit -DDEBUG; enable small code optimisations like xor eax, eax instead of mov
eax, 0. You may also strip the map file to reduce clutter.

The build script can provide two targets: make DEBUG=1 and make (default release).

Code: Batch file with debug/release switch

@echo off
if "%~1"=="debug" (

set NASM_FLAGS=-f win64 -DDEBUG
set GOLINK_FLAGS=/console /map app.map

) else (
set NASM_FLAGS=-f win64
set GOLINK_FLAGS=/console

)

%NASM% %NASM_FLAGS% -o obj\main.obj src\main.asm
...
%GOLINK% /entry main %GOLINK_FLAGS% obj\*.obj kernel32.dll /fo bin\app.exe

Output Cleanup
In release mode, you may want to delete intermediate object files and map files, keeping only the
final executable. The script can add a clean step after linking.

Tip

Always produce a map file (/map) even for release builds. It costs almost nothing and is
invaluable for post‑mortem debugging if a user reports a crash with a specific address.

53.5 CI Workflow Concept
Continuous Integration (CI) automates building and testing your assembly project whenever changes
are pushed to a repository. A minimal CI pipeline for NASM on Windows can be implemented with
GitHub Actions, Azure Pipelines, or a local build server.

GitHub Actions Workflow Example
The following workflow file (.github/workflows/build.yml) installs NASM, assembles all sources,
links with GoLink, and archives the executable and map file as an artifact.

Code: .github/workflows/build.yml

name: Build NASM Application

on: [push, pull_request]

jobs:
build:

runs-on: windows-latest

523



NASM x86-64 on Windows 11 53.5. CI WORKFLOW CONCEPT

steps:
- name: Checkout code

uses: actions/checkout@v4

- name: Install NASM
run: choco install nasm -y

- name: Assemble
run: |

nasm -f win64 -o obj\main.obj src\main.asm
nasm -f win64 -o obj\console.obj src\console.asm

- name: Link
run: |

golink /entry main /console /map bin\app.map obj\main.obj obj\console.obj
kernel32.dll /fo bin\app.exe↪→

- name: Upload executable
uses: actions/upload-artifact@v4
with:

name: application
path: bin\app.exe

- name: Upload map file
uses: actions/upload-artifact@v4
with:

name: map-file
path: bin\app.map

Note that golink.exe must be available on the PATH, or you can download it as part of the workflow.

Adding Tests to CI

A CI pipeline is most valuable when it runs tests. You can write a separate test executable that
exercises the library functions and returns a non‑zero exit code on failure. The workflow can then
execute this test and fail the build if any test fails.

Code: Running tests in CI

- name: Run unit tests
run: |

.\bin\tests.exe
if %errorlevel% neq 0 exit /b 1

Artifact Retention

CI artifacts (the executable, map file, test reports) are saved for a configurable duration. For release
tags, you can deploy the executable to a release page.

Local CI with Batch and Task Scheduler

If you do not use cloud CI, you can achieve similar results locally. Write a batch script that:
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1. Pulls the latest source from the repository.

2. Runs the build script (in both debug and release configurations).

3. Executes the test suite.

4. Logs the results to a file.

Use Windows Task Scheduler to run this script nightly or on demand.

Code: nightly_build.bat

@echo off
git pull
call build.bat DEBUG
if %errorlevel% neq 0 (

echo Debug build failed at %date% %time% >> build_log.txt
)
call build.bat RELEASE
if %errorlevel% neq 0 (

echo Release build failed at %date% %time% >> build_log.txt
)

Putting It All Together
Automation is not an afterthought; it is the difference between a hobby project and a professional
software product. By adopting batch scripts for immediate tasks, makefiles for dependency‑driven
builds, careful debug/release separation, and a CI pipeline to enforce quality, you turn your NASM
development into a robust, repeatable process. The next chapter will guide you through the creation
of an installer for your completed application.
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Appendices

Appendix A: x86-64 Instruction Reference
This appendix lists the most frequently used x86-64 instructions with their operands, brief descrip-
tion, and effect on the condition flags. All instructions assume 64‑bit mode and Intel NASM syntax.
The flags column indicates which flags are modified: CF (Carry), ZF (Zero), SF (Sign), OF (Over-
flow), PF (Parity), AF (Auxiliary). The symbols ‘*’ means modified according to result, ‘–’ means
unchanged, ‘?’ means undefined, ‘0’ means cleared to zero. For complete details see the Intel® 64
and IA‑32 Architectures Software Developer’s Manual.

Instruction Description / Syntax Flags affected
MOV dest, src Copy src to dest. dest ← src. None
MOVZX reg, r/m Zero‑extend byte/word to reg. Upper

bits become 0.
None

MOVSX reg, r/m Sign‑extend byte/word/dword to reg. None
LEA reg, mem Load effective address of mem into reg

(no memory read).
None

ADD dest, src dest ← dest + src. OF, SF, ZF, AF, PF, CF
SUB dest, src dest ← dest – src. OF, SF, ZF, AF, PF, CF
MUL src Unsigned multiply. RDX:RAX ← RAX

* src (64‑bit).
CF, OF (others undefined)

IMUL src Signed multiply. 1‑op form: same as
MUL signed. 2/3‑op: truncating multi-
ply.

CF, OF (others undefined)

DIV src Unsigned divide. RDX:RAX / src →
RAX=quot, RDX=rem.

All undefined

IDIV src Signed divide. Same layout as DIV. All undefined
INC dest dest ← dest + 1. (CF unchanged) OF, SF, ZF, AF, PF
DEC dest dest ← dest – 1. (CF unchanged) OF, SF, ZF, AF, PF
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Instruction Description / Syntax Flags affected
NEG dest dest ← 0 – dest (two’s complement). OF, SF, ZF, AF, PF, CF
AND dest, src dest ← dest & src. OF=CF=0. SF, ZF, PF; OF=0, CF=0,

AF undef.
OR dest, src dest ← dest | src. OF=CF=0. SF, ZF, PF; OF=0, CF=0,

AF undef.
XOR dest, src dest ← dest ^ src. OF=CF=0. SF, ZF, PF; OF=0, CF=0,

AF undef.
NOT dest Bitwise NOT (one’s complement). None
SHL dest, count Shift left logical. Fill with zeros. OF (cnt=1), CF last bit out,

SF, ZF, PF
SHR dest, count Shift right logical. Fill with zeros. same as SHL
SAR dest, count Shift right arithmetic. Fill with sign bit. same as SHL
ROL dest, count Rotate left without CF. CF last bit rotated; OF

(cnt=1)
ROR dest, count Rotate right without CF. CF, OF (cnt=1)
CMP dest, src dest – src, sets flags only (discards re-

sult).
OF, SF, ZF, AF, PF, CF

TEST dest, src dest & src, sets flags only. SF, ZF, PF; OF=0, CF=0,
AF undef.

JMP target Unconditional jump. None
Jcc target Conditional jump: JE/JZ, JNE/JNZ,

JL, JLE, JG, JGE, JB, JBE, JA, JAE,
JS, JNS, JO, JNO, JC, JNC, JP, JNP.

None

CALL target Push return address, jump to target. None (pushes RIP)
RET Pop return address, jump. None
PUSH src RSP ← RSP – 8; [RSP] ← src. None
POP dest dest ← [RSP]; RSP ← RSP + 8. None
NOP No operation. None
REP MOVSB Move RCX bytes from [RSI] to [RDI],

increment both.
None

REP STOSB Store AL into RCX bytes starting at
[RDI].

None

REPE CMPSB Compare bytes until mismatch or
RCX=0.

Flags set from last compari-
son

REPNE SCASB Scan for AL in string at RDI. Flags set from last compari-
son

BSF dest, src Bit scan forward: index of least signifi-
cant set bit. ZF=1 if src=0.

ZF; others undefined

BSR dest, src Bit scan reverse: index of most signifi-
cant set bit. ZF=1 if src=0.

ZF; others undefined

BT dest, bit Test bit, store original bit in CF. CF
BTS dest, bit Test and set bit; CF← original bit, then

bit=1.
CF
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Instruction Description / Syntax Flags affected
BTR dest, bit Test and reset bit; CF ← original bit,

then bit=0.
CF

BTC dest, bit Test and complement bit; CF ← origi-
nal, then bit ← !bit.

CF

MOVD xmm, r/m32 Move 32‑bit value between XMM reg
and memory/GP reg.

None

MOVQ xmm, r/m64 Move 64‑bit value between XMM reg
and memory/GP reg.

None

ADDPS xmm1,
xmm2/m128

Packed single‑precision float addition (4
floats).

None (MXCSR exceptions)

MULPS xmm1,
xmm2/m128

Packed single‑precision float multiply. None

Appendix B: Windows API Reference
This appendix lists a selection of Windows API functions commonly called from NASM assembly
on Windows 11, together with their prototype mapping to the Microsoft x64 calling convention.
The first four arguments (or fewer) go into RCX, RDX, R8, R9; additional arguments are pushed
right‑to‑left onto the stack. All return values are in RAX (or XMM0 for floating point). All function
names are ANSI versions (suffix ‘A’) unless otherwise noted.

Kernel32.dll

Function Arguments (Windows x64
ABI)

Return

GetStdHandle DWORD nStdHandle (RCX) Handle (RAX) or IN-
VALID_HANDLE_VALUE

WriteFile RCX: hFile
RDX: lpBuffer
R8: nNumberOfBytesToWrite
R9: lpNumberOfBytesWritten
[RSP+20h]: lpOverlapped
(NULL)

BOOL (RAX)

ReadFile Same layout as WriteFile BOOL
CreateFileA RCX: lpFileName

RDX: dwDesiredAccess
R8: dwShareMode
R9: lpSecurityAttributes
Stack: creation disposition, flags,
template

HANDLE or IN-
VALID_HANDLE_VALUE

CloseHandle HANDLE hObject (RCX) BOOL
ExitProcess UINT uExitCode (RCX) Does not return
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Function Arguments (Windows x64
ABI)

Return

GetProcessHeap None Heap handle
HeapAlloc RCX: hHeap

RDX: dwFlags
R8: dwBytes

Pointer or NULL

HeapFree RCX: hHeap
RDX: dwFlags
R8: lpMem

BOOL

VirtualAlloc RCX: lpAddress
RDX: dwSize
R8: flAllocationType
R9: flProtect

Pointer or NULL

VirtualFree RCX: lpAddress
RDX: dwSize
R8: dwFreeType

BOOL

GetLastError None DWORD (EAX)
SetLastError DWORD dwErrCode (RCX) None
OutputDebugStringA RCX: lpOutputString None
GetCommandLineA None String pointer
LoadLibraryA RCX: lpLibFileName HMODULE or NULL
GetProcAddress RCX: hModule

RDX: lpProcName
FARPROC or NULL

FreeLibrary RCX: hModule BOOL
CreateThread RCX: lpThreadAttributes

RDX: dwStackSize
R8: lpStartAddress
R9: lpParameter
Stack: creation flags, thread id

HANDLE or NULL

WaitForSingleObject RCX: hHandle
RDX: dwMilliseconds

DWORD result

Sleep RCX: dwMilliseconds None

User32.dll

Function Arguments Return
MessageBoxA RCX: hWnd (0)

RDX: lpText
R8: lpCaption
R9: uType

int (dialog result)
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Function Arguments Return
wsprintfA RCX: lpOut

RDX: lpFmt
R8, R9: first args
Stack: remaining args

int (chars written)

MessageBoxW Same as MessageBoxA (UTF-
16 strings)

int

Common Constants
STD_INPUT_HANDLE equ −10
STD_OUTPUT_HANDLE equ −11
STD_ERROR_HANDLE equ −12
GENERIC_READ equ 0x80000000
GENERIC_WRITE equ 0x40000000
FILE_SHARE_READ equ 1
FILE_SHARE_WRITE equ 2
OPEN_EXISTING equ 3
CREATE_ALWAYS equ 2
FILE_ATTRIBUTE_NORMAL equ 0x80
INVALID_HANDLE_VALUE equ −1
HEAP_ZERO_MEMORY equ 8
MEM_COMMIT equ 0x1000
MEM_RESERVE equ 0x2000
MEM_RELEASE equ 0x8000
PAGE_READWRITE equ 4
PAGE_READONLY equ 2
FORMAT_MESSAGE_FROM_SYSTEM equ 0x1000

Appendix C: NASM Directives Reference
NASM provides a rich set of directives that control assembly, data definition, and symbol manage-
ment. The following table lists the most commonly used directives in Windows x64 programming.

Directive Syntax / Example Description
bits bits 64 Set default processor

mode.
default default rel Make all memory refer-

ences RIP‑relative.
section section .text code align=16 Define a section with at-

tributes.
global global main Export symbol for linker.
extern extern MessageBoxA Import symbol from an-

other module/DLL.
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Directive Syntax / Example Description
equ BUFSIZE equ 128 Define numeric constant.
db / dw / dd / dq myvar dq 0, 1, 2 Allocate initialized data

(1,2,4,8 bytes).
resb / resw / resd / resq buffer resb 256 Reserve uninitialized

space.
times times 10 db 0 Repeat a data directive.
%include %include "macros.inc" Insert another source

file.
%define %define DEBUG 1 Preprocessor macro (can

be redefined).
%macro / %endmacro %macro pushall 0 ... %endmacro Define a multi‑line

macro.
%rep / %endrep %rep 5 dd i*i %assign i

i+1 %endrep
Repeat a block at assem-
bly time.

%if / %elif / %else /
%endif

%if DEBUG int3 %endif Conditional assembly.

%ifdef / %ifndef %ifndef WINDOWS_INC ... %endif Test if a symbol is de-
fined.

%assign %assign i 0 Assign a numeric value
(reassignable).

%warning %warning "message" Emit warning during as-
sembly.

%error %error "message" Emit error and stop as-
sembly.

align / alignb align 16 Pad with NOPs (code)
or zeros (data) to align-
ment.

Appendix D: Debugging Cheat Sheet
A quick reference for the two major debuggers used with NASM on Windows 11.

WinDbg (command-line)

Command Meaning
bp <addr> Set software breakpoint.
ba <w|r> <size>
<addr>

Set hardware breakpoint on access.

g Go (continue).
t Trace (step into).
p Step over.
r Display registers; r eax for single; r eax = 5 to modify.
dq <addr> L<count> Display quadwords.
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dd / dw / db Display dwords / words / bytes.
da <addr> Display ASCII string.
du <addr> Display UTF‑16 string.
k Call stack.
u <addr> Unassemble.
!gle Print last error code.
!error <code> Translate error number to name.
!address Process memory map.
.dump /ma <file> Create a full memory dump.
? <expr> Evaluate expression.

x64dbg (GUI)

Shortcut / Action Meaning
F9 Run.
F8 Step over.
F7 Step into.
F2 Toggle breakpoint.
Ctrl+G Go to address or symbol.
Ctrl+M Follow a pointer in Dump.
Ctrl+B Search pattern in memory.
Right‑click in Dump
→ Breakpoint → Hard-
ware, Write

Set hardware write breakpoint.

Conditional breakpoint:
Right‑click → Edit, set
condition

Break only when condition true.

Ctrl+Shift+F Find pattern in all modules.

Appendix E: Common Errors and Fixes
A collection of frequent pitfalls when developing NASM programs for Windows 11.

Error / Symptom Cause and Solution
LNK2001: unresolved
external symbol
MessageBoxA

Missing user32.dll (GoLink) or user32.lib (MSVC
link) on the command line. Verify the exact spelling of
the function.

error: operation size
not specified

A memory operand has no implied size. Add byte,
word, dword, or qword before the memory address.

Program crashes inside
WriteFile or MessageBoxA

Usually a stack misalignment. Ensure RSP ends with
0 before every CALL. Common fix: use sub rsp, 28h
(40 bytes) for leaf functions, or adjust frame correctly.
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Access violation on an aligned
SSE instruction

The destination memory is not 16‑byte aligned. Use
align 16 before data and movaps instead of movups.

error: symbol `main' not
defined

Missing global main in the source, or the entry point
label does not match the linker’s /entry name.

Duplicate symbol error Two modules define the same global label. Rename one
or make it local (remove global).

Unexpected exit code / no
output

The program calls ExitProcess too early or the en-
try point does not preserve the exit code. Use
ExitProcess with the intended code in ECX.

Slow performance / high CPU
usage

Busy‑wait loop without yielding. Insert call
Sleep(0) or Sleep(1) to yield the CPU.

INVALID_HANDLE_VALUE
returned by CreateFileA

File does not exist, or sharing violation. Check the
path, access flags, and that the file is not already open
exclusively.

HEAP_CORRUPTION or crash af-
ter freeing memory

Double‑free, freeing a non‑heap pointer, or writing be-
yond the allocated block. Add bounds checking and
zero freed pointers.

“The program can’t start be-
cause X.dll is missing”

Required DLL not found at runtime. Add the DLL to
the application directory or ensure it is in the system
path.

Appendix F: Project Templates
A minimal project template for a Windows 11 NASM application.

Directory Structure
project/

src/
main.asm

obj/
bin/
build.bat
Makefile

Minimal Source Template (src/main.asm)
; main.asm -- Minimal Windows 11 x64 program
; Assemble: nasm -f win64 -o obj\main.obj src\main.asm
; Link: golink /entry main /console obj\main.obj kernel32.dll /fo bin\app.exe

bits 64
default rel

extern ExitProcess

section .text
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global main
main:

sub rsp, 28h
xor ecx, ecx
call ExitProcess

Batch Build Script (build.bat)
@echo off
set NASM=C:\nasm\nasm.exe
set GOLINK=C:\tools\golink.exe

if not exist obj mkdir obj
if not exist bin mkdir bin

echo Assembling...
%NASM% -f win64 -o obj\main.obj src\main.asm
if %errorlevel% neq 0 exit /b %errorlevel%

echo Linking...
%GOLINK% /entry main /console obj\main.obj kernel32.dll /fo bin\app.exe
if %errorlevel% neq 0 exit /b %errorlevel%

echo Build complete: bin\app.exe

GNU Makefile (Makefile)
NASM = nasm
GOLINK = golink
OBJ = obj/main.obj
TARGET = bin/app.exe

$(TARGET): $(OBJ)
^^I$(GOLINK) /entry main /console $(OBJ) kernel32.dll /fo $@

$(OBJ): src/main.asm
^^I$(NASM) -f win64 -o $@ $<

clean:
^^Idel /q obj\*.obj $(TARGET)
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Intel 64 and IA-32 Architectures Software Developer’s Manual (Conceptual Summary)

The Intel 64 architecture defines the fundamental execution model used by modern x86-64 processors.
It specifies the instruction set, memory model, privilege levels, paging, and system programming
interfaces.

Key architectural principles:

• Flat 64-bit linear address space in long mode.

• Segmentation is largely disabled except FS and GS base usage.

• Paging is required (4-level or 5-level paging depending on CPU generation).

• Instructions follow variable-length encoding (1 to 15 bytes).

• Registers include 16 general-purpose 64-bit registers (RAX–R15).

Memory operations follow strict ordering rules under the x86 memory consistency model, which
guarantees strong ordering for aligned accesses except when explicitly relaxed by special instructions.
mov rax, [rbx]
add rax, 1
mov [rbx], rax

This sequence demonstrates a basic read-modify-write operation in a single-threaded context.

AMD64 Architecture Programmer’s Manual (System V and Extensions)

The AMD64 architecture extends the original x86 design to 64-bit operation while preserving back-
ward compatibility.

Key features:

• 64-bit general purpose registers.

• RIP-relative addressing mode.
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• Extended register set (R8–R15).

• System call interface via SYSCALL/SYSRET instructions.

In Windows environments, AMD64 ABI differs from System V. The Windows x64 ABI is used
instead.
lea rax, [rip + label]

RIP-relative addressing is mandatory for position-independent code in modern systems.

NASM Official Documentation (Assembler Model)

NASM is a macro assembler that supports Intel syntax and multiple output formats including
Win64 PE/COFF.

Key NASM concepts:

• Strong separation of sections: .text, .data, .bss.

• Symbolic expression evaluation at assembly time.

• Macro system for code abstraction.

• Direct support for COFF object generation via -f win64.
section .data
msg db "Hello NASM", 0

section .text
global main

NASM does not impose calling conventions; it relies on platform ABI.

Microsoft x64 Calling Convention (Windows ABI)

The Windows x64 calling convention defines parameter passing rules:

• First four integer/pointer arguments: RCX, RDX, R8, R9.

• Floating-point arguments use XMM0–XMM3.

• Shadow space (32 bytes) must be allocated by caller.

• Stack must remain 16-byte aligned before CALL instruction.
sub rsp, 40h
mov rcx, handle
mov rdx, buffer
call WriteFile
add rsp, 40h

Failure to maintain stack alignment results in undefined behavior or crashes in system calls.

Windows API Reference (Kernel32, User32)

Windows API functions are implemented as stdcall-like ABI but follow x64 calling rules.

537



NASM x86-64 on Windows 11 53.5. CI WORKFLOW CONCEPT

Example APIs:

• GetStdHandle

• WriteFile

• ReadFile

• ExitProcess

Handles are opaque pointers returned in RAX.
mov ecx, -11
call GetStdHandle

All Windows API calls preserve non-volatile registers according to ABI rules.

Windows PE/COFF Specification

Portable Executable (PE) format defines executable structure:

• DOS header (MZ)

• PE header

• Optional header (image layout)

• Section table (.text, .data, .rdata, .bss)

Sections control memory mapping:

• Executable code: .text

• Read-only data: .rdata

• Writable data: .data
section .text align=16
section .data align=8

Alignment is critical for performance and loader correctness.

Windows Internals (System Architecture Model)

Windows operating system is structured into:

• User mode (applications, DLLs)

• Kernel mode (ntoskrnl.exe)

• Executive layer (memory manager, process manager)

Process memory layout includes:

• Code segment

• Heap region

• Stack region
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• Shared system libraries

Virtual memory is managed using paging structures controlled by the MMU.

Computer Systems: A Programmer’s Perspective (CS:APP)

Core principles:

• Data representation in binary and two’s complement.

• Memory hierarchy (registers, cache, RAM, disk).

• Linking and loading process.

• System-level I/O abstraction.
mov rax, [rbx]
imul rax, rcx

This reflects instruction-level translation of high-level arithmetic.

Modern x86 Assembly Language Programming (Kusswurm)

Focuses on practical Windows x64 programming:

• WinAPI usage in assembly.

• Structured exception handling (SEH).

• SIMD instructions (SSE/AVX).

• Performance optimization techniques.
vmovdqu ymm0, [rcx]
vaddps ymm0, ymm0, ymm1

SIMD operations enable parallel data processing.

GNU Binutils Documentation

GNU Binutils includes assembler (GAS), linker (ld), and object tools.

Key concepts:

• ELF format (Linux primary format).

• Relocation processing.

• Symbol resolution during linking.

NASM differs by targeting PE/COFF in Windows environments.

LLVM Documentation

LLVM provides modern compiler infrastructure:

• Intermediate Representation (IR)
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• Optimization passes

• Backend code generation

LLVM IR is architecture-independent and later lowered to machine code.

x64dbg Documentation
x64dbg is a user-mode debugger for Windows x64:

• Breakpoints (software and hardware)

• Memory inspection

• Register view (RAX, RBX, RIP, RSP)
bp kernel32!WriteFile

Used for runtime inspection of assembly programs.

WinDbg Documentation
WinDbg is a kernel and user-mode debugger:

• Kernel debugging via KD

• Live process analysis

• Symbol resolution via PDB files

It is essential for Windows driver and low-level system debugging.
!analyze -v
r
k
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